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1 Introduction
We present in this document a number of potential measures to better control the problem of mobile spam. By mobile spam, we mean unsolicited messages received by mobile equipments. We consider in this document two types of unsolicited messages: SMS and MMS. Spamming is a well known problem in the fixed internet world where on a daily basis junk messages clog users’ email boxes. Spamming is bad from an internet service provider (ISP) point of view because it annoys customers, it abuses network resources and ISPs hosting a spammer risk being blacklisted by other ISPs. ISPs are today struggling to find a solution to efficiently control and limit the problem. The issues are basically the same in the mobile world but, in addition, mobile operators can suffer a direct financial loss if spam is used by fraudsters to lure customers to call premium rate numbers or to download pieces of malware. We propose a number of simple techniques to control the problem of mobile spam directly involving the customer. Those techniques allow the customer to decide whether or not a message should be considered as spam. The proposed techniques have no impact on the network switching or routing infrastructure. And they facilitate suppressing spam without creating a hidden charge for the customer. The techniques work equally if a customer is on the home network or roaming abroad. The proposed techniques are complementary to other network based countermeasures such as MAP application layer security [1] or TCAP handshake [2]. We describe a number of spam scenarios in Section 2 and some anti-spam measures in Section 3.

2 Spamming scenarios
This section describes a number of scenarios where a customer may wish to stop receiving unsolicited messages as depicted in Figure 1. The impacted customer may be on the home network or roaming abroad.
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Figure 1.  Unsolicited messages can have many different origins. A customer can annoy another one by sending SMS or MMS traffic. A content provider can use SMS or MMS to undertake mass advertising. A network element can start spamming customers because of a configuration or software fault. Nokia: Not only a network element can behave badly, but also the spamming content provider might be a usually highly trusted business partner that just “accidentially” spams, because he had a security hole that was exploited by a malicous entity.
2.1 Annoying customer

A customer may wish to stop receiving messages from a particular customer of the same operator or a roaming partner. A customer may be annoyed by unsolicited messages for a number of reasons such as repeated deliveries of the same message, irrelevant or offensive content, the cost of receiving the message (in case of MMS), the interruption caused by the message delivery. Today, customers have almost no means to stop receiving messages other than changing their mobile number. Nokia: In addition to annoying customers there can also be, for example, a group of virus infected terminals as a source of spamming messages or a virus infected broadcast node -> the same Anti Spam measures do not apply.
2.2 Spamming content provider
There are a number of cases where a customer may wish to stop receiving messages from a particular content provider. For example, a content provider may send unsolicited messages to a customer who just acquired a new MSISDN that was previously assigned to another customer. Another potential scenario involves a customer who sent a message to stop receiving messages from a content provider who ignores it. Receiving unsolicited content messages may also inhibit a customer from joining a new content provider.

2.3 Spamming content provider
There are a number of cases where a customer may receive unsolicited messages because of a software fault or a misconfiguration of a network element. For example, a message center may send multiple copies of the same message to the customer because it did not receive the message delivery confirmations. Another potential scenario is if a network element does not properly populate the MSISDN of the message sender in the message header. Customers could then consider such messages from unknown origins to constitute spam. Yet another scenario envisages a foreign message center sending spam after having been compromised. Today, customers have no means to flag such messages as spam apart from calling their service provider’s customer care department. 

3 Anti Spam measures

This section describes a number of potential measures to provide mobile users with spam protection. We differentiate two types of measures: this at the application level and those at the network level. 

3.1 Application level
This section describes a number of potential functions to protect against SMS and MMS spam that could be implemented at the application level. The goal of application level functions is to provide the mobile user with the tools to avoid being annoyed by spam. Those functions apply to all correctly received messages including the ones from other mobile subscribers, content providers, the visited operator and the home operator.

1. MSISDN whitelisting. The mobile detects a spam message if the MSISDN (or email in case of MMS) of the party who submitted the message does not match a number in a list specified by the mobile user. This function may suit for example users who are keen to restrict receiving messages from only their phone book contact. Nokia: This function does not help for virus contaminated whitelisted phones that would still get spam messages through. The whitelisting approach would also rule out all messages from sources that are not in the whitelist and possible lead into unwanted situations preventing e.g. a message containing new contact information for a person currently in whitelist or an important message from a source that has not been whitelisted (e.g. from a terminal borrowed on a site of an accident). 
2. MSISDN blacklisting. The mobile detects a spam message if the MSISDN (or email in case of MMS) of the party who submitted the message matches a number in a list specified by the mobile user. This measure may suit users who do not want to receive messages from a particular person. Nokia: In SS7 originated messages originating MSISDN can be spoofed and usually is spoofed in spam messages -> MSISDN blacklisting may be inefficient. It also needs to be considers what happens if somebody masquerades as another user, DoS against the other user?
3. Message filtering based on keywords. The mobile detects spam messages based on a number of keywords defined by the mobile user. A message is identified as being spam if the message subject and/or content contains one or several keywords. This measure may be suitable for parents who do not want their children to receive adult content. Nokia: however, this measure doesn’t really decrease the number of spam messages. Spammers also want to avoid detection by there filtering tools and tend to alter the messages to pass the filters. To be efficient, this filtering requires a strong learning component to detect changes of letter, space characters inserted etc. These learning mechanisms are quite complex and resource consuming and can also wrongly detect non-spam messages containing one or several keywords as spam.
4. Message filtering based on type of message. The mobile detects the type of the message (SMS message class and MMS attachment type) and filters the message based on the allowed message types specified by the user.

5. Junk message folder. The mobile stores the detected spam message in a specific folder. The goal of this folder is to separate the messages the user finds useful from the ones detected as being spam. The user should be able to specify how long messages should be kept in the junk folder in order to spare the mobile memory. This measure is useful to avoid discarding messages that may have been wrongly detected as spam.

6. Querying mobile user. The mobile either performs the actions related to the detection and storage of spam message automatically or queries the mobile user for every newly detected spam message or every newly detected spamming MSISDN (or email in case of MMS). This measure is useful for customers to gain confidence in the spam detection functions.

7. Identification of spam messages. Upon detecting a new spam message, the user could specify if a new message submitted by the same MSISDN (or email in case of MMS) should be identified as a spam. The user could also specify that every message from this source should be considered as spam. Alternatively, the user may want to receive a maximum of one message every x days from that source and every other message should be considered as spam.

3.2 Network level
This section describes a number of potential measures to be implemented at the network level of the mobile equipment. The goal of network level measures is twofold: first to ensure that the customer does not incur a charge for refusing the unsolicited messages and second to ensure that spammers are informed that recipients do not wish to receive their messages.

3.2.1 SMS spam prevention 

The spammer mobile submits an SMS by sending SMS-Submit to the SMSC as shown in Figure 2. The SMSC delivers the SMS to the destination mobile by sending SMS-deliver indicating the originating mobile MSISDN in the TP-Originating-Address field. The mobile flags the message as a spam, for example by detecting that the originating MSISDN is in the number blacklist of the mobile. The mobile sends an SMS-Deliver-Report back to the SMSC specifying a TP-Failure-Cause indicating that the message was rejected. The SMSC warns the sender that the message was refused by the recipient. Nokia: Note that this can also be beneficial for the spammer as this way the spammer gets a confirmation that the spam message has reached the target. 
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Figure 2. Example of network level measure against SMS spam. The receiving mobile detects that the SMS sender is in its blacklist and sends a delivery failure report. The SMSC deletes the message upon receiving the delivery report and sends a submit report to the originating mobile. The mobile then displays a message indicating that the receiver does not want to receive the SMS.

3.2.2 MMS spam prevention

The spammer mobile submits an MMS by sending M-send.req to the MMSC as shown in Figure 3. The MMSC notifies the MMS to the destination mobile by sending M-notification.ind indicating the originating mobile MSISDN in the From field. The mobile flags the message as a spam, for example by detecting that the originating MSISDN is in the number blacklist of the mobile. The mobile sends an MMS-notifyresp.ind back to the MMSC specifying a X-Mms-Status indicating that the message was rejected. The MMSC warns the user that the message was refused by the recipient. Nokia: Note that this can also be beneficial for the spammer as this way the spammer gets a confirmation that the spam message has reached the target. The impact of this mechanism to MMSC should also be considered. 
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Figure 3. Example of network level measure against MMS spam. The receiving mobile detects that the MMS sender is in its blacklist and sends a failure notification. The MMSC deletes the message upon receiving the delivery report and sends a delivery indication to the originating mobile. The mobile then displays a message indicating that the receiver does not want to receive the MMS.
4 Discussion

This section discusses some implementation aspects of the proposed mobile spam solutions.

4.1 Implementation requirements

4.1.1 Network implementation requirements 

The implementation of anti mobile spam measures requires changes both in the handset and in the message centre (SMSC and MMSC). New failure codes need to be standardized for the following messages: SMS-Deliver-Report, SMS-Submit-Report, M-notifyresp.ind, M-Delivery.ind. The new failure codes allow the message centres to differentiate a normal delivery failure from a message being rejected by the user.

The SMSC should send a SMS-Submit-Report to the sender with a TP-Status indicating the message was unsolicited upon receiving from the receiver a SMS-Deliver-Report with a TP-Failure-Cause indicating spam. This will require defining two new failure codes: a new TP-Status code in section 9.2.3.15 in [3] and a new TP-Failure-Cause code in section 9.2.3.22 in [3].

The MMSC should send a M-Delivery.ind to the sender with a X-Mms-MM-Status indicating the message was unsolicited upon receiving from the receiver a M-notifyresp.ind with a X-Mms-MM-status indicating spam. This will require defining a new X-Mms-MM-Status-Code code in section 8.4.4.8 in [4].

4.1.2 Mobile implementation requirements 
The receiving mobile equipment should be able to detect if a message is a spam and send a failure message back to the sender. The sending mobile equipment should be able to receive a failure indication and display a message to the user indicating that the message was refused.

The user should be able to easily transfer the blacklist, whitelist and other anti-spam customization parameters from one phone to another. The user’s data must be properly protected on the mobile from being stolen or modified.

The operator should be able to manage a list of MSISDNs (e.g. a enumerated list or a range or a combination of both) and email addresses (in case of MMS) that the customer cannot blacklist on their mobile. This list could be stored on the UICC to allow the operator to control it. This list should also be updatable over the air. 
4.2 Enabling advanced spam detection

The introduction of failure codes flagging spam have the advantage of providing visibility at the operator level related to messages that customers do not want to receive. The monitoring of those failure codes will potentially allow the introduction of advanced spam detection in the message centres and/or operator networks.
Nokia: Our view is that the problem of spam can be most effectively controlled by these kind of mechanisms that enable advanced spam detection at the operator level. The operator should have automated means to monitor the spam in their networks, this way they can hunt and shut down sources of spam. There are several ways to do this, for example:
1. Honeypot MSISDN to collect and flag spam

2. MSISDN where subscribers forward their spam
3. Network folder where users store their spam 
4. Statistical analysis of the content (Note! This is not for filtering)
5. Statistical analysis of the traffic
6. Traffic analysis based on location data (check the roaming status against message originating MMSC or SMSC)
7. Traffic analysis based on routing info for email
However, none of these ways require standardization but can be solved at the operator level and/or agreements between operators.
5 Conclusion and Proposal

The proposal is that SA3 discusses this document before deciding if change requests are required. Nokia: The content screening activities in OMA (Client Side Content Screening, Categorization Based Content Screening) need be taken into account to avoid possible overlap with OMA work. As MMS is in OMA domain, activities concerning MMS Anti spam need to be coordinated with OMA.
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