3GPP TSG SA3 Meeting #43






S3-060320
Athens, Greece, April 4.-7., 2006


Source: 
Huawei
Title:
comments to (S3-060261,
S3-060263, S3-060264)
Agenda Item:
7.9.2
Document for:
Discussion and Decision

1. Introduction

This contribution takes into account the GBA Push solution [1] and comments [3] presented at SA3#43 and proposes some adjustments. 
The basic OMA SEC requirements are:

1 A network entity MUST be able to securely trigger the generation of a security association between itself and a mobile client.

2 The network entity MUST be able to send a secured message (also with deferred delivery) to a mobile client, which enables the mobile client to generate the shared security association. 

3 The mobile client SHOULD preferably not have to contact any network entity to be able to generate the security association and check the message.

The network entity may be in the GBA case the BSF or the NAF. We outline the changes necessary for two cases: 

The UE has no return channel to the NAF (S3-060263). The UE is able to communicate with other network elements, e.g. the BSF. This would serve a use case, where the UE is a mobile terminal with normal 3G capabilities (i.e. IP connectivity), but is equipped with the possibility to receive for example video broadcast for handheld devices. The approach would re-use an existing bootstrapping session (like pointed out by S3-060125).
The UE has no return channel to the network (S3-060264). The use case for example could be a set top box which is equipped with a UICC card reader. This would require a reverse bootstrapping procedure, where the UE and the BSF establish a bootstrapping session with the help of the NAF. The Ub interface would not be used at all. This scenario was not considered in S3-060092. 
The details of the changes are outlined in the attached Change Requests to TS 33.220 [2].

2. Proposal

We propose that SA3 studies the proposed GBA push mechanisms and approve the CRs S3-060263 and S3-060264. 
Comments: 1) A solution which can be used to solve both scenarios should be provided in order to lessen complexity of UE.

2) If solution in S3-060263 is used, UE shall be able to keep counter for each NAF. This will cause complexity to UE. And that UE keep counters for each NAF is not practical, especially when NAF is in visited network.
In the step 3 of S3-060263,it is assumed that BSF can find the subcriber's has a valid bootstrapping session, in its databases. But if there is no valid bootstrapping session, which can be found in its database, BSF will trigger the UE to establish a new Ks? Which kind of message could be used by BSF to trigger the UE? What’s more it is great change to current Ub if such message is used. 
If a NAF have no right to provide push service, it still can send push message to UE as it can get NAF Key by other means, especially when NAF need to pay additional money for push service to BSF operator in some cases.
3) If solution in S3-060264 is used, the replayed attack by reusing AV can not be avoided. 
4) In both solutions, there is no mechanism to prevent a NAF from modifying the key lifetime, in order to continue to use the NAF key, especially when NAF need to pay additional money for push service.
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