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1 Introduction
In last meeting, we proposed a contribution (S3-060011) which discussed the unnecessary burden which 2G_GBA may bring, as UE and NAF do not agree on whether 2G_GBA can be used or not over Ua reference point, and a solution is also proposed. But it is commented by SA3 that more things including backwards compatibility and complexity should be considered. There are some further details missing, also there are several ways (some with less impact) to reach the same goal.
So in this document, these two issues are discussed. In addition, another new method is also been introduced. The suggested optimization works only when HTTP is used. For other Ua protocols an analogous optimization would be needed.
2 Solutions and Backwards Compatibility 
According to the discussion in last meeting (see S3-060011), We suggest that a NAF may indicate UE whether it accepts 2G subscribers or not, especially when Https is used as security protocol of Ua reference point, and a UE especially a 2G subscriber should let the NAF know if it is a 2G subscriber over Ua reference point. For this optimization to work, also the terminal side have to be fully considered, as outlined in TR 33.905. The UE contains the UICC, the GAA server and the GAA client that communicates with the NAF. The GAA client can be an downloaded application that might not be able to communicate directly with the UICC (and for good reason).
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1)The method used by NAF to indicate UE whether it accepts 2G subscribers or not. 
NAF shall supply the information to UE in the bootstrapping initiation message (see clause I.5.1of TS33.220). In the case that http digest is used, the NAF can indicate UE whether it accepts 2G subscribers by setting the first part of the "realm " to "3GPP-bootstrapping-2G " (if it accepts 2G subscriber) or " 3GPP-bootstrapping-3G " (if it does not accept 2G subscriber). And if there is no string " 3GPP-bootstrapping-3G " in the realm, it indicates that the NAF accepts 2G subscribers. In the case that PSK TLS is used, a constant string "3GPP-bootstrapping-3G" is used as PSK-identity hint to indicate that the local configuration in the NAF does not accept 2G subscribers. If there are no such indications, it means that the NAF accepts 2G subscribers. . Note, that this could be used against the terminal in a denial of service attack.

The application in the terminal using GBA could also be preconfigured and already knows if 2G GBA is allowed or not. A typical case for this could be, for example, be MBMS where the UICC is mandated.

   When a 2G subscriber UE receives the message which indicates that NAF does not accept 2G subscribers, it shall terminate communication with NAF.

In this solution, only https client (on UICC or ME, how does the ME know this) needs to know the subscriber’s type as it is responsibility for https client to set up https connection with NAF. We should not change the HTTPS protocol, this is IETF responsibility, that we should not break. And UE can implement this by the following way:

-Using a special type of B-TID for 2G_GBA. If the subscriber is 2G subscriber, BSF distributes a special type of B-TID to UE by adding some special string to the first part of B-TID, i.e., basecode64(RAND)+”-2G”@ BSF_servers _domain_name. Http client could be able to know the type of subscriber by knowing whether the last three letter of the first part of B-TID is“-2G”. Here we have the risk that the R6 BSF might by coincidence choose a B-TID (e.g. when it is randomly generated) that has such a postfix. This might lead to some service rejection for a legitimate user. 
-Http client read EFDIR file. EFDIR file is a file on UICC which contains the Application Identifiers (AIDs) and the Application Labels of the 3GPP applications present on the card as mandatory elements. Http client can read this file and know the type of subscriber according to the response. If it responds with error code, it means that this is a SIM card. If the file content is read out, and there is only AIDs of SIM in this file, it means that there is only SIM application existing on the UICC. Otherwise if there are AIDs of USIM or ISIM or both on UICC, it means the subscriber is a 3G subscriber. This information would need to be communicated through the GAA server to the GAA client.
 Backwards Compatibility of this methods

· In case of R6 NAF and R7 terminal  A R6 NAF will sends a response message with "realm " having neither string "3GPP-bootstrapping-2G" nor "3GPP-bootstrapping-3G" , as it has no corresponding function to indicate UE whether it accepts 2G subscribers. This might result in a DoS attack against the client (e.g. send by some other device) and could be used e.g. by a virus to block another device from a service. There are probably safer ways to reach the same target. When a R7 terminal receives this response message, it will consider that NAF accept 2G subscribers, then it will proceed the following procedure. Here some assumptions are made that the terminal ignores incorrect input and behaves properly.  Thus the whole procedure will be the same as current procedure. So, this solution will not cause any backwards compatibility problem when NAF is a R6 one. 

· In case of R7 NAF and R6 terminal: If a R7 NAF sends a response message with the new string "3GPP-bootstrapping-3G" or "3GPP-bootstrapping-2G", a R6 terminal does not understand the meaning, but this will not cause any problems for the following reason: Here again, some assumptions are made that the terminal ignores incorrect input and behaves properly
In current GAA, NAF may add the string "3GPP-bootstrapping" or " 3GPP-bootstrapping-uicc" or both to the "realm" to indicate which key could be used. When UE receives a response message with both strings in the "realm" from NAF, a ME based application client will only want to know if there is the string "3GPP-bootstrapping" in "realm" or not, and it does not care about the meaning of the other string "3GPP-bootstrapping-uicc". And a UICC based application client also just wants to know if there is the string "3GPP-bootstrapping-uicc" in the "realm" or not, and it also does not care about the meaning of other string. So even the new string "3GPP-bootstrapping-3G" or "3GPP-bootstrapping-2G" is added in the "realm" and R6 terminal can not understand the string , it will cause backwards problem to neither ME based application client nor UICC based application client. That is to say, this solution will not cause backwards problem Rel-6 terminal.

2) The method used by UE to indicate a NAF whether it is a 2G subscribers or not 
There are two alternative methods that can be used to attain above object:
2a) The first method 

   A 2G subscriber UE can indicate NAF that it is a 2G subscriber either in http request message during the bootstrapping initiation procedure. . Since an indication from the UE can in general not be fully trusted, the NAF would need to verify this by contacting the BSF and confirm this indication, so why not just wait for the BSF indication and use only this. Because, if the NAF needs the confirmation anyway, then no performance optimization on the Zn and Zh interface are reached. If there is no bootstrapping initiation procedure before UE sends application request message with B-TID, UE shall use this application request message to supply subscriber type (2G or 3G)to NAF . Take https as example, UE can set two strings " 3GPP-gba@naf.home1.com" and " 3GPP-gba-2G@naf.home1.com " to "User-Agent" HTTP header as specified in IETF RFC 2616 [12]. This should be discussed with IETF, since we don’t want to break their protocols. The first string is to indicate that the application is based on ME and the second string is to indicate NAF that the subscriber is a 2G subscriber. In this solution, UE can be able to know the type of subscriber as described method 1).
 Backwards Compatibility of this method
2. -  When a R6 NAF receives the message with two strings " 3GPP-gba@naf.home1.com" and " 3GPP-gba-2G@naf.home1.com "added to "User-Agent" HTTP header, it will just read the first string" 3GPP-gba@naf.home1.com" in "User-Agent" and know that the application is based on ME from the string. The second value " 3GPP-gba-2G@naf.home1.com "will be ignored. Here some assumptions are made that the NAF ignores incorrect input and behaves properly. Then NAF will process according to the current specification. This does currently not work. For the indication from UE to the NAF the Ua application (GAA client) in the terminal would need to get this information from the GAA server first, this bootstrapping type indication is currently not done. This would need to go into TR 33.905, that the GAA server informs the Ua application of the boostrapping type. If such an indication exist, then the NAF application in the terminal could be preconfigured to reject the service request from the start, if 2G is the boostrapping type. This approach would also save the first message over Ua protocol and avoid costs for the user.
-  If a R6 terminal (Here some assumptions are made that the terminal ignores incorrect input and behaves properly ) sends a request without string " 3GPP-gba-2G@naf.home1.com " in "User-Agent", R7 NAF will consider that the user is not a 2G subscriber by default. This approach assumes that the Ua protocol is always HTTP based or an analogous optimization would need to be done for other possible protocols as well. 
So, from the analysis, we can conclude there is no backwards compatibility problem with this method.

2b)The second method
             During 2G_GBA bootstrapping procedure, a special type of B-TID shall be produced to indicate that the subscriber is a 2G subscriber by adding some characteristic string (e.g.,”-2G”) to the first part of B-TID, i.e., basecode64(RAND)+”-2G”@ BSF_servers _domain_name. (As RAND is 128 bit, the last character of basecode64(RAND）is always "=". So if there is "-2G" after "=" in a B-TID, a receiver can judge that it is a 2G B-TID).
Then UE shall supply this 2G B-TID to NAF when it sends application request to NAF over Ua reference point. Then NAF will know whether the subscriber is a 2G subscriber from the type of B-TID. Again, the NAF can not trust information coming from the UE.
 Backwards Compatibility of this method

In this method, when R6 NAF receives a 2G B-TID, it just need to supply the B-TID to BSF in request message.Here again, some assumptions are made that the NAF ignores incorrect input and behaves properly.  So there is no backwards compatibility problem at all. Can we really be sure of this?
3 Comparison and Proposal
The benefit of each solution has been discussed and approbated in the last meeting. The main ideas are as following:
- If those 2G subscribers UEs know that the NAF does not accept 2G subscribers, and then they terminate communication (but still it has to set up the connection, that induce some costs to the user) with the NAF, the things what NAF and BSF have to do in the following procedure will be relieved much. This could also be reached by configuring the NAF application (GAA client) in the terminal properly and then we would even save the Ua bandwidth (and some money for the subscriber).  

- If those UEs indicate that they are 2G subscribers in the request message, and the NAF terminates the protocols over the reference point Ua immediately, then the NAF need not obtain Ks_NAFs over Zn reference point and accordingly BSF need not process these requests any more.
In the method 1) and 2a), UE itself needs to know type of subscriber. While in the method 2b), UE does not need to know the type of subscriber and it just need to supply this 2G B-TID produced in previous bootstrapping procedure to NAF. But the new 2G type B-TID should be defined. What is important is that method 2b) can be used in all Ua protocols besides https.
If method 1) is used, a 2G subscriber may not send another request with B-TID any more when NAF does not accept 2G subscriber, as the communication may be ended during bootstrapping initiation procedure. While if only method 2b) is used, this communication will not be ended until NAF receives the request with 2G B-TID from UE. 
If it is unwanted that UE takes effort to know the type of subscriber, only method 2b) is suggested. But if method 2b) is used , UE can easily know subscriber’s type by reading B-TID type. 
So combination of method 2b) and method 1) is suggested for https, and method 2b) is suggested for all Ua protocols as this scheme can be able to improve GAA efficiency to a great extent, and the implementation is also simplest.
4 Conclusion
Since adding the new feature to Ua protocol described in section 2 can bring much benefit to current GAA, and also there is neither backwards compatibility problem nor complexity problem. CRs to TS33.222 and TS33.220 for combination of method 2b) and method 1a) are attached. We kindly hope SA3 choose this best scheme and approve the corresponding CRs.
We suggest that SA3 discusses three possible modifications of the above proposal and make the decision between them, as a working assumption. Then appropriate Pseudo CRs or CRs can be prepared for the next meeting.
A. Preconfiguring NAF application in terminal

The GAA server would indicate to the NAF application in the terminal the bootstrapping type that was used i.e. 2G. The NAF application in the terminal would be pre-configured to reject the service request by the user with an appropriate error message.

Advantages:

- No network involvement at all (Ua, Zn) and hence full optimization.

- No fees for the user.

- SA plenary stated, that the usage of 2G GBA should be handeled on a per application basis. 

Disadvantages:

- Indication from GAA server to NAF application would need to be added to TR 33.905.

B. Ua protocol indication (improved approach of the above)

The NAF application in the terminal would require the GAA bootstrapping type information from the GAA server, because currently it is not aware of the underlaying used security mechanism. This would need to be added to the approach above. The GAA server would indicate to the NAF application in the terminal the bootstrapping type that was used i.e. 2G. The NAF application in the terminal could be pre-configured to reject the service request by the user with an appropriate error message. If it is not pre-configured, then it would contact the NAF as outlined above. Since the NAF can not trust an indication coming from the UE, it would contact the BSF over Zn to get confirmation from the BSF of the boostrapping type indicated by the user. 

Note: 
In the attached CR S3-060221, some additions are not necessary i.e. in step 6, since if step 3 the procedure would already stop.

Advantages:

· NAF is aware that 2G GBA is used.
Disadvantages:

- Additions to Ua protocol.

- Indication from GAA server to NAF application in terminal.

- Zn interface need to be called, because UE indication can not be trusted.

- User might still contact again the NAF to obtain the service (“did not work the first time, try again”), hence causes traffic on Ua and Zn interface.

- Might result in costs for the user, for a service he can not use.

- Optimiziation would need to be repeated for other potential Ua protocols.

- Terminal and BSF would need to handle a special type of B-TID.

- Assumptions are made about terminal behaviour in case of unexpected input i.e.that it is correctly ignored.

C. No Optimization

One way forward is that no optimization is done. 
The advantages are:

- No changes to Ua protocol, GAA server, Ua application, or NAF needed.
Disadvantages:

- Terminal might contact several times the NAF (and the BSF) without getting the service in the end.

- Bad user experience (and possible costs for a not used service)

- Network load on NAF and BSF.
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