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1 Introduction

In an LS to SA1 from SA3#41 in November 2005 (S3-050859), SA3 promised to conduct a security review of TS 22.259 “Service Requirements for Personal Network Management” at its next meeting. Unfortunately this review was not done at SA3#42. 

The lack of a thorough security review of the TS was discussed at SA1#31 in February. SA1 agreed to send the TS to SA#31 in March for approval, but with security marked as an item for further study. The TS was subsequently agreed at SA#31 (SP-060213). SA plenary are expecting SA1 to have completed the security related aspects in the TS by June. SA1’s next meeting is 24-28 April. 

Vodafone initiated an email discussion on the SA3 list to collect security-related comments on the TS. This contribution is based on the output of the email discussion. 
2 Summary of changes
The comments on the TS are split into security-related and editorial/terminology.

2.1 Security-related changes

SA3 has in the past expressed some concern about Figure 3, where it looks like a device could directly access the PLMN whilst bypassing USIM control. It is therefore clarified in the text that the USIM must always remain in control of network access for authentication and authorisation purposes.

Some security requirements are moved out of the general PN requirements in section 5.2.1 and into the PN security requirements in section 5.2.3. Similarly, some general requirements are moved out of the PN security requirements in section 5.2.3 and into the general PN requirements in section 5.2.1.

In section 5.2.3 the statement about the use of “suitable smartcard technology” in the terminal is not clear. We think that the original intention was that the PNE may use trusted computing technology for improved security, but not necessarily smartcard technology. We therefore provide some corresponding clarifications.

Several new security requirements are added to section 5.2.3. These are based on the requirements from TR 33.817 “Feasibility study on (Universal) Subscriber Interface Module (U)SIM security reuse by peripheral devices on local interfaces”. An annex on Bluetooth specific requirements, also based on TR 33.817, is also provided. It was also discussed whether to include a reference to section 4.2.4 of TS 33.234 instead of a including the requirements from TR 33.817, but this was not agreed in the end.

An additional security requirement for the PNE re-direct service is added to section 5.3.2.
2.2 Editorial/terminology changes

The introduction and several other parts of the document are changed to clarify that the PNM concept covers other access networks than 3GPP GERAN and UTRAN. The restriction that PNM services must be provided by a PLMN is also removed and the term PMN service provider’s network is introduced to cover a PLMN, Fixed Broadband or Public WLAN operator’s network.
The introduction and several other parts of the document are changed to clarify that PNE networks are distinguished from Personal UE networks by the fact that for PNE networks the UE is physically split into separate components.
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The reasons to define a PN and a PAN separately are not clear. Also PAN has a specific meaning in the context of Bluetooth, e.g. PAN profile, so using the term PAN may cause confusion. Therefore the term PAN is removed from the specification. 
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There is a need to account for the fact that a UE can have more than one UICC and each UICC could have more than one USIM with each USIM associated with each PNM Service Provider’s Network. Hence the term “active USIM” is introduced in several places.

The requirements are numbered for easier reference and future checking, e.g. that they have been met by the stage 2 and 3 security work.

Some clarifications are made to the private network access requirements based on comments received off-line from SA1 participants.

Some minor editorial changes are made.

3 Proposal

It is proposed to send the comments on TS 22.259 in an LS to SA1.



















































