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1 Introduction 

At the last SA3 #42, discussion papers on a central NAF Key Center node in the network was presented from Nokia in S3-060070 and Huawei in S3-060015, due to the ongoing work on Personal Networks and Personal Area Networks in SA1.

This paper discuss key management reuse between the proposed NAF Key Center and the ongoing work on “Key establishment between a UICC and a terminal”.
2 Discussion

TSG SA#30 agreed new SA3 Work Item Description on “Key establishment between a UICC and a terminal”. 

At SA3 #42, Gemplus presented a contribution in S3-060024 where several protocols was foreseen between the Mobile Equipment and the NAF to send the shared key, Ks_int_SC to the Mobile Equipment. At SA3 #42 the TLS-based solution was agreed as the working assumption for further work.
If the proposal on a new NAF Key Center in S3-060070 is progressed in SA3, then its important that this work is aligned as much as possible with the ongoing work on “Key establishment between a UICC and a terminal”.

For example:

1. HTTPS channel between ME and NAF in “Key establishment between a UICC and a terminal” is mapped to interface between NAF Key Center and Service. And mutual authentication is performed between the NAF Key Center and Service.
2. The security protocols and the application protocols are kept similar as much as possible, regardless whether the UE is an integrated UE or split over several devices;

There are two scenarios:

· Key establishment between a UE (holding a UICC) and an external device, when the ME and the external device share the same key.

· Key establishment between a UICC and an external device, when the ME and the external device share the same key. This scenario is already covered by the ongoing work on “Key establishment between a UICC and a terminal”, and will not be further discussed in this paper.
The NAF Key Center is capable to derive keys based on either the Ks_int_NAF or the Ks_ext_NAF to the external device (Service in figure 1), to be used to establish a secure channel to a UICC or to the ME.
2.1 Procedure for key establishment between a UE (holding a UICC) and an external device
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Figure 1: Architecture for key establishment between a UE (holding the UICC) and an external device 
1. Service identifier or IMEI is sent from external device (Service) to UE (holding the UICC)
2. The UE (holding the UICC) and the BSF perform GBA_U or GBA_ME procedure, depending on the capabilities of the UICC, to derive GBA bootstrapping key Ks. 
3. The ME (holding the UICC) receives the Ks_ext_NAF from the UICC. The ME stores Ks_ext_NAF, B-TID, the associated key lifetime and the random RAND.

4. The ME (holding the UICC) derives the Ks_ext_SC from the Ks_ext_NAF.

5. The ME (holding the UICC) returns the B-TID to the external device (Service).
6. The external device (Service) and the NAF establish a HTTPS tunnel with certificate-based mutual authentication between the ME and the application server. Confer TS 33.222 [3] section 5.5.

7. The external device (Service) sends a “service request” message to the Network Application Function (NAF) node in the mobile operator network. The message is sent within HTTPS tunnel. The request may contain the following payload; the identity (B_TID), the Service identifier or terminal identity (IMEI).

8. The NAF contacts the BSF and sends the identity B_TID in a credential request.

9. The BSF returns the secret values, Ks_int_NAF, Ks_ext_NAF to the NAF.

10. The NAF

a. If the NAF has requested a USS, and the USS indicates to the NAF that the key establishment is authorized, then the NAF continues the procedure, otherwise the NAF shall respond with the appropriate error code and terminate the TLS connection with the UE.

b. checks if the Service identifier is valid or the IMEI number is blocked (blacklisted) and if so does not proceed with the bootstrapping procedure

c. derives Ks_ext_SC from  Ks_ext_NAF

11. The NAF sends within HTTPS tunnel a request response message to the external device (Service) with the following payload: B-TID, Ks_ext_SC.

12. The external device (Service) stores Ks_ext_SC
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Figure 2: Procedure for key establishment between a UE (holding the UICC) and an external device
3 Conclusion

If the proposal on a new central NAF Key Center in S3-060070 is progressed in SA3, then this paper proposes to try to align this work as much as possible with the ongoing work on “Key establishment between a UICC and a terminal” in SA3.
















6. Establishment of HTTPS tunnel between the Service and the NAF
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10. Check Service Identifier. Derive Ks_ext_SC from Ks_ext_NAF.





12.Stores Ks_ext_SC





4. Derives Ks_ext SC from Ks_ext_NAF.
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3. Ks_ext_NAF





8. Authentication Request (B-TID, NAF hostname)





9. Authentication Answer (Ks_NAF,�Ks_int_NAF, Ks_ext_NAF, Prof,�Bootstrap time, Key lifetime)





11. Application Answer sent within HTTPS tunnel (B-TID, Ks_ext_SC)





7. Application Request for key establishment sent within HTTPS tunnel (B-TID, Service identifier)
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