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Background

The contribution S3-060192 = 10bTD070 from TISPAN WG7 listed identified issues related to NASS-bundled Authentication (NBA) and coexistence with Early IMS Security (EIS) that will be discussed in WG7/SA3 joint meeting 
One of the listed issues is that how S-CSCF can determine authentication scheme in multiple authentication environment.
This discussion paper presents some consideration on this specific item in order to have discussion on it and to get feedback from the groups. 
Discussion

Currently only two authentication mechanisms are specified in 3GPP: full IMS security (IMS-AKA) and Early IMS Security (EIS). The differentiation between the two in S-CSCF is simple based on the presence/lacking of Authorization header in REGISTER: IMS-AKA mandate the presence of Authorization header while EIS mandate that Authorization header must not exists in REGISTER.
In TISPAN environment other two mechanisms are possible: NASS-bundled Authentication (NBA) and HTTP Digest. For both of them the presence of the Authorization header in 1st REGISTER is optional. 

Considering the environment when all those authentication schemes are supported, it is not possible in S-CSCF to always determine correctly the requested authentication scheme to indicate toward UPSF/HSS during the registration.

The following considerations can be useful input to the determination of authentication schemes in S-CSCF and proceeding with chosen authentication scheme.
1. Assigning different realm for each authentication scheme that may use that, namely to NBA, Digest and IMS-AKA. 
It is a good help for the network and should be made use of when this provisioning possible. However setting value of realm may not be specified well enough so there can be legacy burden, at least between Digest and IMS-AKA case that prevent using different realm for Digest and IMS-AKA in certain cases. The legacy burden may not be an issue for NBA so it should not be problem to set separate realm value to NBA when the terminal send Authorization header 
2. Related to the using realm, IMS-AKA will always send the Authorization header containing realm when Digest and NBA terminal may not. 
3. Digest and IMS-AKA terminals can handle challenge from the network but EIS or NBA only terminal not. Network must consider that before challenge the terminal
4. Digest and IMS-AKA terminals can receive multiple challenges with different algorithms and select the strongest ones that understand. Others will be ignored. So in case of having Digest and IMS-AKA as only plausible options then network can send both Digest and IMS-AKA challenge to the UE.
5. If EIS or NBA started in P-CSCF then UE may actually requesting Digest. But the opposite is also possible so network may perform EIS or NBA first and if fails sending Digest challenge to the UE. Note that if EIS or NBA started the IMS-AKA is out of option already.
6. Presence of line-id in REGISTER gives clear indication in S-CSCF that NBA procedure has been started in P-CSCF.

We are happy to hear comments from the groups on the listed considerations.
