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1
Introduction

At SA3#42 in Bangalore, QUALCOMM [2] introduced the notion that a UE be able to authorize those key requests being made on its behalf by a NAF to a BSF. This grew out of privacy concerns raised in GBA (Ericsson, [1]), but as noted by Siemens in [4] is a separate issue from privacy, which had not previously been considered by SA3. It can however be used to protect against some of the privacy issues raised in [1]. 
The solution proposed in [2] to one of the issues is for the mobile to add a MAC to the B-TID, to establish to the BSF that the mobile had contacted that NAF and wishes to share keys with it. In the case of privacy, this stops a NAF requesting keys and other material, e.g. identities, from a BSF with a B-TID sent to a different NAF. Authenticating the key request has value outside of privacy and hence should be considered in its own right: for example, and operator may bill a subscriber based on the fact that it is provably requesting keys for use with a NAF, and then share a portion of the revenue with the NAF. These ideas are discussed in the next section of this contribution. 
Later sections consider how to include this in GBA and discuss the issues of backward compatibility.
2
Motivation
Currently in GBA when a mobile wants to access a service on a particular NAF, it sends its B-TID to the NAF.  The NAF passes the B-TID to the BSF, which verifies the authenticity and authorization of the NAF before sending subscriber information and the relevant key(s) Ks_(int/ext_)NAF to the NAF.

However, it would be useful to add authentication of the key request from the mobile, to establish that the mobile is authorizing keys and related data to be sent to the NAF. Not only may this help to protect a subscriber’s privacy, but more generally this means less stringent requirements on the BSF to trust the NAF. In particular it may add security to a billing relationship between the NAF and BSF: for example, the BSF may bill the subscriber based on the fact it is provably requesting keys to use with a NAF, and then provide a portion of the revenue to the NAF. This mitigates the concern that an untrustworthy NAF may be manufacturing key requests for fraudulent purposes. 

Equally, if the business model between the NAF and BSF is such that the BSF is providing a service to the NAF, offering authentication of the mobile, for which the NAF is paying per key, then the NAF would like assurance that the B-TID is coming from the intended mobile and not being manufactured by a malicious third-party. Authenticating the key request enables the BSF to provide this assurance to the NAF.
3
Authenticating Key Requests
In order to authenticate the key request, the mobile must provide some way of proving it sent the B-TID to a particular NAF-ID, so the BSF is sure that the mobile wants to communicate with the NAF.  Adding a MAC to the B-TID is straightforward as the mobile and BSF already share a key, Ks. 
Hence it is proposed that B-TID = RAND@BSF_address, be transformed into B-TID’ as follows:
B-TID’ = RAND | MAC@BSF_address 

where the MAC includes RAND and NAF_Id in the calculations. The mobile will send B-TID’ to the NAF instead of B-TID. 

In order to key this MAC, it is proposed that the BSF act as a NAF to the UE in order that they agree a key Ks_BSF-MAC corresponding to this RAND, and that this Ks_BSF-MAC be used to key the MAC (see a later section). 

There are four possible cases of mobile and BSF functionality to be covered to ensure that this proposal does not cause backward compatibility issues:

1. Either the ME or the BSF does not support (or the BSF supports but does not want to use) this new functionality.

2. Both the ME and the BSF support this new functionality and the UICC is not GBA aware.

3. Both the ME and the BSF support this new functionality and the UICC is GBA_U capable but does not support this new functionality. 

4. Both the ME and the BSF support this new functionality and the UICC also supports this new functionality.

Case 1 causes no backwards compatibility issues as the use of this functionality can be securely negotiated as described in the secure negotiation section below, i.e. both the mobile and BSF will know that they are not using it. 
Case 2 causes no backwards compatibility issues as the use of the functionality can be securely negotiated as described in the secure negotiation section below.. The mobile is only capable of running GBA_ME applications and the modified B-TID’ is always available. Neither the application (using the GBA keys) on the mobile nor the NAF actually consider the format of the B-TID, other than the NAF finding the BSF_address, which has not changed. Hence all current GBA_ME applications will work without problems. 

Case 3 causes no backwards compatibility issue in that the use of this functionality can be securely negotiated, that is, both the ME and BSF know that they should use the new functionality. It also causes no problems for applications that run purely on the ME as described above. 

Applications that run entirely in the UICC can also easily be dealt with as the BSF will be aware of the UICC capability and will know that no MAC could have been added to the B-TID. It is application that involve both Ks_int_NAF and Ks_ext_NAF may cause problems. The only application specified to use both keys is MBMS, whose backwards compatibility issues are considered below. 
Case 4 causes no backwards compatibility issues for the same reasons as case 2. 
In general, if for some reason a new Ua application can not be integrated with this functionality then it is acceptable to use an unMACed B-TID, as the BSF will know that this is an application that doesn’t work with the functionality

4
Negotiating and Using the Mechanism
Negotiation of this mechanism may occur within the Ub protocol: the UE sends its HTTP request to the BSF.  For example, the BSF responds in the 401 message, indicating its support for the enhanced mechanism if applicable; the UE replies in the (protected) Request Authorization message indicating its support and repeating that indicated by the BSF. 
The only thing needed to be specified an extension of the XML schema to enable this. 
Calculating the MAC:
The MAC to add to B-TID is calculated as follows. Firstly the BSF acts as a NAF to the mobile in the sense that the mobile takes a NAF-Id’ comprised of a Ua security protocol identifier and the BSF_address, and uses this NAF_Id’ to calculate

Ks_BSF-MAC = Ks_NAF for case 2, or 

Ks_BSF-MAC = Ks_ext_NAF for case 3 or 

Ks_BSF-MAC = Ks_int_NAF for case 4,

with the Ks_(int/ext)_NAF being calculated as normal.

The mobile then calculates MAC as the following:

MAC = F(Ks_BSF-MAC, NAF-Id, RAND, Other parameters)

where F is a suitable MAC function that will need defining, and NAF-Id is the identity of the intended NAF in the usual sense. 

Changes required to the ME-UICC interface (for case 4 only): 
Supporting this feature on an Enhanced GBA_U UICC will require the following two changes to the UICC – ME interface:
1. The ME should request the UICC to calculate the MAC for the B-TID when calculating keys. This could be done when loading the B-TID and key lifetime or at the time of the key request. 

2. The UICC should return the MAC with Ks_ext_NAF.

5
MBMS
There must be some consideration of the backward compatibility issues of MBMS, as this uses both internal and external keys when UICC-based key management is used. The issue arises because if the ME will make key requests to the BM-SC using B-TID’ while the UICC only understands B-TID (the original identifier). There seem to be several possible avenues to consider to solve this issue: 

1. When the NAF requests an MBMS key from the BSF, the BSF will know if there will be a problem with this particular mobile (ie the mobile is using this enhanced behaviour but the UICC does not support it.) If so the BSF can provide the BM-SC with the original B-TID as part of the USS for MBMS. The NAF uses the original B-TID when sending MSK to the mobile for storage in the UICC. 

2. After running bootstrapping with the BSF, the mobile terminal computes Ks_BSF_MAC, which can be stored on the ME along with the B-TID. When the mobile wants to get a GBA key to access a NAF, it calculates B-TID’ as defined above. It then uses the UICC command to send B-TID’ and key lifetime to the UICC, hereby replacing B-TID with B-TID’ (see Annex G.1 of [3] for the stage 2 description of this command, and 7.1.1.5 of [5].) The ME then requests the UICC to calculate Ks_ext/in_NAF. The UICC stores Ks_int_NAF and associates it with B-TID’. The UICC now uses B-TID’ as the IDr to verify MSK delivery. This approach seems to have the advantage that it is transparent to the BM-SC and would seem to apply in general to cases when both UICC and ME based keys are used in some application.
3. When requests for MBMS keys are received by the GBA function in the ME, it does not apply the enhanced functionality in this case, and the BSF does not expect authorized requestes from BMSCs.

6
Conclusion
It is proposed that functionality be added to GBA enabling a BSF to verify that a UE has authorized a key request by a NAF, if indeed this functionality may be introduced without adding significant overhead or backward compatibility problems. Such functionality would enhance the security of GBA and provide further revenue opportunities to mobile operators by extending the applicability of GBA to a broader range of NAFs.
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