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Abstract

This contribution shows that the threats arising from the use of keys common to all eNodeBs to protect RRC signalling are not severe enough to justify the complexity of handling separate keys. Furthermore, a threat is identified which is present even if separate keys are used and is similar in effect to the threats arising from the use of common keys. Claimed advantages of the use of separate keys made in earlier contributions are discussed, and they are found not decisive or not present at all. It is therefore concluded that keys common to all eNodeBs shall be used to protect RRC signalling in LTE. It is proposed to add the threats, discussions and conclusions contained in this document to the SA3 document on ‘Rationale and track of security decisions in Long Term Evolution’. 
__________________________________________________________________________________________
1.1. Introduction

During the last SA3 meeting in Bangalore, India, the contribution S3-060032 was discussed, which argues in favour of using separate keys between a user and subsequently serving eNodeBs. An immediate need for the use of separate keys was not seen by SA3 and the preliminary working assumption communicated to SA2 was the usage of common keys. However, the potential threats arising from the use of common keys were left FFS. In this document we discuss the threats arising from the use of common keys, assess the severity of these threats and suggest countermeasures as required. In addition, we discuss the other potential advantages of separate keys described in S3-060032. 

Our analysis focuses on the use of common RRC keys upon mobility within the SAE/LTE access network of one operator. We also touch upon the mobility between two SAE/LTE access networks operated by different operators, but have no final conclusions here. Mobility across different radio access technologies, i.e., between SAE/LTE and legacy 2G/3G networks or SAE/LTE and non 3GPP networks and the use of common UP/CP keys is out of scope of this document and requires further investigation.

The result of our analysis is that there is no need to use separate keys, one for each pair (UE, eNodeB) within the SAE/LTE access network of one operator. Whether separate RRC keys should be used when moving between SAE/LTE network operators is left FFS. 

Our analysis takes the following documents into account: S3-060033, S3-060034, R3-060032, R3-060062, and the internet draft Guidance for AAA Management of R. Housley and B. Aboba. 

2.1. Assumptions

We assume here that all eNodeBs within the same SAE/LTE access network are equally well protected and UEs are indifferent with respect to which eNodeB they are attached to (as long as they receive signals from this eNodeB sufficiently well).  Furthermore, we assume that eNodeBs of SAE/LTE access networks operated by different operators may differ with respect to their physical protection as well as their security capabilities. Throughout this document, we assume that RRC signalling protection terminates in eNodeB.
3.1. Threats arising from the compromise of a single eNodeB 

3.1. Use of common RRC-keys for eNodeBs in the same SAE/LTE access networks
The use of common keys for subsequently serving eNodeBs within the same SAE/LTE access network raises the question of how the compromise of the RRC keys of one eNodeB affects the rest of the network. We here study the impact of an attacker getting hold of the common RRC keys e.g. by compromising a particular eNodeB. An attacker can only get into possession of RRC keys for UEs that are connected to the compromised eNodeB (i.e. have state LTE_ACTIVE according to TR 25.813) at the time of the compromise. Once in possession of the RRC keys and the RNTI currently assigned to UE, an attacker can fake/decrypt RRC-signalling to UE on behalf of its serving eNodeB or to the serving eNodeB on behalf of the victim UE as long as the same RRC keys are valid. It is important to note that in this section we are not interested in the threats arising from this compromise while UE is still connected to the compromised eNodeB as these threats arise regardless of whether common or separate keys are used. Instead, we only take threats into account in which the attacker makes use of the fact that common keys for all eNodeBs are used, i.e. makes use of the fact that he can fake RRC traffic between UE and an uncompromised eNodeB. With the help of the RRC-keys, the attacker can:

· Fake integrity-protected RRC messages, in particular: 
· Send a false handover command message to UE

· Assign a new  radio network temporary identifier (RNTI) to UE (unclear whether this is part of RRC yet!)

· Send false RRC connection release  on behalf of UE to the currently serving eNodeB as if victim UE changed from LTE_ACTIVE to LTE_IDLE
· Send false handover complete message to target eNodeB of ongoing handover

· Send false handover failure message to source eNodeB of ongoing handover
· Decrypt encrypted RRC traffic (it is still open whether RRC traffic is encrypted.)
Threat 1:
In this threat we assume that the attacker is in possession of the currently used RRC keys because UE has previously been connected to the compromised eNodeB and the RRC keys have NOT changed since then.
The compromised eNodeB sends a false handover command message on behalf of its currently serving eNodeB to UE commanding UE to hand over to

a) the compromised eNodeB, which then drops the connection to UE.
b) another eNodeB within the same SAE/LTE access network that is not prepared to handle UE, which will again make the UEs connection drop. 

In both cases UE is denied service. 

Discussion: The attacker is only able to address UE when connected to another eNodeB if he knows the RNTI assigned to UE. If the RNTI is assigned with NAS involvement, an attacker in possession of the RRC keys does not have access to the assigned RNTI unless he can guess it from time-relations or because there is a limited range of RNTIs. It is important to note that the RNTI assignment is not decided upon. However, it may be of interest to introduce an RNTI assignment in two steps such that an initial temporary RNTI is assigned without NAS involvement and then a more permanent RNTI is assigned with NAS involvement after the NAS security is established.
Even if the attacker is in possession of the RNTI and the currently serving eNodeB drops the connection to UE, UE will try to establish a new connection with the best available eNodeB. In case the same RRC keys are used after the establishment of the new connection the attacker may be able to repeat the same attack several times. In case new RRC keys are used on a non-compromised eNodeB after the establishment of the new connection, the attacker cannot mount the attack again. 

Furthermore, the above attack requires the attacker to send an individual false handover command message to each victim UE. As opposed to this a jamming of the corresponding radio frequencies of the currently serving eNodeB would affect all UEs in its vicinity at once.
Conclusion: The attacker can indeed extend the scope of his attack beyond a compromised eNodeB under his control, but the extension is fairly limited as the users must have been attached to the compromised eNodeB at one time. NAS involvement in the RNTI assignment would help to mitigate Threat 1, but may not completely prevent it.
Threat 2: 

In this threat we make the same assumptions as in Threat 1.

The attacker uses the RRC keys obtained by compromising eNodeB to send false connection releases (false command to enter idle mode) to the eNodeBs currently serving the victim UEs and thus denies service from the victim UEs.
Discussion: As in Threat 1 discussed above, UE will try to establish a new connection with the best available eNodeB if the currently serving eNodeB releases its connection. If the same RRC keys are used after the establishment of the new connection the attacker may be able to repeat the same attack several times. If different RRC keys are used after the establishment of the new connection the attacker can mount this attack only once. Whether or not different RRC keys are used depends on whether or not the RRC keys are stored in the access gateway or can be retrieved from the previously serving eNodeB after loss of connection. 

Again, the above attack requires the attacker to send an individual false handover command message to each victim UE. As opposed to this a jamming of the corresponding radio frequencies of the currently serving eNodeB would affect all UEs in its vicinity at once.
Conclusion: The attacker can indeed extend the scope of his attack beyond a compromised eNodeB under his control, but the extension is fairly limited as users must have been attached to the compromised eNodeB at one time. (Same prerequisite as Threat 1) NAS involvement in the RNTI assignment would help to mitigate Threat 2, but may not completely prevent it as an attacker may use time relation analysis to correlate old with new RNTIs or other unprotected identities like MAC-IDs with RNTIs. The same comments on RNTI assignment as in Threat 1 hold for Threat 2 as well.
Threat 3: 
In addition to the assumptions made in Threat 1 we here assume that a hard handover procedure is used (only hard handover procedures are expected to be used in LTE) and that the attacker and the currently serving eNodeB are different.
a) The attacker waits until he observes a handover command sent from the serving eNodeB to UE. While the serving eNodeB is still prepared for UE to fall back to it in case of handover failure, the attacker sends a false handover failure message to it. 

b) The attacker sends a false handover command to UE on behalf of the serving eNodeB. While the serving eNodeB is still prepared for UE to fall back to it in case of handover failure, the attacker sends a false handover failure message to it. 

As a consequence of both cases, the source eNodeB keeps resources allocated for UE longer than necessary.

Discussion: In order to mount this attacker, the attacker would have to be able to pick the right key for UE. This requires the attacker to know the RNTI currently assigned to UE. The severity of this attack additionally depends on the time span the source eNodeB reserves resources for UE.  The attack does not seem to be mountable on a large scale.

Note that handover failure has not been discussed in detail yet.
Conclusion: No show stopper for the use of common keys within the same SAE/LTE access network and no other countermeasures seem to be required.
Threat 4: 

In addition to the assumptions made in Threat 1 we here assume that the RNTI is assigned as part of the RRC signalling and the assignment is integrity-protected and possibly encrypted with the RRC-keys. In this case, an attacker in possession of the RRC-keys can 
a) decrypt RNTI assignments (with the consequence that Threat 1,2 and 3 are enabled) 

b) send false RNTI assignments to UE 

In the first case, the (indirect) threat of this attacker is that Threat 1, Threat 2, and Threat 3 are enabled. In the second case, UE and its currently serving eNodeB cannot communicate with each other any more such that UE is denied service for a short period of time until it reconnects to the same or another eNodeB.

Discussion: It seems far simpler and more effective in terms of how long UE is denied service from a particular eNodeB if an attacker simply jams the corresponding radio frequencies. As this threat cannot be avoided it seems useless to try to tackle false RNTI assignments that are of consequence only to one particular UE.

Conclusion: In order to prevent a) and consequently mitigate Threat 1, Threat 2, and Threat 3, RNTI assignments could be encrypted and integrity protected above eNodeB. However, neither a) nor b) seem to be very severe threats.

Threat 5:  A compromised eNodeB is able to request the currently used (common RRC keys from the MME or the currently serving eNodeB. As a consequence not only users that were previously connected to the compromised eNodeB but all UEs in the same tracking area would be vulnerable to the so far described threats.

Discussion: A compromised eNodeB cannot make MME believe that a particular UE is requesting handover to it, as handover are initiated by the source eNodeB and not the target eNodeB. However, it is not decided yet how mobility in LTE_IDLE will be handled. If on cell reselection UE sends a request to the target eNodeB, the target eNodeB notifies MME (or the currently serving eNodeB) and requests RRC keys from it, then a compromised eNodeB could request MME (or the currently serving eNodeB) for the RRC keys of a particular UE.  In case common keys are used the attacker can subsequently impersonate the serving eNodeB to UE and send correctly encrypted/integrity protected RRC traffic to the victim UE. In case separate keys would be used the attacker could also obtain RRC keys for a UE from MME (or the currently serving eNodeB) but he cannot use these keys to impersonate the serving eNodeB. 
Conclusion:  Threat 5 does not result in more serious threats but only potentially broadens the scope of Threat 1 to Threat 4 with respect to the number of UEs potentially vulnerable to them. As a consequence no additional countermeasure against threat 5 seems to be necessary.
3.2. Threats possible irrespective of whether common or separate keys are used

In this section we describe an attack that is possible regardless of whether common or separate keys are used. This attack has similar effects as the ones described in the previous section.
Threat 6: A compromised eNodeB sends a powerful signal so that all UEs in its vicinity are handed over to the compromised eNodeB. Once the HO is complete, the compromised eNodeB drops the connection. As a consequence all UEs in the vicinity of the compromised eNodeB are denied service. 

Discussion:

Threat 6 has a similar effect as Threat 1, Threat 2, Threat 4, and Threat 5 as in all cases UEs are denied service. However, possible victims of the attacks previously described are only UEs that were at some point connected to the compromised eNodeB and the attacker has to explicitly address each victim UE. As opposed to this all UEs that are currently in the vicinity of the compromised eNodeB are possible victims of threat 6 and all of them can be denied access at once.

Conclusion:
Threat 6 is one example for a threat that cannot be mitigated by the use of separate keys, but seems to be easier to mount and more effective than Threat 1 to Threat 5. Furthermore, the use of separate keys seems much more complex than the use of common keys. As threat 6 shows, the security gain seems to be quite limited, which speaks in favour of using common keys.
3.3. Use of same keys for eNodeBs for LTE/SAE access networks of different operators

Upon mobility between different SAE/LTE access networks the threats stated in the last section stay the same with the only difference being that the eNodeBs in question may reside in different SAE/LTE access networks. Apart from the fact that a reuse of RRC keys may not be possible for technical reasons there are other reasons to use separate keys upon mobility between two SAE/LTE access networks. The physical protection of eNodeBs in different SAE/LTE access networks as well as their security capabilities may be different. In this case, an SAE/LTE access network that is better protected against a compromise of RRC keys may become more easily vulnerable to a compromise of RRC keys due to the use of common keys. It is, however, important to note that even the use of common keys across different SAE/LTE access networks does not increase the severity of the threats. Instead, it only increases the possibility of the attacks being mountable at all.

4. Discussion of other potential advantages of separate keys

In the following subsections we discuss the other potential advantages of separate vs. common keys stated in S3-060032. It is important to note that the same argumentation here applies to the intra-SAE/LTE as well as the inter-SAE/LTE case.
4.1. The use of separate keys reduces the need for re-keying as after handover a different key is used

We assume here that all keying material (UP, CP and RRC keys) will be generated as result of a successful authentication and key agreement between UE and the network. Each new authentication results in new keying-material. The different keys will be derived from some master key agreed upon in the key agreement. If we assume now, that for each eNodeB separate RRC keys are generated,, then each of this keys will potentially be usable for as long as one common RRC key. However, for UEs that are currently not moving, re-keying would have to take place just as often regardless of whether common or separate keys are used. Moreover, in the distributed handover case (i.e. without NAS involvement), separate keys for each eNodeB in a certain area (still to be defined) have to be generated after each run of AKA. For comparatively static UEs, this results in a large amount of unnecessarily generated RRC keys. In addition, the initiation of a new run of AKA might depend on the usage of UP or CP keys rather than RRC keys, in which case the usage time of RRC keys is of minor importance anyway. Furthermore, with the use of adequately strong cryptographic algorithms the usage time of keys may not be that much of an issue.

4.2. Separate keys are required by Russ Housley criteria 

In the internet draft “Guidance for AAA Management” Housley et al. provide guidelines for AAA management in general. One of these requirements is that “…compromise of a single authenticator MUST NOT compromise keying material held by any other authenticator within the system. In the context of a key hierarchy, this means that the compromise of one node in the key hierarchy must not disclose the information necessary to compromise other branches in the key hierarchy.” At the first glance this recommends the use of separate keys in eNodeBs. However, in the AAA scenario considered by Housley et al. all traffic exchanged between UE and the authenticator is protected by the same secret keys stored in the authenticator. As a consequence, if common keys are used, a single compromised authenticator can lead to various user and network impersonation attacks.  With the split of the protection of UP, CP and RRC traffic Housley’s criteria is not directly applicable to SAE/LTE. Instead the threats arising from a compromise of a single eNodeB have to be carefully assessed as in section 3 of this document. 
4.3. UE can authenticate eNodeBs

The advantage of UE being able to verify the identity of an authorized eNodeB is unclear. In particular, we are not aware of any application that would require UE to be able to authenticate an eNodeB. Consequently, all a UE is interested in is whether or not eNodeB is authorized to serve the UE (i.e. whether eNodeB belongs to an authorized network). The identity of eNodeB itself is of no interest for UE. S3-060032 states that being able to authenticate the eNodeB mitigates a man-in-the-middle-eNodeB threat. It is unclear how this should be the case. In the separate as well as the common key cases, eNodeBs obtain the RRC keys from MME (or in the distributed handover case from the previously serving eNodeB but in this case MME also at some point has generated the key). UE is assured of eNodeB’s authorization by the fact that it knows the valid RRC keys. While separate keys would indeed additionally provide a proof of eNodeB’s identity to UE the advantage of this is unclear.
4.4. Network can assure that UE uses only eNodeBs it is allowed to use
In case common keys are used and are transferred directly from eNodeB to eNodeB during handover (distributed case), MME has no control on the choice of the eNodeB to which UE is handed over to. In case MME is involved in the transfer, MME can decide to which eNodeB to transfer the common key. With separate keys MME could determine to which eNodeBs UE is allowed to be handed over to by generating and distributing the appropriate keys even if MME is not involved in the handover preparation phase.

In S3-060033 it is suggested to generate all RRC keys for eNodeBs in a certain area listed in the session key context SKC at once, encrypt each of them with a key shared between the MME and the appropriate eNodeB and then transfer all of these keys from one eNodeB to the next during handover. However, it is unclear how MME determines the eNodeBs for which the keys are to be generated. Moreover, the motivation for a network to determine a certain set of “allowed eNodeBs” amongst its eNodeBs is missing. 

4.5. No sequence number synchronization on handover required                                                                           
Sequence number synchronization between eNodeBs is necessary during handover in order to ensure replay protection after handover. If separate keys are used, synchronization becomes unnecessary. However, in UMTS sequence number synchronization on handover seems to be working fine, such that its avoidance seems obsolete.
5. Conclusion and Proposal

The result of our analysis is that the main threat arising from the use of common keys is that an attacker may be able to deny service to a UE, that was connected to a compromised node at some point in time, even when the UE is attached to another eNodeB, for as long as the same RRC-keys are valid.  A prerequisite for this threat is that the attacker is able to obtain the RNTI and that the attacker physically follows the victim UE.
But we also show in this document that there is another potential attack which works even when separate RRC keys are used and has an effect similar to the ones described for the use of common RRC keys.  Consequently, we do not see why separate RRC keys for eNodeBs within the same SAE/LTE access network would be required. Therefore the use of common keys is recommended as the use of separate keys seems to make features like handover between eNodeBs without MME involvement in the preparation phase unnecessarily complicated. 

On handover as well as on mobility in LTE_IDLE state between SAE/LTE access networks operated by different operators, the introduction of procedures that allow the operator of the target network to force an RRC key change at or soon after the change of access network should be seriously considered in order to minimize the impact of security failures in one network on other networks. But this has to be weighed against the complexity of the required procedures, which would need further study.

Furthermore, it is important to note that this analysis does not cover the usage of common keys upon mobility between SAE/LTE access networks and legacy 2G/3G systems or non 3GPP access systems. Mobility across different access network technologies has to be studied carefully for each access technology.  Furthermore, in this contribution we focused on RRC keys and did not discuss the use of common or separate UP/CP keys for inter-UPE/MME handover, which is left FFS. 

We propose to add the threats, discussions and conclusions contained in this document to the SA3 document on ‘Rationale and track of security decisions in Long Term Evolution’. 

