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1 Introduction 

This paper attempts to raise some issues in TS 33.220 for REL-6 and REL-7, related to the lifetime of the adapted key material in the UE’s and Ua applications in NAF nodes.

2 Discussion

2.1 Lifetime specified within the Ua application specification

Extract from chapter 4.4.9 in TS 33.220:

“4.4.9
  Requirements on reference point Ua

The generic requirements for reference point Ua are:

-
…

-
The default lifetime of the NAF specific key material Ks_(ext/int)_NAF shall be equal to the lifetime of Ks when not specified within the Ua-application specification. The lifetime of the Ks_(ext/int)_NAF shall not exceed the lifetime of corresponding Ks.

-
The UE and NAF may adapt the key material Ks_(ext/int)_NAF to the specific needs of the reference point Ua. This adaptation is outside the scope of this specification. The default lifetime of the adapted key material shall be equal to the lifetime of Ks_(ext/int)_NAF when not specified within the Ua-application specification. The lifetime of the adapted key material shall not exceed the lifetime of corresponding Ks_(ext/int)_NAF “

In addition to that, according to TS 33.220 and our understanding:, 
· a Ks lifetime is available in the BSF. This is configured by the operator and its value is not standardised;
· The NAF can have its own policy and a lifetime configured in the NAF.

In the case when a shortened lifetime for the adapted key material is used by the Ua application in the NAF, it is not clear from the copied text above from chapter 4.4.9 in TS 33.220, if the standard wants to allow the Ua application specification to specify a hardcoded value for lifetime of the adapted key material and if, yes, how this would be possible without knowing the BSF lifetime? 
Or is the intention that the lifetime of the adapted key material to be used by the Ua application in NAF, is always configured by the operator in the network, even when a shortened lifetime is utilized for adapted key material in NAF, in order to ensure that the lifetime configured in BSF is taken into account (i.e. lifetime of adapted key material does not exceed the lifetime of the corresponding Ks and Ks_(ext/int)_NAF) ?
It is proposed that chapter 4.4.9 in TS 33.220 is clarified on this issue.
2.2 NAF requests the UE to perform a new bootstrap run
The UE receives a lifetime from the BSF at the bootstrapping run. This lifetime is inherited by all Ua application specific keys in the UE.
According to TS 33.220, chapter 4.4.4, the UE can refresh the key before the expiry of the timer:
-
the BSF shall be able to indicate to the UE the lifetime of the key material. The key lifetime sent by the BSF over Ub shall indicate the expiry time of the key.

NOTE:
This does not preclude a UE to refresh the key before the expiry time according to the UE's local policy.

In the network, the NAF could utilise a shortened lifetime for the adapted key material to be used by the Ua application. In this use case, the Ua application in the UE does not have the same lifetime as it always utilises the lifetime received from the BSF, and can not perform a new bootstrapping run before the timer expires.

If the UE contacts the NAF after lifetime expiry, then the NAF requests a new bootstrap run. If it is assumed that the NAF has shortened the lifetime (compared to the lifetime configured in the BSF), then:

1. Is it foreseen that the NAF requests the UE to perform a new bootstrap run in advance i.e. some time before the key has expired ?
2. Is the UE allowed to use the key in between, i.e. in between the UE has received a bootstrapping renegotiation request from NAF and the UE has received a new key from a new bootstrap run ? Or will there always be a gap?
According to copied text above from chapter 4.4.4, the UE can do the bootstrap in advance before the lifetime expires. But in the use case when UE and NAF have different lifetimes, then there might be a gap in between where the UE has no valid key to use. The best thing, from a UE point of view, would be if no such gap existed, i.e. the UE could in this case do a bootstrapping before the key expired in the UE. 
The following solutions could be considered. They would remove the gap between the use of the old and new key between the UE and NAF:

1. The NAF requests the UE to perform a new bootstrap run some time before the adapted key material has expired in the NAF, to allow the UE to perform a new bootstrap run before the used key material has expired in the NAF. However, it may be problematic for the NAF to initiate such a request as the Ua reference point very likely is based on HTTP like client-server protocol where only the client side is allowed to initiate procedures.; or

2. The NAF sends the lifetime of the adapted key material to the UE in the response on the Ua interface (when the UE contacts the NAF with the B-TID), if the lifetime has been shortened (compared to the Ks lifetime configured in the BSF).
It is proposed that these issues are clarified in TS 33.220.

3  Conclusion

This paper proposes that SA3 clarifies the issues raised in this paper.
For the issue in chapter 2.1, we propose that if a lifetime is available in the NAF for the adapted key material different from the Ks lifetime received from the BSF, then the NAF shall select the minimum value out of these two for the lifetime for the adapted key material.

For the issue in chapter 2.2, we propose the second solution, where the NAF sends the lifetime of the adapted key material to the UE on the Ua interface, whenever the lifetime has been shortened compared to the Ks lifetime configured in the BSF.

If SA3 agrees that the issues should be solved, Ericsson is willing to provide the corresponding CRs.























































