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1- Abstract
During SA3#42 meeting several proposals for the definition of a key establishment mechanism between a UICC and a terminal were discussed in [1] and [2]. It was agreed that SA3 should ideally limit the number of technical solutions to one. This contribution discusses the four technical solutions introduced in [1] and [2] and proposes to adopt some working assumptions to progress the work.

2- Discussion of [1] and [2]
In TD S3-060015 [1], Huawei introduces two different approaches to establish a shared key between a terminal and the UICC. Furthermore, the first approach has two variants. 

The second approach, which is described in section 2b of [1], adds extra-complexity as the support of HTTPS connections between a UICC and a NAF (as described in TS 33.222 and TR 33.918) is required. Furthermore, this solution is expected to lengthen the overall process. Therefore, we suggest disqualifying this approach.

Section 2a of [1] describes two different variants of another approach. The first variant is based on the provisioning of a Public Key Certificate in the terminal and the second variant assumes the presence of a pre-shared key in the terminal itself (not the UICC). The first variant has the following similarities with [2]:

· GBA_U is used to generate the keying material (i.e. the UICC/terminal shared key, which is called hereafter Ks_local).
· A Public Key Infrastructure is used to secure the delivery of the keying material to the terminal, which is equipped with a Certificate.
The above two points were approved as working assumptions during SA3#42 meeting. Furthermore, it was agreed in principle to use TLS to secure the delivery of Ks_local key (and associated parameters: e.g. lifetime) over the Ua interface.

The terminal vendor could provision the terminal certificate (and the corresponding private key) at manufacture. Consequently, the operator needs only to determine whether a terminal (with a given certificate and identity) is trusted or not.
3- Using GBA
The “Key Establishment Mechanism” for the Secure Channel protocol could be defined either as a new Ua application for key distribution or as a new component of GBA:

1. As described in [1] and [2], a new Ua application dedicated to key distribution can be defined. In such a case, we have a NAF (which could be called “Key Center”) for the Key Establishment Mechanism. In the present document, this approach will be referred to as “first alternative”.

2. GBA_U could be extended to derive and distribute one additional key (Ks_local). Consequently any Ua application that needs to secure the local link between the UICC and the terminal can simply make use of this new key Ks_local. For example, the MBMS User Agent might need to secure its communications with the UICC to avoid the transmission of MTK keys in clear over the terminal-UICC interface (this could be useful for download services). Therefore, the BM-SC can fetch one additional GBA key from the BSF (Ks_local along with ks_ext_NAF and Ks_int_NAF) and send it later to the terminal. It should be noted that this more generic approach enables also the implementation of a NAF dedicated to the Key Establishment Mechanism. In the present document, this approach will be referred to as “second alternative”.

The second alternative can provide GBA-based services with one additional key to secure the interface between the UICC and the ME (or a Remote Terminal).  The corresponding GBA reference model is depicted in the figure below:
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SA3 is kindly invited to consider both alternatives and choose the most suitable one in the light of the sections below.
3.1 Ks_local derivation and distribution

In both alternatives, the NAF securely delivers Ks_local to the terminal, using the terminal and NAF certificates.
3.1.1 First alternative

According to TS 33.220, Ks_ext/int_NAF keys are derived for the protection of the Ua interface. Therefore, using Ks_int_NAF to derive further keys that are used to protect the Uc interface may not be appropriate (see figure above).

3.1.2 Second alternative

A release 7 BSF can derive one additional NAF key for Ua applications that need to secure the terminal-UICC interface. The NAF can fetch all GBA keys (Ks_ext/int_NAF and Ks_local) over the Zn interface. The key establishment procedure could be summarized as follows:
1. The UE and the BSF perform bootstrapping procedure and derive the Ks key. The UICC stores Ks, B-TID, and other associated parameters.

2. The ME and the NAF perform certificate-based mutual authentication and establish an HTTPS tunnel.

3. The ME sends a request to the NAF (including the B-TID, the Terminal Identity and other parameters that are needed for Ks_local derivation) in the established HTTPS tunnel. This is to fetch the Ks_local key.
4. The NAF checks whether this ME is authorized to access its services (for example by checking the Terminal Identity and/or the identity of the CA that signed the terminal certificate).

5. The NAF fetches Ks_local (and Ks_ext/int_NAF if needed) from the BSF using the B-TID.

6. The NAF sends within the HTTPS tunnel a response message to the ME with Ks_local and its associated parameters.

7. The ME requests the UICC to derive Ks_local. Then the terminal establishes a Secure Channel with the UICC. 

The ME can now communicate securely with the UICC over the Uc interface (e.g. the ME can then request the UICC to derive Ks_ext/int_NAF keys and securely fetches Ks_ext_NAF). A UICC supporting the Secure Channel protocol will not derive and return Ks_ext_NAF keys in clear to the ME when the Ua application requires secure local connections (those Ua applications can be identified by their Ua security protocol identifiers).
3.2 Authorization

The home operator must be able to control which terminal is authorized to establish a secure channel with the UICC. 

3.2.1 First alternative
It is important to determine whether the NAF that distributes Ks_local keys should be located in the home network. Therefore, we present hereafter some possible uses of the Key Establishment Mechanism:

· The Secure Channel (established with Ks_local key) could be used to control the access of remote terminals (e.g. a PNE as defined in TS 22.259 [3]) to the UICC. To achieve this, the ME would be required to only route (to the UICC) the TCP/IP packets that are sent to the Secure Channel port. Furthermore, the UICC could also discard all TCP/IP packets that are sent by remote terminals to non-secure ports. Consequently, a remote terminal that is capable of establishing a secure channel (i.e. in possession of Ks_local) can get access to some UICC functions or get more privileges (e.g. enable a PNE to run some authentication functions on the UICC). It should be noted that the new UICC-ME interface will enable IP connectivity to the card.

· Control what functionalities/privileges are given to the ME (e.g. privileges for the ME to access some restricted URLs on the Smart Card Web Server).

This NAF grants privileges to a terminal by providing the Ks_local key. As this NAF controls the access to the UICCs, it should naturally be located in the home network.
3.2.2 Second alternative

Alternative 2 also enables the implementation of a NAF dedicated to key distribution. Therefore, the text from section 3.2.1 also applies here.

Furthermore, when the distribution of Ks_local is part of the Ua application procedures the privileges/functionalities that are given to a terminal through the local secure channel are only those related to the Ua application (e.g. for MBMS the terminal will only exchange the MIKEY packets over this secure channel). So the GBA authorization mechanism also applies to the “Key Establishment Mechanism”.
4- Conclusion
The second alternative provides a future-proof and generic solution, but it impacts the BSF (which would need to derive one additional service key from Ks) and the Zn interface (a new AVP needs to be defined. Additional parameters, which are needed for Ks_local derivation, need to be sent to the BSF). However, the first alternative may also impact the Zn interface and the BSF, if SA3 decided that the NAF dedicated to key distribution can be located in a third party network. Furthermore, even though the first alternative may not impact the BSF, other enhancements to GBA that are likely to impact the BSF are currently under considerations by SA3.

SA3 is kindly invited to consider the above and:

· decide whether the NAF dedicated to the Key Establishment Mechanism should be located in the Home Network.

· consider the two alternatives described in section 3 and adopt the most suitable one as a working assumption for future development.

Two accompanying pseudo-CRs ([4] and [5]) suggest the introduction of new requirements in TS 33.110, in order to reflect the working assumptions discussed in this contribution. It is recommended that one of the pseudo-CRs be adopted.
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