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1 Introduction

      At TISPAN WG7#10 meeting, a discussion contribution about “coexistence of NBA (NASS-Bundled Authentication) and EIS (Early IMS)” (10TD281, and now updated to 10bTD070) introduces some issues, as described in the following:
1.1 NBA-aware and legacy CSCF coexistence. Legacy CSCF are not NBA-ware, and don’t touch P-Access-network-Info header, while NBA-aware CSCF will handle it. 
1.2 How and when does the P-CSCF determine which authentication scheme should be used, NBA or Early IMS?

1.3 How does the S-CSCF determine which authentication scheme should be used, NBA or Early IMS? S-CSCF may not be able to correctly detect the requested authentication scheme to indicate to USPF. In addition authentication scheme indicated by S-CSCF may be overridden by USPF. 
1.4 If both NBA and Early IMS are implemented in the same UE, should the UE access aware?
1.5 Since many users may exist behind the same line identity, how does the network differentiate the users?

1.6 Given that the risks presented to the IMS for NBA and for EIS can be different, how can the P-CSCF deal with it?
 In this contribution, we will present a possible solution for these issues.
2 Discussion
2.1 NBA-aware and legacy CSCF coexistence
2.1.1 The NBA-aware P-CSCFs and legacy P-CSCFs may coexist.
If the NBA UE sends REGISTER message to a legacy P-CSCF, the P-CSCF will not handle P-Access-NetWork-Info header and the authentication may fail.
This issue can be solved in two alternative ways: 
· One is that we can require all the P-CSCFs must support NBA; In this case, since all P-CSCFs are compliant to NBA, this issue will not exist. 
· Another is that the NBA UE must obtain the address of the NBA-aware P-CSCF. The NBA UE may achieve this in the following way: 
The NBA UE can subscribe its NBA capability into its access profile stored on the PDBF. Upon successful authentication of the subscriber, the UAAF will download the access profile and forward it to the CLF. The CLF can preconfig P-CSCFs some of which are NBA-aware. The CLF then chooses a NBA-aware P-CSCF based on the user’s access profile and send it in the bind acknowledgement message to the NACF after receiving its bind indication message. The NACF then send it back to the UE during the UE’s dynamic provision process of the IP address and IP configuration information. In this way the NBA UE can find a NBA-aware P-CSCF. 
How the EIS UE can find an EIS-aware P-CSCF is defined in 33.978 and is out of the scope of this contribution. 

2.1.2 The NBA-aware S-CSCFs and legacy S-CSCFs may coexist.
If the I-CSCF receives a NBA REGISTER message but forward it to a legacy S-CSCF, the authentication will fail. 
This issue can be solved in two alternative ways: 

· One way is that we can require all the S-CSCFs must support NBA; in this case since all S-CSCFs are compliant to NBA, this issue will not exist.

· The other way is that the I-CSCF must select a correct Authentication-Capability S-CSCF according to the user’s subscription data. The I-CSCF can achieve this in the following way:

The UPSF/HSS can store the required authentication capability (i.e. NBA) of S-CSCF into its mandatory capabilities AVP according to the user’s subscription data. The I-CSCF also stores the S-CSCF’s authentication capability in its local database. When the I-CSCF receives a REGISTER message, it sends UAR via Cx interface to the UPSF/HSS, which sends back the required capability of S-CSCF to the I-CSCF in UAA response. Then the I-CSCF can select a correct authentication-capability S-CSCF, based on the capabilities indicated by the UPSF/HSS.
2.2 Authentication method  determined by P-CSCF  

The REGISTER message sent by the NBA UE may have an “Authorization” and/or a “P-Access-Network-Info” header, while the same message sent by the EIS UE don’t have such headers. Since these headers are optional even for the NBA UE, the NBA-aware P-CSCF cannot differentiate the NBA from the EIS based on these headers. 
The possible solution is the P-CSCF must know the access network type where the REGISTER is received. This can be solved in several ways: 
· One way is that the P-CSCF can know this from the relationship between the dedicated network interface and the access network type in its configuration data.
· Another way is that the P-CSCF can know this from the access network ID in the REGISTER message. 

The access network ID identifies the access network to which the UE is attached and should be unique in all of the access networks. 
In the P-Access-Network-Info header, there is already an utran-cell-id-3gpp parameter for the 3GPP UE to carry this information now. The TISPAN UE can reuse this parameter or add a new similar parameter to carry this information. The TISPAN UE can get this information from NASS during the NASS attachment procedure and then fills it in P-Access-Network-Info header of the REGISTER message.
· The third way is that the P-CSCF can know this from the relationship between the UE’s IP address range and the access network type in its configuration data.
When consider all these authentications: AKA/EIS/NBA/HTTP DIGEST simultaneously, the P-CSCF can differentiate NBA from EIS based on the access network type and/or absence of the security negotiation headers in the REGISTER in this way:

If the REGISTER contains the security negotiate headers, it should perform AKA procedure.

If the REGISTER doesn’t contain the security negotiate headers, and the access network type represents TISPAN network, it should perform NBA or HTTP DIGEST procedure; Otherwise it should perform EIS procedure.
2.3 Authentication method determined by S-CSCF 
2.3.1 Behaviour of the S-CSCF when sending MAR to UPSF/HSS 
When consider all these authentications: AKA/EIS/NBA/HTTP DIGEST simultaneously , upon receiving the REGISTER, the S-CSCF can easily differentiate NBA from EIS based on the “integrity-protected” header and/or “P-Access-Network-Info” header in the REGISTER in the following way:
If the REGISTER contains an “Authorization” header with the “integrity-protected” parameter, the S-CSCF should perform AKA procedure (The SIP-Authentication-Scheme AVP in MAR is still filled with “Digest-AKAv1-MD5”).
If the REGISTER contains no “Authorization” header and no “P-Access-Network-Info” header, the S-CSCF should perform EIS procedure (The SIP-Authentication-Scheme AVP in MAR is still filled with “Early‑IMS‑Security”).
If the REGISTER contains no “Authorization” header or “Authorization” header without the “integrity-protected” parameter, and contains “P-Access-Network-Info” header, the S-CSCF should perform NBA or HTTP DIGEST procedure (The SIP-Authentication-Scheme AVP in MAR is still filled with “unknown”). The S-CSCF can know the real authentication scheme through the Cx MAA response message.
2.3.2 Behaviour of the UPSF/HSS when sending MAA to the S-CSCF
In a single authentication scheme environment where the UE implements one authentication scheme, only one type of authentication data is stored in UPSF/HSS. In this case, upon receiving MAR from the S-CSCF, the HSS should return the only authentication data in MAA to the S-CSCF. Then the S-CSCF should perform the returned authentication procedure.
In a multiple authentication scheme environment where the UE may implement multiple authentications (i.e. NBA and EIS, or, EIS and AKA, etc…), all authentication data should be stored in UPSF/HSS. In this case, upon receiving MAR from the S-CSCF, the UPSF/HSS can perform the authentication procedure in two alternative ways:

· The UPSF/HSS returns only one type of authentication data in one SIP-Auth-Data-Item AVP.
If the SIP-Authentication-Scheme AVP in MAR is “Digest-AKAv1-MD5”, the UPSF/HSS should return the AKA authentication data in MAA.

If the SIP-Authentication-Scheme AVP in MAR is “Early‑IMS‑Security”, the UPSF/HSS should return the Early IMS authentication data in MAA.

If the SIP-Authentication-Scheme AVP in MAR is “unknown”, the UPSF/HSS should return the NBA authentication data in MAA if both NBA and EIS are configured in the UPSF/HSS.
In this case the S-CSCF will perform the same procedure as that in the single authentication environment after receiving MAA from the UPSF/HSS.

· The UPSF/HSS returns all types of authentication data in more than one SIP-Auth-Data-Item AVP.

In this case, the S-CSCF should decide which authentication to be performed upon receiving MAA, based on the following rules:
If the SIP-Authentication-Scheme AVP in previous MAR is “Digest-AKAv1-MD5”, the S-CSCF should perform AKA procedure.
If the SIP-Authentication-Scheme AVP in previous MAR is “Early‑IMS‑Security”, the S-CSCF should perform Early IMS procedure. Although the UPSF/HSS may return both EIS and NBA authentication data, but since the S-CSCF doesn’t receive UE’s location information from the P-CSF, so the S-CSCF will omit the NBA authentication data.
If the SIP-Authentication-Scheme AVP in previous MAR is “unknown”, the S-CSCF should perform NBA authentication. Although the UPSF/HSS may return both EIS and NBA authentication data, but since the UPSF/HSS doesn’t receive the UE’s IP address information from the GGSN, the EIS authentication data will contains invalid UE’s IP address information, so the S-CSCF will omit the EIS authentication data.

2.4 Other consideration for issues 1.4,1.5 and .6
If both NBA and EIS are implemented in the same UE, the UE doesn’t need differentiate them. The P-CSCF can differentiate them later based on the access network type as described in the previous sections.
If many users may exist behind the same line identity, the network doesn’t need differentiate them. They can be authenticated successfully based on the same line identity and be charged based on their IMPU/IMPI respectively. 
If the risks presented to the IMS for NBA and for EIS can be different, it is the operator’s policy to decide which one should be used to equalize the risk.
2.5 Summary  
As described above, the NBA-unaware CSCFs may or may not exist. If all CSCFs are compliant to NBA, then we can omit the above considerations in section 2.1.
In the following we will present a possible message flow for NBA as an example in case of NBA-aware and legacy CSCFs coexistence:
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3 Proposal 

It is proposed that the 3GPP SA3/TISPAN WG7 consider the above solution for coexistence of NBA and EIS. We will be happy to contribute a CR on this topic for the next meeting if the proposal is accepted.
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