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3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Editor’s note: 
It is for further studies, if special definitions are needed.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Editor’s note: 
It is for further studies, if special symbols are needed.

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [x].

B-TID
Bootstrapping Transaction Identifier

BSF
Bootstrapping Server Function

GBA
Generic Bootstrapping Architecture

GBA_ME
ME-based GBA

GBA_U
GBA with UICC-based enhancements

Ks_int_NAF
Derived key in GBA_U which remains on UICC

Ks_ext_NAF
Derived key in GBA_U

NAF
Network Application Function

SLF
Subscriber Locator Function 

USS
User Security Setting
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4.5 Procedures

Editor’s note: 
Details to be filled in.

4.5.1
Initiation of key establishment between a UICC and a terminal

Before Ks_local-based application can start, the UICC and the terminal first have to share the same key Ks_local associated to the selected application. The terminal shall check if it stores the key Ks_local associated to targeted application and if this key Ks_local is also available on the UICC.

1. The terminal checks if it stores the key Ks_local required for the application communicating with the UICC. If the key Ks_local is not available on the terminal then the terminal initiates a Key Establishment procedure, else it continues the checks in step_2. 

2.  The terminal sends a request to the UICC to check that the required key Ks_local is available on the UICC. The UICC reply indicates the terminal if the required key Ks_local is available on the UICC. If the required key Ks_local is not available on the UICC, the terminal initiates a key establishment procedure.
4.5.2 Key establishment procedure

1. The terminal asks for a complete GBA run: a GBA bootstrapping procedure and a GBA_U NAF Derivation procedure associated to the NAF Key Center are performed
2. In order to retrieve the B-TID associated to the GBA_U NAF specific key Ks_int_NAF, the terminal sends a request to the UICC to access the list of the NAF_ID and B-TID associated to GBA_U NAF Derivation procedure
3. The UICC sends the list of the NAF_ID and B-TID associated to GBA_U NAF Derivation procedure. The terminal can retrieve the B-TID associated to the NAF Key Center

4. The terminal and the NAF establish a HTTPS tunnel with certificate based mutual authentication between the terminal and the application server. Confer TS 33.222 section 5.5.
5. The terminal and the NAF establish a HTTPS tunnel with certificate-based mutual authentication between the terminal and the application server. Confer TS 33.222 [3] section 5.5

6. The terminal sends a “service request” message to the Network Application Function (NAF) node in the mobile operator network. The message is sent within HTTPS tunnel.
The request may contain the following payload: the identity (B_TID), the terminal identifier (Terminal_ID), the smart card identifier (ICC_IC), and the application identifier of UICC application (UICC_appli_ID) and the application identifier of the terminal application (Term_appli_ID) requiring the establishment of key Ks_local.

7. The NAF contacts the BSF and sends the identity B_TID in a credential request..

8. The BSF returns the secret values, Ks_int_NAF, Ks_ext_NAF to the NAF and GUSS value

The BSF may also send requested USSs to NAF according to the BSF’s policy

9. The NAF

a. If the NAF has requested a USS, and the USS indicates to the NAF that the key establishment procedure is not allowed for the targeted applications, then the NAF shall respond with appropriate error code and terminate the TLS connection with the terminal.

b. The NAF checks if the terminal_ID is blocked (blacklisted) and if so does not proceed with the key establishment procedure 

c. The NAF derives Ks_local from  Ks_int_NAF. The NAF associates a key lifetime to the derived key Ks_local. 

10. The NAF sends within HTTPS tunnel a request response message to the terminal with the following payload: B-TID, Ks_local, Key Lifetime

11. The terminal stores Ks_local and associated Key Lifetime

12. The terminal sends a command to perform Ks_local derivation on the UICC. The terminal sends the NAF_ID corresponding the NAF Key Center, the terminal_ID, the Term_appli_ID

13. The UICC retrieves the Ks_int_NAF associated to the received NAF_ID and then derives Ks_local, The UICC stores Ks_local, Terminal_ID, appli_ID, and Ks_local counter. Ks_local counter is set to COUNT_MAX default value if Ks_local corresponds to a new key value.
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