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===== BEGIN CHANGE =====

4.4.12 
Requirements on GBA Push

The following requirements are made to enable GBA Push:

-
A network entity must be able to securely trigger the generation of a security association between itself and a mobile client.

-
The network entity must be able to send a secured message (also with deferred delivery) to a mobile client, which enables the mobile client to generate the shared security association. 

===== BEGIN NEXT CHANGE =====

4.5.5 
Bootstrapping procedure for the case that UE has no return channel to the NAF

The procedural flow outlined in Figure X is for a UE that has no return channel to the NAF but does have it to other network elements such as the BSF, and thus it can perform bootstrapping procedure with the BSF. 

Figure X: Broadcast NAF Usage Procedure
It is assumed that the UE either has a valid bootstrapping session with the BSF all the time. The procedure utilizes GAA functionalites is described below:

1.
A NAF needs to deliver some data (e.g., broadcast keys) to a UE. It knows the identity IMPI of subscriber, and the data that need to be delivered to the UE. 

2.
The NAF send subscriber's IMPI, its NAF_ID (i.e., NAF hostname and Ua security protocl identifier), and optionally one or more GSIDs and the requested key Lifetime (Req_KeyLT) over the Zn reference point. 

3.
Upon receiving the request from the NAF, the BSF checks that the subcriber's has a valid bootstrapping session, and can be found in its databases. The BSF then calculates the Ks_NAF based on the NAF_ID and other key derivation parameters. It also extracts the requested USSs (if any) from subscriber's GUSS. 

4.
The BSF sends B-TID, Ks_NAF, lifetime (KeyLT) of the Ks_NAF, the requested USSs to the NAF. 

5.
The NAF uses the Ks_NAF for broadcast protection as defined by the applicable broadcast schema. Additionally it creates a counter and sets it to 0.

6.
The NAF uses the broadcast channel between the NAF and the UE to send B-TID, NAF_ID, cntr and the encrypted data to the UE. 

7.
When the UE receives the data from the NAF, it uses the B-TID and the NAF_ID to to derive the NAF specific key Ks_NAF using Ks (identified by B-TID), NAF_ID, and other key derivation parameters. It verifies that the counter is zero and that the key lifetime is correct. It can then decrypt the data using the Ks_NAF, and take the data (e.g., broadcast keys) into use in the UE. 

When there is an existing security association, then the existing security association can be re-used.


[image: image1.wmf] 

BSF

 

UE

 

NAF

 

NAF_Id, B

-

TID, 

Cntr, [Key_LT], Msg 

 

Security Association

 

Cntr = Cntr + 1 

0

 

Check Cntr Unused

 

Check KeyLT

 

[Derive KS]

 

[Derive Ks_NAF Key]

 


Figure X Re-usage of Security Association for GBA Push
===== NEXT CHANGE =====

5.3.1
Initiation of bootstrapping

The text from clause 4.5.1 and 4.5.5 of this document applies also here.

===== END CHANGE =====
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