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===== BEGIN CHANGE =====

4.5.x 
USS management procedures
The following requirements are made to support the USS management procedure: 
-
an authorized NAF shall be able to insert and modify the service specific user security settings belonging to that NAF in the HSS.

-
the management of a service specific USS entity shall be done either by the operator in the BSF or by the dedicated NAFs. If the management of a USS is done by the NAF, then it cannot be managed by the operator.

NOTE:
The restriction of the management entities disallows the possibility that a certain USS is modified both in the BSF by the NAF, and in the HSS by the operator, which would cause a management conflict.

· the management should happen through the BSF using Zn and Zh interfaces.
· the BSF may be storing the USS for performance reasons.

· the BSF executes the access control for the managing NAFs, since it already has the access control funcitonality for the delivery of the USSs for different NAFs.
It is assumed that the user has pior to the insert / update / delete USS procedure bootstrapped with the BSF.

The USS insert i.e. the initial service registration of a subscriber in GAA is the procedure how a new subscriber that has not used a service hosted by a NAF can start to use the service, and in particular how the NAF can register the initial service parameters as a new service specific USS in subscriber’s GUSS in the HSS.

In order to GAA to support the initial service registration functionality, the NAF must be able to insert the newly created pseudonym to the GAA user security settings (GUSS) profile of the subscriber, i.e., to the service specific user security settings (USS) in the HSS. The NAF may also insert other NAF specific data into the USS as agreed with the operator. The next time attempts to authenticate itself towards the NAF using GBA, the service specific USS must contain the pseudonym for the NAF to discover who the actual subscriber is.
There may be need for a NAF to update or delete a service specific USS in the HSS. If it is necessary to update/delete or create a USS by the NAF, then the following asynchronous procedure shall be used.
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Figure X. Asynchronous USS insert/update/delete procedure over Zn and Zh interfaces.

Figure X depicts messaging details related to the USS insert/update/delete procedure where the messaging between the NAF (through the BSF) and the HSS is asynchronous. The messaging between the NAF and the BSF, and the BSF and the HSS takes place in two phases:

a)
During the lifetime of the B-TID, different NAFs may update BSF’s internal copy of subscriber’s GUSS by inserting, updating, and deleting USSs (steps 1-4).

b)
When B-TID becomes invalid (e.g., expires) and if one or more NAFs have modified subscriber’s GUSS in the BSF, the BSF shall update subscriber’s GUSS in the HSS (steps 6-9).

This functionality where NAFs modify BSF’s internal copy of the GUSS is faster, and minimizes the number of modification messages going from the BSF to the HSS. For performance reasons, the operator may decide to store a local copy of the USS in the BSF and update the HSS at suitable intervals. 
If both BSF's internal copy of the GUSS and the GUSS in the HSS are updated, then the HSS will handle the merger of the GUSS that is sent from the BSF during step 8. Since the same USS cannot be modified by both the NAF, and the operator, there are no conflicts during the merger operation..

NOTE1: 
For performance reason, the BSF may send only the changed data and the used GUSS or USS version to the HSS. 
NOTE2: 
The BSF can control the USS modification, either that only one NAF per USS is allowed to modify the the USS or that the NAF has to check out the USS. The details of this control are deployment specific.
The detailed USS management procedures are described below:
USS insert: Previously the NAF has fetched Ks_NAF and other parameters from the BSF using the B-TID, and the UE and the NAF have completed the authentication between themselves. However, the NAF has not received an USS from the BSF, or the received USS was empty meaning that the subscriber has not used the service before. Thus, the following procedure takes place: 

1.
The NAF will create a new service specific USS for the subscriber and populate the data fields with subscriber specific data. The USS may contain a pseudonym created by the NAF and other service specific data required by the service specific USS.

2.
The NAF sends an INSERT message with the B-TID, and the new USS to the BSF over Zn interface.

3.
The BSF checks that the NAF is authorized to insert the new USS to subscriber’s GUSS. If the NAF is not authorized, the BSF will return an ERROR message to the NAF.

4.
If the NAF is authorized to insert the new USS to subscriber’s GUSS, the BSF inserts the USS to its internal copy of subscriber’s GUSS, and returns an OK message to the NAF.

Steps 1-4 may occur multiple times during the lifetime of the B-TID, i.e., different NAFs may modify subscriber’s GUSS (step 5).

6.
When the B-TID and the corresponding bootstrapping session becomes invalid (e.g., expires) and if the BSF’s internal copy of subscriber’s GUSS has been modified, the BSF shall send subcriber’s GUSS in the HSS.

7.
The BSF sends subscriber’s IMPI and GUSS to the HSS.

Editor’s note:

It is FFS whether the complete GUSS or only the altered parts of the GUSS are sent to the HSS.

8.
The HSS replaces the old GUSS with the modified GUSS received from the BSF. Subscriber’s GUSS is identified by the IMPI.

9.
Upon successful replacement operation, an OK message is sent to the BSF. If the replacement operation was not successful, an ERROR message is sent to the BSF.

Editor’s note:
It is FFS how NAFs that have modified the GUSS are informed of this failure, or whether they need to be informed.

USS update: Previously the NAF has fetched Ks_NAF and other parameters from the BSF using the B-TID, and the UE and the NAF have completed the authentication between themselves. If during the session the NAF discovers that subscriber’s USS needs to be updated, the following procedure takes place: 

1.
The NAF will modify the existing service specific USS for the subscriber.

2.
The NAF sends an UPDATE message with the B-TID, and the updated USS to the BSF over Zn interface.

3.
The BSF checks that the NAF is authorized to update the USS to subscriber’s GUSS. If the NAF is not authorized, the BSF will return an ERROR message to the NAF.

4.
If the NAF is authorized to update the USS to subscriber’s GUSS, the BSF updates the USS in its internal copy of subscriber’s GUSS, and returns an OK message to the NAF.

Steps 1-4 may occur multiple times during the lifetime of the B-TID. Also, steps 5-9 are the same as described before. After the step 9, the USS in subscriber’s GUSS in the HSS has been updated.

USS delete: Previously the NAF has fetched Ks_NAF and other parameters from the BSF using the B-TID, and the UE and the NAF have completed the authentication between themselves. If during the session the NAF discovers that subscriber wants to terminate the service usage with it, i.e., subscriber’s USS needs to be deleted from the GUSS, the following procedure takes place:

1.
The NAF will delete the existing service specific USS for the subscriber.

2.
The NAF sends an DELETE message with the B-TID, and the USS identifier, i.e., application-id to the BSF over Zn interface.

3.
The BSF checks that the NAF is authorized to delete the USS to subscriber’s GUSS. If the NAF is not authorized, the BSF will return an ERROR message to the NAF.

4.
If the NAF is authorized to delete the USS to subscriber’s GUSS, the BSF removes the USS from its internal copy of subscriber’s GUSS, and returns an OK message to the NAF.

Steps 1-4 may occur multiple times during the lifetime of the B-TID. Also, steps 5-9 are the same as described before. After the step 9, the USS in subscriber’s GUSS in the HSS has been deleted.

===== NEXT CHANGE =====

5.3.x
USS management procedures

The text from clause  4.5.7 of this document applies also here.

===== END CHANGE =====
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