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Foreword

This document has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

3GPP I-WLAN system provides inter-working between 3GPP system to WLAN for WLAN Direct IP Access and WLAN 3GPP IP Access. The security architecture for I-WLAN has been specified in TS 33.234 [2].  The intention of this document is to study security architecture for ensuring service continuity in case of change between non 3GPP and 3GPP access networks, e.g. I-WLAN and 3GPP systems.
1
Scope

This document study security architecture, i.e. the security features and the security mechanisms for inter-access mobility between non 3GPP system and 3GPP access networks e.g. I-WLAN and 3GPP. 
Currently, there are three architecture solutions for inter access mobility between 3GPP and non 3GPP in TR 23.882 [1].  Alternative solution A is based on MIPv4. Alternative solution B is based on MIPV6. Alternative solution C says that the IP-based global mobility protocol (Mobile IP or NETLMM) can be used to handle any IP movement of the UE.

This document covers security aspects for MIP (v4, v6) only. Security aspects of MIPv6 should apply to DS MIPv6 as well.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]
3GPP TR 23.882: "3rd Generation Partnership Project; 3GPP System Architecture Evolution: Report on Technical Options and Conclusions
[2]
3GPP TS 33.234: "3rd Generation Partnership Project; Wireless Local Area Network (WLAN) interworking security
[3]
3GPP TS 29.061: "3rd Generation Partnership Project; Technical Specification Group Core Network; Interworking between the Public Land Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)".
[4]
3GPP TS 33.210: 3G security; Network Domain Security (NDS); IP network layer security
[5]
“IKEv2 Mobility and Multihoming Protocol (MOBIKE)”, draft-ietf-mobike-protocol-03.txt, Sep 2005

3
Definitions, symbols and abbreviations

3.1
Definitions

Access network: one of following access network: GPRS IP access, WLAN 3GPP IP access or WLAN Direct IP access.
Data origin authentication: The corroboration that the source of data received is as claimed.
WLAN 3GPP IP Access: Access to an IP network via the 3GPP system.
WLAN Direct IP Access: Access to an IP network is direct from the WLAN AN.

3GPP - WLAN Interworking: Used generically to refer to interworking between the 3GPP system and the WLAN family of standards.
3.2
Symbols

For the purposes of the present document, the following symbols apply:
Gi
Reference point between GPRS and an external packet data network

Wi 
Reference point is similar to the Gi reference point, applies to WLAN 3GPP IP Access
Wm
Reference point is located between 3GPP AAA Server and Packet Data Gateway respectively between 3GPP AAA Proxy and Packet Data Gateway
Wu
Reference point is located between the WLAN UE and the PDG. It represents the WLAN UE-initiated tunnel between the WLAN UE and the PDG
Gi+/Wi+
Mobile IP signalling and bearer plane between the Gateway (i.e. GGSN or PDG) and the MIP HA;

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AAA
Authentication Authorisation Accounting
AN
Access network 

APN
Access Point Name
BSF

Bootstrapping Function

DS-MIPv6
Dual stack MIP
FA

Foreign Agent
GBA

Generic Bootstrapping Architecture

GGSN 
Gateway GPRS Support Node
HA
Home agency
HN
Home network 
IP
Internet Protocol

IPSec
IP Security protocol

I-WAN
Interworking Wireless Local Area Network
MIP
IP mobility 
MOBIKE
IKEv2 Mobility and Multihoming Protocol
MS
Mobile Station

MN
Mobile Node

NAI
Network Access Identifier
NAT



Network Address Translation
NAF



Network Application Function

NETLMM

Network-based localized mobility management
PDG



Packet Data Gateway 
PDP
Packet Data Protocol

RFC
Request For Comments

RRQ
MIPv4 Registration Request

RRP
MIPv4 Registration Response

SAE
System Architecture Evolution 
SGSN
Serving GPRS Support Node

SPI
Security Parameter Index

URI
Uniform Resource Identifier

USIM
UMTS subscriber identity module
UE
User Equipment
4 

Overview of the security architecture

Figure below gives an overview of the MIP security architecture. 

[image: image3]Figure 1 Overview of the security architecture for MIP
Four different security associations and different needs for security protection of MIP might be needed. They are listed below with numbered 1, 2, 3, and 4 in figure 1 where:

1. Provides a security association between the UE and 3GPP AAA for (mutual) authentication. It is assumed that AAA in HPLMN is in charge of user authentication and authorization. 
2. A security association between the UE and MIP HA for MIP signalling integrity protection might be needed. 
3. Provides security link between MIP HA and AAA server in the same network. In case of roaming, when GW/HA uses the Proxy AAA (Visit AAA) to contact the user’s home AAA server, NDS/IP could be used. See TS 33.210 for more detail information [4]. 
4. In addition, a security association between the UE and a MIP HA for data origin authentication i.e. the corroboration that the source of data received is as claimed is listed in figure(for Wj interface). However, this protection mainly applies for the Gi+/Wi+ reference point.  This security association might be not needed as HA and GGSN/PDG is always assumed in the same network. Thus Bearer level security is considered enough. For the definition of the Wj or Gi+/Wi+ reference point cf. below or TR 23.882  .
The baseline architecture with MIP for Inter access system handover between 3GPP and non 3GPP access systems from TR 23.882 are reproduced in the following sub-sections. 
4.1 
Baseline architecture for 3GPP to non-3GPP access system handovers
The handover will be based on IP layer mechanism (e.g. Mobile IP)
4.1.1 
Alternative Solution A

This solution assumes that Mobile IP is used as mobility protocol for GPRS-WLAN mobility, whereas MOBIKE [5] is used for UE-PDG IPsec tunnel relocation within the WLAN 3GPP IP Access. It is assumed that the same solution applies for both session continuity (a.k.a. Scenario 4) and seamless mobility (a.k.a. Scenario 5), depending on the mobile’s capability for simultaneous connections.
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Figure 2 Impact of Mobile IP on the baseline architecture
4.1.1.1

New Network elements and Reference points description in MIP alternative
Depicted in Figure 2 is the baseline architecture taken from 23.882, from which all IMS specific elements have been removed for simplicity. In addition, a Mobile IP Home Agent (MIP HA) has been added to the figure, as well as a couple of reference points. Listed below are all new or modified reference points, with a description of their role:

· Gi+/Wi+: this is the Mobile IP signalling and bearer plane between the Gateway (i.e. GGSN or PDG) and the MIP HA;

· Wj; this is the Mobile IP signalling and bearer plane (tunnel) between the UE and the MIP HA, which is used in case of MIPv4 co-located care-of address and MIPv6;

· Gi-aaa: this is the AAA part of the Gi interface, which traditionally connects the GGSN to a AAA server which itself is not part of the 3GPP system architecture. Here it is assumed that the Gi-aaa interface connects to the 3GPP AAA server. It is used by the Diameter Mobile IP application for dynamic assignment of a MIP HA, as well as well as during setup of security associations (MN-HA, MN-FA, FA-HA); 
· Wm+/Wd+: this is respectively an enhancement to the existing Wm and Wd reference points. The additional functionality is similar to the Gi-aaa functionality described above;

· Rha-aaa: this is the reference point between the MIP HA and the 3GPP AAA server. Similar to the previous, it is used for dynamic assignment of a MIP HA and during setup of security associations. 

4.1.2 
Alternative Solution B

This IP layer solution is based on Mobile IPv6.
The main assumption is that the UE is IPv4/IPv6 dual stack. It is believed that in the SAE time perspective, at least those UE:s with inter-system mobility support should also have IPv6 capabilities. Support for IPv4-only terminals could be added to the solution if needed. Details regarding MIPv6 support for IPv4-only UE are FFS... 

Different types of mobility anchor points exists in the evolved packet core, including: 

· 3GPP home anchor (corresponding to GGSN in pre-SAE/LTE GPRS): The anchor point for handovers between 3GPP access systems supports the mobility mechanisms for inter-3GPP-access handovers. This mobility mechanism is addressed in a separate clause.

· Non 3GPP anchor: The anchor point for handovers between 3GPP and non-3GPP access technologies supports Mobile IPv6 Home Agent functionality. 

The inter Access-system mobility solution should be designed in such a way that it introduces minimal overhead (signaling and user plane transport overhead) and performance penalties (delays etc) as compared to when the mobility solution is not activated, especially for 3GPP accesses. By providing a certain level of interaction between the Non 3GPP anchor (MIPv6 HA) and the 3GPP anchor within the Evolved Packet Core, the Mobile IP based mobility signalling and tunnelling only needs to be active when the terminal is using a non-3GPP access technology. Details regarding the interaction between 3GPP anchor and Non 3GPP anchor are FFS.

Inter Access System Mobility requires close consideration of policy and charging control from the home operator, as it may cross operator as well as access system boundaries in a more explicit manner when such access includes non-3GPP access. But as the evolved packet core should support such functions in a similar mechanism for different access types; extending the current PCRF entity can most efficiently provide this. This justifies viewing the inter-system mobility solution as one component of the full architecture, interrelated with other functions such as charging, policy control and security. 
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Figure 3  Inter Access-system mobility
Note that a serving access node for non-3GPP access (such as an evolved PDG) may be located in the evolved packet core but is not shown in the figure. 
4.2
Security Requirements

4.2.1
General

4.2.2
MIP Signalling Protection

5 
Security features
5.1
Authentication of the subscriber and the network 
Authentication between the MN and the network shall be performed as specified in clause 5.2.

A subscriber, who wants to use MIP, will have its subscriber profile located in the 3GPP AAA in the Home Network. The subscriber profile will contain information on the subscriber that may not be revealed to an external partner, At MIP registration , during a change of location between different access networks by matching the request with the subscriber profile, if the subscriber is allowed to continue with the request or not.
5.2 
Authentication for MIPV4
[image: image5.emf] 
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5.2.1
Alternative solution 1: RFC3957
MN-HA key generation & distribution based on RFC 3957. This method uses pre-shared secret between MS and HA.

Figure 4 MN-HA key generation & distribution
1. During initial MIPv4 registration, MS includes a new extension (called the MN-HA Key Generation Nonce Request extension [RFC 3957]) in RRQ to request for a nonce from HAAA.  The RRQ also contains the MS’s credential in the MN-AAA authenticator extension.
2. FA sends RADIUS Access-Request to HAAA to authenticate the MS credential.

3. If the MS is authenticated successfully, the HAAA returns RADIUS Access-Accept.   

4. FA forwards the RRQ to the HA..
NOTE: If co-located care-of address mode is used, then RRQ message will be sent from MS to HA directly without FA in above picture   

5. HA sends RADIUS Access-Request to HAAA. In case of Roaming, the message will send through VAAA to HAAA.  The RADIUS Access-Request contains the MN-HA SPI attribute to request for a MN-HA key to HAAA that the MN-HA key needs to be derived.  The HA may include the MS credential in the RADIUS Access-Request.

6. HAAA selects a nonce and derives the MN-HA key from the MN-AAA shared secret, MS’s NAI, and the nonce.   

7. HAAA returns RADIUS Access-Accept that contains the MN-HA key and the nonce.

8. The HA sends RRP with a new extension (called the Generalized MN-HA Key Generation Nonce Reply Extension [RFC 3957]) carrying the key generation nonce, and the MN-HA authenticator computed from the MN-HA key.  The new extension must precede the MN-HA authenticator.  (FA forwards the RRP to the MS)
9. The MS derives the MN-HA key and uses it to verify the MN-HA authenticator in the RRP. 
5.2.2 
RFC3957 is used in conjunction with GAA

This section proposes one possible way to use GBA and RFC 3957.
The BSF function defined in GBA would actually be the AAA server. The AAA server would need to be updated to support the bootstrapping mechanism defined in GBA.

The so called Zn interface in GBA, between the BSF and the NAF, should be equal to the current existing interfaces between the AAA server and any other application the AAA server has an AAA interface with. Thus, GBA would not require any changes to the interfaces.

The NAFs should be the applications which have an AAA interface with the AAA server. If the interface between the applications (NAFs) and the AAA server already supports the applications specific key download from the AAA server, then the applications would not need to be modified.

Using the above interpretation, what GBA actually does is to define a new mechanism between the MN and its AAA server, used to bootstrap a key which can then be used by any application on the mobile with any network application interfacing with the AAA server.

With GBA usage the  flow diagram in the alternative 1 would be then modified as follows:

· before step 1 happens, the MN runs a GBA bootstrapping and as a result, both the MN and the AAA server will have a common secret, called Ks.Once bootstrapping is completed, UE/MS/MN can make use of the bootstrapped security association with a network application server, called the Network Application Function (NAF).

· In messages1and 4, instead of the MS’s credential in the MN-AAA authenticator extension, the Ks authenticator is sent

· In step 6, the MN-HA key is derived from Ks and not MN-AAA key
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