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2
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The following documents contain provisions, which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 33.220: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture".
[2]

3GPP TS 33.234: "3rd Generation Partnership Project; Technical Specification Group Service and System Aspects; 3G Security; Wireless Local Area Network (WLAN) interworking security"
*** START OF SECOND CHANGE ***

4.2 Recommendations from I-WLAN


The threats and recommendations described in 4.1 are also valid for I-WLAN. In I-WLAN there is a UE functionality split case, in which the UICC/SIM card may reside in a 3GPP ME (acting as a (U)SIM "server") and be accessed by a WLAN-UE (acting as the (U)SIM "client") through local link (e.g. Bluetooth, Infrared or USB), and has the following additional requirements from [2]:
· Whenever someone tries to remotely access a (U)SIM some sort of alert shall be sent, e.g. a message shall be displayed informing the user of the attempted access and guiding him to choose "Allow", or "Disallow". The user can then decide whether the access is authorized or not and can opt for allow or disallow the access. 

· The UICC holding device shall be responsible for scheduling all (possibly concurrent) accesses to the UICC by itself, and by one additional device connected via the local interface.

· Applications/Data information could be retrieved from (U)SIM, provided that the UICC (or SIM card) is inserted in a 3GPP ME. When the (U)SIM is re-used over local interfaces, further access control on the Applications/Data information shall be applied by the 3GPP ME holding the (U)SIM.

The new applications can be installed to the terminals (3GPP ME or WLAN-UE). This poses a security threat when a malicious application is installed in a type of terminal that does not protect I-WLAN related functionalities correctly. The related security threats are as follows:

-
A malicious application can access the UICC directly and get the master secret.

-
The malicious application can access the copy of the keys (Kc, IK, CK, MSK) stored in ME.

In all these cases, the malicious application can send either the master secret, or one or more specific credentials to the network. In this case, two attacks can be imagined: an attacker can masquerade as a network element towards the terminal, or an attacker can masquerade as a UE towards the network. In both cases the attack can result a loss of private data, or unauthorized usage of the service.

These threats can be mitigated by restricting access to the UICC, and the 3GPP ME private data (see recommendations 1 and 2).

These are the recommendations identified to achieve the I-WLAN security in the open platform terminals:

	ID
	Recommendations
	Comments

	1
	It is possible for the platform to control access to the UICC.
	Only authorized applications should have access to the UICC. 

	2
	It is possible for the platform to restrict the access to the keys stored in the 3GPP ME.
	If the keys in the 3GPP ME is not protected, a malicious application can get access to it and send it out from the terminal.

	3
	It is possible that an application is granted access to the keys in 3GPP ME by the manufacturer, or the operator.
	The manufacturer or the operator must make sure that the application that is granted access to the keys in the 3GPP ME is not malicious or have security flaws.

	4
	It is possible that an application is granted access to the keys in 3GPP ME by the user provided that such access is not prevented by manufacturer or operator policy. 
	User may grant access to a malicious application simply because the application requests to have access. The access to the keys stored in 3GPP ME can be restricted to certain applications only.

	5
	The manufacturer can pre-configure the access control policy on the terminal or the operator can pre-configure the access control policy on the terminal or UICC.
	

	6
	The operator can update all access control policies on the terminal or the UICC.
	

	7
	The user can add new access control policies to the terminal or the UICC.
	The user may only add and modify user's own policies. The user cannot change policies set by the manufacturer or the operator. 


Table 4-2: Recommendations

The recommendations in Table2 can be divided in to three groups the following way:

-
Group 1: To provide the basic security in the terminal, recommendations 1 to 4 must be enforced. The basic security includes controlling access to UICC and master secrets used in I-WLAN, controlling access to the derived secrets, and only the manufacturer or the operator can grant access to the secrets for the application.

-
Group 2: If access to keys for applications can be granted by the user then the recommendation 4 must be enforced.

-
Group 3: If more fine grained access control is wanted as described above, then recommendations 5 and 6 must be enforced. Recommendation 7 must be enforced if the user can grant access to keys for an application.

If the user is not allowed to grant access to keys for an application, it is enough to enforce the recommendation group 1. In this case, only the manufacturer or the operator can have granted access to keys for an application, and therefore it should be assumed that the application is trusted.

If the user is allowed to grant access to keys for an application, then naturally both recommendation groups 1 and 2 need to be enforced. In this case, the user is allowed to grant access to keys and user may do this for any application that requests this access. It should be assumed that a malicious application might thus gain access to keys in the terminal.

If the user is allowed to grant access to keys for an application, then for added protection, the recommendation group 3 may be enforced as well. 

User interaction on security is a common source of misunderstandings, hence user interaction should be minimized to obtain a good usage experience and minimize security risks. The access to the UICC/ SIM and keys stored in the 3GPP ME should only be granted by operators or manufacturers. The user interaction on security is required is specified in TS 33.234 [2].
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