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Introduction

UMTS Authentication and Key Agreement (AKA) protocol has been designed in such a way that the compatibility with GSM is maximised and a migration from GSM to UMTS is easily possible. The basic architecture of a symmetric challenge response protocol, as it is deployed in GSM, has therefore been retained for UMTS. However, there are significant enhancements to the related GSM protocol which serve to achieve additional protocol goals: 
· Authentication of HE (Home Environment) to the user 

· Agreement on an Integrity Key (IK) between user and SN (Serving Network)
· Mutual assurance of freshness of agreed Cipher Key (CK) and Integrity Key (IK) between SN and user

UMTS AKA provides its users with a high level of security and used in 2G and 3G network. Thus it should be adapted to the SAE/LTE network for the following reasons: 

· it is a secure protocol,

· used in cellular networks,
· interworking with 2G/3G easily

Signalling Sequence of AKA in SAE/LTE
The Authentication procedure is illustrated in the picture below for SAE/LTE:
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Figure 1: High-level authentication procedure
1)
If the MME does not have previously stored Authentication Vectors, an Authentication data request message is sent to the HLR/HSS.
2)  Upon receipt of this message, the HLR/HSS responds with a Send an authentication data response message including an ordered array of vectors to the MME. Whether or not those vectors will request to be changed for LTE use is FFS. 

3)
At authentication, the MME selects the next in-order vectors and send part of them to the UE in the Authentication and Ciphering Request message. 
4)
At reception of this message, the UE verifies them. If the UE considers the authentication as being successful, the UE returns an Authentication and Ciphering Response (RES) message to the MME.
After a successful authentication, MME delivery keys to UPE and eNB for confidentiality/integrity protection of user data and RRC signalling
Conclusions

In this paper, UMTS AKA is considered to be a trusted protocol for authentication. The signalling sequence in high-level for re-use UMTS authentication and key agreement in SAE/LTE is described as well.
Nokia believes that UMTS AKA is very secure protocol and could be used with SAE/LTE system. It is FFS any changes are needed. 
For use case of Laptop users in SAE, TPM (Trusted Platform Module) is proposed to be used [3]
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