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Introduction

In the 3GPP RAN2, RAN3, SA3 joint meeting in Sophia-Antipolis (January 10.-11.1.2006) it was decided that user plane ciphering (encryption) will terminate above eNodeB (see also TR25.912 v0.1.0, section 9.3.2). However, there has been no remarkable discussion about integrity protection for user plane packets. In this contribution we would like to bring up some points regarding to the integrity protection necessity.
Discussion

1. Replay protection may require integrity protected sequence numbers. Otherwise replay protection based on the decrypted user plane packets must be used which may not be reliable if the encrypted packets are modified. However, the benefits for an attacker replaying packets are not clear.

2. Non-repudiation of charging would be more reliable with integrity protection of the packets, at least for the uplink packets from the UE to the user plane protection end point, which generates accounting records based on the received packets from UEs.

3. Possibly still some countries disallow ciphering of user plane packets because of regulatory requirements. However, integrity protection would be needed to provide non-repudiation of charging.

4. It may be beneficial to make ciphering optional and integrity protection mandatory, especially in cases where the user plane traffic is anyway encrypted by the higher layers (for example VPN connections). In this case the packet headers may contain useful information for UE tracking purposes, though (like a temporary IP address). However, without ciphering UE would probably consume less battery power.
5. Integrity protection requires additional bits, but would make it easier to choose ciphering modes that may produce less bytes into the headers (e.g. AES in Counter Mode [1]) while strictly requiring integrity protection. There exist also combined modes, in which integrity protection and ciphering can be done simultaneously to speed up the processing.
6. Verified integrity of the traffic is only provided with integrity protection. Full confidentiality of the encrypted traffic is ensured only with integrity protection, since the attacker may modify/replay the encrypted packets without integrity protection and thus route/direct them to false/wrong destinations (e.g. by successfully modifying IP address in the header).

Conclusions

It would be good to design a system in which the encryption and integrity protection mechanisms can be mandated from the network side based on the exchanged capability vectors between UE and the network (similarity to the UIA and UEA in UMTS [2]).
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