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Introduction

In the last RAN plenary meeting for example the late path switching alternative, RRC termination on the eNB, and interface between eNBs were agreed [1]. These decisions were not available for the previous SA3 meeting held in Bangalore. Thus, we would like to revisit the “common UE specific keys” working assumptions for eNBs and to highlight how important (and easy) it is from security perspective to provide separate keys for each eNB. 
This contribution is based on the previously submitted S3-060033 contribution for SA3#42 (Bangalore) and it presents some security measures for an intra-eNB handover procedure. 
Security Measures

The targets with the security measures have been to mitigate DoS and resource theft attacks that an attacker would create by hijacking an eNB and/or injecting packets (threats like man-in-the-middle and false-eNB [2]). To achieve this, 

· We have required that any eNB shall not be able to launch DoS attacks towards other eNBs, MMEs, or UPEs with HO signalling messages to mitigate the threat of a hijacked eNB and thus not to put too high trust on a single eNB. 
· To fulfill this requirement we have used UE specific separate keys for each eNB, and also

· Required that the UE must sign the path switch messages towards the aGW.

· We prefer RRC ciphering in addition to integrity protection, except for some message parts in the first message from UE to the target eNB in handover.

· We have assumed that there are no separately managed security associations between the eNBs to ease the O&M. Also, our goal has been to assume minimal trust between eNBs, which is inline with the assumption of small and low cost eNBs, for example in home and office environments.
· We prefer SKC based eNB-eNB signaling security protection.
Our current assumption has also been to reuse UMTS security algorithms for key derivation (CK, IK), encryption, and integrity protection etc. for the RRC signaling. However, we assume that the 128 bit RAND used in UMTS [4], is created from 64 bit nonces from UE (NonceUE) and from the network (NonceNET) with concatenation (NonceUE || NonceNET). FRESH value is derived from the nonces if required in LTE. However, the size of the nonce may be an issue when sent in the measurement report message. Thus, the need to transfer nonces for every handover is FFS.
Security Analysis

Based on the security measures of the signalling flow in Figure 1 and Appendix A, we can conclude that

1. UE signature for path switch: An (hijacked) eNB can not spoof location updates to the MME/UPE because UE’s signature is required in the message. Also, an attacker can not inject location update messages to the MME/UPE, because the message is signed. A case, where an eNB would start to signal path switch update messages to the core network on behalf of multiple UEs and without UE’s signatures is not acceptable and poses a high risk if not mitigated.
2. UE signature for path switch: An (hijacked) eNB can not replay the location update messages to the MME/UPE, since the aGW keeps track of the received Seq numbers (and if the UE_TID is changed).

3. Separate keys: An (hijacked) eNB can not launch DoS attacks against other eNBs, MMEs, or UPEs, because UE’s signature and seq number are required in the messages.
4. Separate keys: An (hijacked) eNB can not do logical service theft for the UE by commanding it to another eNB, because the target eNB’s signature and encrypted content is required to be sent to the UE, before UE can switch the radio to the target eNB.

5. Separate keys: Man-in-the-middle eNB is not possible, because the SK key derivation is bound to the eNB identity and the MME encrypts the SK key for the eNBs (i.e. it is not created based on the over the air signaling). Thus, the eNB is also authenticated for the UE.

6. Separate keys: An attacker can not send spoofed (or replay) measurement reports on behalf of the UE, because the UE signs them.

7. RRC ciphering: An eavesdropper can not bind together the old and new C-RNTIs, because they are not sent in plain text in a single packet. An attacker hijacking the eNB can do this mapping, but only for the two C-RNTIs that it can see, not the whole chain of them (i.e. the C-RNTI is changed in every HO). Also, since the HO messages are mostly encrypted, the binding between them is not possible without accurate timing analysis and distinction between possible other HOs.
8. RRC ciphering: An eavesdropper can not get UE’s location by examining the measurement reports, since they are encrypted. Also, an attacker can not spoof measurement reports.
A malicious UE can attack the network by sending different bogus measurement reports to the serving eNB and not actually doing handoff. This is not a serious threat, because the serving eNB can notice this.

9. UE specific eNB-eNB security: With the SPK key inside the SKC entry for each eNB, the target-eNB is only able to decrypt the received context, because the other SKC entries are encrypted with the SPK key and thus other eNBs can’t get the UE specific SKC entry if it is not explicitly sent to them.
10. UE specific eNB-eNB security: With SPKs shared inside the SKC, there is no need to pre-establish shared keys between eNBs. This allows secure mesh network between the eNBs listed in the SKC.
Conclusions

In this paper we have shown in details the security measures and their analysis for a eNB-to-eNB handoff in LTE_ACTIVE mode. We have shown that the resulting system with eNB-to-eNB handoff signalling is secure and does not allow a single node (eNB, UE) to launch logical DoS or resource theft attacks based on handoff signalling.
· We propose to adopt a working assumption of having separate UE specific session keys for each eNB and to inform RAN groups about this working assumption with a Liaison Statement.

· We propose to adopt a working assumption in which the UE’s signature for the path switching messages towards the core network are required and to include this assumption into the LS for RAN groups.
Security measures presented in this document are not solely specific to the eNB-to-eNB interface, but are in place for providing better DoS and theft of resources attack resistance for the whole network. The basic principles to achieve this are to require multiple involved nodes to sign the messages and cryptographically separate UE specific keys for eNBs.
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APPENDIX A: Example HO Signalling Security Measures

Figure 1 presents the handoff signalling flow with added security measures. Color coding indicates which keys are used to sign/encrypt the messages. Blue content is signed with the source-eNB keys, red content with the target-eNB keys, and orange content with the CN keys (aGW). Green denotes signatures/ciphering with a UE specific key that is shared securely through the SKC [3] among the eNBs listed in the SKC.

We have used the following notation to show which contents are signed and/or encrypted:

SignSK{<content>}

EncryptSK{<content>}

Sign+EncryptSK{<content>}

With this notation, an example row for an eNB in the SKC would look like this: SigneNB1{IDeNB1, EncrypteNB1{SKUE_eNB1, SPKUE}} Here the key SK UE_eNB1 between UE and eNB1, and the key SPKUE, (the same in all the SKC rows for the same UE) are encrypted with a key shared between the eNB and the core network (EncrypteNB1). These encrypted keys and the eNB id is then signed together with the same key so that the receiving eNB can authenticate and verify the integrity of the SKC row.
The source for the key used for signing (IK) and/or encryption (CK) is presented with the “SK” notion, and the integrity protected and/or encrypted content (<content>) is inside the curly brackets ({}). Note that the signing and encryption procedures can be applied over the same or partially same content multiple times (overlapping signatures). IK and CK are derived from the SK and RAND as in UTMS. 

The reasons for having only integrity protection for most of the messages is for example that the contents of the message can be used before the signature is verified (e.g. to derive IK based on the content and then verify the signature based on the derived IK), but also to check that the content is correct before forwarding the message. This allows error detection and tracing in early phases. However, we know that if the signalling messages are not ciphered, they can be more easily mapped together in a handoff situation.
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Figure 1 – Intra-radio access handoff security

1. The eNB1 to which the UE is attached derives a handover decision to a new (target) Cell located at a target eNB2 based on e.g. the signed measurement report(s) received from the UE. With the measurement report the UE provides a fresh nonce (NonceUE) for the serving-eNB if it has not been sent before. This nonce has not been used to create keys before.

2. When source eNB1 receives the measurement report and decides to initiate a handoff procedure for the UE, it creates “Context Data” message and includes the UE specific Session Keys Context (SKC) [3], the received NonceUE from UE, a NonceNET, and UE_TID along with other RAN context information into the message. UE_TID and RAN context information are encrypted to protect against eavesdroppers between source and target eNBs with a UE specific SKC Protection Key (SPKUE) that is shared among the eNBs listed in the UE’s SKC (e.g. each of the rows in the SKC contains the SPKUE encrypted for the specific eNB).

Note that this message does not have a signature from the UE. Thus, the target-eNB does not know if the UE is actually coming to the target-eNB with a completed HO sequence. This allows pre-distribution of the SKC rows to neighbouring eNBs.

3. When target eNB2 receives the “Context Data” message, 

a. It checks whether the message was targeted to it (IDeNB2). This prevents the packet being replayed by an attacker for multiple eNBs.

b. it finds and verifies the row from the SKC created for the target eNB2 initially in the CN. (Note that even if the attacker would be able to replay this message, the attacker can not modify the valid SKC entries)

c. Target eNB2 decrypts the SPKUE and creates CKUE_CTX and IKUE_CTX based on it for verifying the integrity protection of “Context Data” message and for decrypting the UE_TID, nonces, and the RAN context. 

d. Based on the SKUE_eNB2 in the SKC row for target eNB2, nonces, and the UE_TID, the target eNB2 creates CKUE_eNB2 and IKUE_eNB2 for the UE. With the CKUE_eNB2 target eNB2 encrypts Radio link ID (C-RNTIeNB2), Context ID (CTXIDeNB2), and UE_TID. The encrypted content is signed (with IKUE_eNB2) with eNB2 id (IDeNB2), and the nonces.

Target eNB2 then sends message “Context Confirm”, where the signed and encrypted contents are included. The message is signed with the IKUE_CTX key derived from the SPKUE.

4. When source eNB1 receives the “Context Confirm” message it forwards the content in the “Handover Command” message. The whole message is signed with the IKUE_eNB1.

5. When UE receives the “Handover Command” message 

a. it verifies the signature from eNB1 (RRC integrity protection). 

b. Then it derives the IKUE_eNB2 and CKUE_eNB2 for eNB2 based on the NonceUE, NonceNET, Root Key, IDeNB2, IDeNB1, and UE_TID. With these keys UE verifies the signature from target eNB2 and decrypts the C-RNTIeNB2 and CTXIDeNB2. 

Note that the UE can not derive the target eNB2 keys before it gets the nonces and the target eNB2 identity. If this key derivation process needs to be started earlier the nonce exchange must be done earlier (for example in the last HO signalling or in the beginning of the HO signalling by adding an additional round trip between UE and source eNB). 

UE completes handoff to the eNB2 by sending a signed and partially encrypted “Handover Confirm” message to eNB2. This message contains signed content created with keys that the UE and the aGW share (IKUE_CN, CKUE_CN). This signed content is used as verification in the aGW in the message 8. Seq number is there for replay protection. The message is also signed for the eNB1 to make sure that the source eNB1 is able to check that the UE was successfully connected to the target eNB2 (step 7). Encryption protects against UE_TID based location tracking [5].
6. Target eNB2 receives the “Handover Confirm” message, it replies to it with an acknowledgement, which contains new NonceNET and optionally CTXIDeNB2. 

7. When target eNB2 receives the “Handover Confirm” message, it also forwards it with signature to the source eNB1 in the “Handover Completed” message. Source eNB1 is then able to check that the message contains correct eNB identities (i.e. source and target) and that it came from the UE (signature and encryption with the key between UE and source eNB1).

8. Target eNB2 sends signed “Path Switch” message to the aGW. This message contains the contents from “Handover Confirm” message that the UE signed for the CN. UE_TID is also included.

9. aGW sends an acknowledgement message to the target eNB2.
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