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Background

S3-060192 listed identified issues related to NASS-bundled Authentication (NBA) and coexistence with Early IMS Security (EIS) that will be discussed in WG7/SA3 joint meeting 
One of the listed issues is the handling of the network deployment scenario when both NASS-bundled Authentication (NBA)-aware and NBA-not-aware P-CSCFs are present in the network that is the focus of this contribution.
Further analysis in this contribution shows that the current way of carrying trusted location info (particularly line-id) in SIP between P-CSCF and S-CSCF for authentication purposes in NBA has a serious vulnerability that makes authentication fraud possible.
The fraud scenario is discussed in more detail in the attached presentation slide set. A solution for this problem is also proposed. The related stage 2 clarification is provided as a CR against TS 187 003 v0.0.15 (a.k.a WI07017) in the attached Word document.
Proposal

It is proposed to discuss the issue in WG7/SA3 joint meeting. Furthermore it is proposed to accept the proposed solution for the identified fraud.
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