ETSI TISPAN#10bis
10bTD183
Athens,

4th-7th April 2006


The yellow areas shall be filled in.

	
	Deliverable
	TS 187 003 CRxxx

	
	
	

	
	
	

	

	CHANGE REQUEST    
	CR status:
	

	

	
	TS 187 003
	CR
	xxx
	Current Version:
	0.0.15
	

	
	
	
	
	(Affected version of the standard ()

	(TISPAN specification number ()
	
	(( CR number as allocated by chair)

	

	For submission to: 
	TISPAN#10bis
	for approval
	x
	strategic
	
	editorial
	
	

	(list expected approval meeting # here ()
	for information
	
	non-strategic
	
	
	
	

	
	
	

	

	

	Source:
	Nokia
	Date: 
	28.03.2006

	

	Subject:
	Possible fraud scenario with NASS-bundled authentication and proposed solution

	

	Work item:
	

	

	Category: 
	F
Correction
	x
	

	
	A
Corresponds to a correction in an earlier release
	
	

	(only one category shall be marked with an X)
	B
Addition of feature
	
	

	
	C
Functional modification of feature
	
	

	
	D
Editorial modification
	
	

	

	Reason for 
change:

	Authentication fraud scenario has been identified that related to the current procedure of carrying trusted access-network information (line-id) for authentication purposes in NASS-bundled authentication. The problem can be eliminated with proposed changes

	

	Clauses affected:
	4.4.1
D.1

	

	Other specs
	
	
	(  List of CRs:
	

	affected:
	
	
	(  List of CRs:
	

	(The version number should be included)
	
	
	(  List of CRs:
	

	
	
	
	(  List of CRs:
	

	
	
	
	(  List of CRs:
	

	

	Other comments:
	

	
	


*******First modified clause 4.4.1*******

4.4.1
NASS-IMS Bundled Security

The NASS bundled authentication (NBA) works by extending the successful authentication in the NASS layer to the service layer.

During the network attachment, the NASS authenticates the UE and allocates an IP address. It stores the layer-2 and layer-3 identities in the NASS profile. When UE registers with the P-CSCF, the P-CSCF queries the NASS (actually the CLF functional entity), to obtain its location information. The P-CSCF embeds the location information into the SIP message in the form of a parameter in the Via header 
constructed by P-CSCF and forwards it towards the S-CSCF for verification. The S-CSCF verifies this location information with the location information obtained from the UPSF. On successful verification, the user is authenticated at the IMS layer.
NOTE 1: If topology hiding applies to P-CSCF toward Home Network then the IBCF performing this hiding shall take this Via parameter out of the encrypted token so it is still readable by S-CSCF.
NOTE2: Topology hiding may not be applicable or required for NBA
At the architectural level, two interfaces are affected: 

1. the ‘e2’ interface over which the location info from the NASS is communicated.

2. the ‘Cx’ interface over which the user profile stored in UPSF is transmitted. 

This is illustrated in Figure 10. See also Annex D for a visualisation of the network flows.
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Figure 10: Formal mapping of NASS Bundled Authentication

*******Second modified clause D.1*******

D.1
Flow Diagram for NASS Bundled Authentication

This clause describes how clients authenticate to NASS and simultaneously also gain service layer authentication using the ‘single-sign-on’ NASS bundled authentication. The sequence diagram is depicted in Figure D.1.

1.
The UE gets network attachment after the authentication at the NASS level. The CLF in the NASS (network attachment subsystem) holds a binding between the IP address and the location information (contains the Line Identifier), which the user holds per the xDSL connectivity. The selection of the authentication (whether NBA is possible or not) is done at UPSF level on IMS-user basis.

2.
As the SIP REGISTER message reaches P-CSCF, the P-CSCF knows whether or not a security association is required at this point, based on:

· the SIP signaling,

· presence of local policies (such as network interface), 

· L3/L2 address. 

During the SIP registration, the P-CSCF locates the CLF based on the UE’s IP address or/and based on the information of the access network from which the P-CSCF receives the IP packet (P-CSCF may have several logical/physical interfaces toward different Access Networks). P-CSCF performs a “Location Information Query” towards the CLF over the e2 interface. The key for the query is the IP address used by the UE.

3.
The CLF sends the response to the P-CSCF including the location information of the UE.

4.
The P-CSCF appends the NASS location information to the SIP REGISTER message in the form of a parameter in the Via header constructed by P-CSCF and forwards the REGISTER message to I-CSCF and eventually to S-CSCF. 

5.
S-CSCF queries the UPSF over the Cx interface using MAR request. 

6.
The UPSF returns a message with the location information of the user identified by the IMPI and IMPU (if NASS Bundling is preferred authentication scheme).

7.
S-CSCF finally authenticates by comparing the location info embedded in REGISTER message with location information received from the UPSF. If they match the user is successfully authenticated and 200 OK message is sent to the UE.
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Figure D.1: Flow Diagram for NASS Bundled Authentication (see [8])

*******No More Modification in This CR*******
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