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1. Overall Description

For the last couple of meetings, SA3 has been discussing a potential Denial of Service attack scenario. The attack scenario is presented and illustrated in S3-060084. As seen in S3-060084, a false base station can send a high value for the timer T3302 to a UE in a NAS Registration Reject message in order to deny PS services to that UE. The false base station can make the DoS attack more effective by sending specific reject cause values which would lead the mobile to immediately act on the provided value for T3302.
A successful attack would lock out the target UE from PS services for up to 186 minutes, which is the maximum value for the timer T3302. Crucially, the UE remains locked out for this time period even if the attacker shuts down his false base station and disappears. The PS service would only be resumed immediately if the terminal completes a power cycle or changes routing area. Because the effect of the attack persists after the active attacker has gone, this attack is more significant than other types of non-persistent DoS attacks like RF jamming that are much more difficult, or impossible, to prevent.
SA3 have noticed from TS 24.008 that the timer T3302 can also be “deactivated” by the network. However, the definition of “deactivated” is not clear to SA3. In particular, it is not clear whether it would mean that the network could lock the UE out for more than 186 minutes. CT1 is asked to clarify what is meant by “deactivating” T3302.
For PS services that are user-initiated, the user discovers the problem when he tries to initiate the service. However, for some other types of services, the impact of the attack is more severe. For example the attacker could deny PS service to mobiles that send automated messages (e.g. alarms) over a PS bearer, or could prevent particular mobiles from receiving incoming messages or calls over the PS bearer.
In the case that the attacker tries to block incoming messages or calls over the PS bearer, two cases are distinguished depending on whether or not the network supports network-initiated PS service. In networks which do not support network-initiated PS service, the terminal should always be able to inform the user when there is a failed attempt to retrieve an incoming PS message or call. However, whether the user is audibly alerted when there is a failed attempt to retrieve an incoming message/call, or when the message/call has been successfully retrieved, depends on the terminal implementation. Therefore in some cases the user may be unaware that he is missing incoming messages or calls. In networks which do support network-initiated PS service, the problem may be more severe because the terminal may not receive any indication of an incoming PS message or call. In this case the user would rely on being informed by the terminal that the PS service is unavailable. This is problematic because the terminal is unlikely to use an audible alert for this, and a visible alert would rely on the user checking the display of his phone periodically. 

In all these cases the attack is quite sophisticated to perform and the motivation to launch the attack is relatively low - therefore the risk of attack is not high. Nevertheless, SA3 still believes that we should remove this vulnerability in the standards as soon as possible - at least from Release 6 onwards. 
In the analysis of this DoS attack and in looking at TS 24.008, SA3 feels that a possible solution is to make the optional PLMN search provided in TS 24.008, subclauses 4.7.3.1.5 and 4.7.5.1.5, mandatory.  This optional PLMN search is allowed if the attach or routing area update counter reaches its maximum value (see sections 4.7.3.1.5 and 4.7.5.1.5 of TS 24.008). If the optional PLMN search is performed, then PS service would be resumed as soon as the attacker disappears. However, mandating the PLMN search has the disadvantage that the UE would loose CS service while the lengthy PLMN search is being performed. It would therefore be preferable to find an alternative solution that does not interfere with the CS service. Furthermore, the UE could be put into the situation of delaying a registration attempt for a period of T3302 by a genuine network. If the UE is then mandated to do a PLMN search that would defeat the purpose of delaying the UE for a period of T3302 and could cause the UE to register on another PLMN, with the effect that the genuine network loses UEs unnecessarily.
Another solution considered by SA3 is to only allow T3302 to be remotely changed if it is received in a UMTS integrity protected or GPRS encrypted message. This type of solution is described further in S3-060084. One issue with this type of solution is that GPRS networks which do not enable ciphering would be unable to set T3302 remotely. Since UMTS integrity protection is mandatory then a similar issue does not arise in the UMTS domain.

A further solution is to remove the capability to set T3302 remotely. CT1 is asked to clarify why the capability exists to set this timer remotely and whether it would be acceptable to remove the capability to set T3302 remotely from new networks, and that the UE should either use a low default value in the UE when connected to a new network, or only update the timer if it is received in a UMTS integrity protected or GPRS encrypted message when received from an old network.

While SA3 is willing to continue to study solutions to mitigate this attack, SA3 feels that CT1 should take the final decision on how to address this problem in the CT1 specifications.
Note that none of the suggested countermeasures would help existing UEs. Only new UEs would be protected against this attack.
2. Actions:

To 3GPP CT1
ACTION 1: 
SA3 request CT1 to remove the above mentioned vulnerability in the standards preferably from Release 6 onwards.
ACTION 2: 
SA3 request CT1 to 
a)
Confirm that this vulnerability affects the PS service but not the CS service.
b)
Clarify what is meant by “deactivating” T3302
c)
Clarify why the capability should be provided for the network to remotely set the timer T3302.

3. Date of Next TSG-SA3 Meeting:

TSG-SA3 #44 
11 - 14 Jul 2006     
Tallinn, ESTONIA   
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