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Abstract

This contribution studies how NDS/IP can counteract certain IP based threats in LTE. __________________________________________________________________________________________

1.1. Introduction

During the joint SA3/RAN2/RAN3 meeting in Sophia Antipolis in January, SA3 and RAN3 agreed ’to work on network interface security aspects linked to IP transport’ i.e. the protection against threats on the IP-based interfaces between eNodeB and aGW, and between eNodeBs. Now that SA-plenary has decided that RRC terminates in eNodeB and that RAN decided that the aGW will not be involved for intra-LTE mobility, the work on applying Network Domain Security (TS 33.210) on the LTE architecture can start. The structure of this analysis is as follows. First we give an overview of the NDS/IP architecture, then we describe the IP based threats on each of the reference points and how TS 33.210 can be used to protect against these threats.

2. NDS/IP (TS 33.210) applied to the LTE architecture

TS 33.210 defines a Za and a Zb-interface that is applied between NE’s (Network Elements) and SEGs (Security Gateways) in order to protect the transfer of signalling data.
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Figure 1: NDS architecture for IP-based protocols from TS 33.210

If we convert the above figure towards SAE/LTE entities then NE A-1 may be an aGW (MME, UPE) and NE B-1 may be the eNodeB if the aGW and the eNodeB reside in different security domains (e.g. if they are connected over the Internet). The SEG may be integrated into the NE or may be a standalone device. If the link between the SEG and the NE can be trusted (e.g. the link between the aGW and the SEG resides in the same building of the operator) than no additional security (other than the physical measure) needs to be applied between them (i.e. the Zb reference point security is optional). Alternatively, if aGW and eNodeB reside in the same security domain, they may be mapped to NE A-1 and NE A-2 respectively and the optional Zb interface would be used between them.

In the further text within this section it is assumed that solutions similar to TS 33.210 are needed in order to protect the LTE nodes from IP based threats. The evaluation of which security functions are needed is described in the next section.

If several nodes are placed within the same trusted environment, then it may be advantageous to concentrate the security in a stand-alone device i.e. a SEG at the border of the trusted domain. This may be the fact for the aGW (current SA2-TR assumes that MME and UPE could be split over separate devices) but also for eNodeBs. In any case the number of (semi-static) security associations for NDS/IP on the S1-reference point between eNodeB and the core Network will largely be determined by the number of eNodeBs.

It is assumed that the S1-reference point between eNodeBs and the aGW may go via the open internet or over equivalent solutions with similar low protection level (e.g. the operator leases an IP-line from a carrier that cannot guarantee the prevention of security threats on that leased line). While the aGW resides in a trusted location, this is not necessarily the case for the eNodeB. In this case, physical links in the vicinity of the eNodeB may be vulnerable. Therefore, in the general case, IPsec functionality, terminating either Za (i.e. SEG functionality) or Zb will have to be integrated in the eNodeB, to prevent breaches if there would be a separate SEG to eNodeB link. However we should not rule out the deployment option where the vicinity of eNodeBs is sufficiently trusted, but the backhaul link to the aGW is not. In this case, it may be advantageous to use SEG aggregating the traffic from several eNodeBs.

The analysis in the next section assumes that Network Domain Security Associations terminate in eNodeB and aGW to simplify the text. But, depending on the trust assumptions in a particular deployment scenario, a separate SEG could be used to reduce the number of required security associations.

For reasons of completeness, the figure below also shows the security associations per user although they are not the subject of this contribution. From an individual UE point of view following UE specific security associations can be activated (See figure 1 – red and purple lines):

1) Between UPE and UE for user plane security (ciphering optional).
2) Between MME and UE for NAS signalling security (integrity mandatory and confidentiality protection optional).

3) Between eNodeB and UE for RRC integrity.
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Figure 1: Security association including UE specific and NDS SA’s

3. Evaluation of threats

In this section we analyse the IP-based threats, and evaluate whether and how NDS/IP provides a countermeasure. 

3.1 Threats from S3-060191

In the further text we only consider outsider attacks between UE and the MME and UPE of the aGW, and on the IP-based reference points between eNodeB. Furthermore we have only selected those threats from S3-060191 which we found relevant for this discussion.

Threat-1: Section 3.1 User Plane packet injection attacks: (B) The attacker injects user plane packets on the last-mile, while eNodeB, UE and UPE are not compromised. DoS attack is also possible. Attacker may send broadcast packets to the access link and try to congest access network as much as possible.
Evaluation:

If the interface between aGW and eNodeB is not trusted and an attacker could indeed inject packets towards the UE then the eNodeB would simply forward these packets towards the UE, irrespective of whether there is integrity or confidentiality protection of the user plane between UE and aGW. In this way, an attacker could overload the air interface and deny service. 

In the uplink, the effect of packet injection towards the aGW is different: NDS could not stop an attacker from bombarding the aGW with bogus packets even if user plane security was integrity-protected between UE and aGW. Packet filtering methods must be used here. However the use of NDS could prevent that the aGW sends bogus packets further into the core network. Note that packets are forwarded by the aGW only if the attacker could correctly guess the required headers, which may not be easy as the user plane is encrypted. 

Conclusion: network domain security with integrity protection between eNodeB and aGW is required in the downlink if the interface is not trusted. It is recommended in the uplink if the interface is not trusted.

Threat-2: Section 3.2 User Plane packet modification injection attacks between eNodeB and the UE: (A) The attacker modifies encrypted user plane packets, so as to deny service from the UE by modifying UE packets in such a way that the UE must re-transmit etc. In this way the attacker acts as man-in-the-middle between UE and UPE. This affects the service quality that the UE (subscriber) is seeing. 

Evaluation: Applying NDS between eNodeB and aGW does not seem to help against attack between eNodeB and UE.

Threat-3: Section 3.3 User plane packet eavesdropping between the eNodeB and the UE
Evaluation: Applying NDS between eNodeB and aGW does not seem to help against attacks between eNodeB and UE. 

Threat-4: Section 4.1 Dos Attacks from false MME against eNodeB

Evaluation: This concerns control plane traffic which is originated from false MME towards genuine eNodeB. As control traffic we distinguish S1-signalling (Iu-like) between eNodeB and aGW and NAS signalling between UE and aGW. The vice-versa case is similar.

We assume that NAS signalling is integrity protected and may be confidentiality protected between the UE and the MME. Similar consideration as for Threat-1 applies. IP packet authentication is needed to protect against DoS attacks towards eNodeB.  

However note that signalling on the S1-reference point will transfer RRC integrity keys, so there is a requirement for confidentiality protection of the S1-signalling.

3.2 Threats not listed in S3-060191:

Threat 5:  Dos Attacks from false eNodeB to eNodeB.

Evaluation: Similar as Threat-1: IP packet authentication is needed.

Threat 6: Attacks on the eNodeB-eNodeB interface.

Evaluation: Similar as Threat-1: IP packet authentication is needed to prevent spoofed handover commands. It is likely that sensitive information will be transferred on this interface which will require confidentiality protection (e.g. RRC integrity keys in handover).

4. Conclusion

The result of the analysis is captured in following table. Further analysis is necessary for certain issues.

	Reference point and data type 
	Integrity/authentication according to TS 33.210
	Confidentiality of NDS/IP according to TS 33.210
	Remarks

	S1-User plane  (UPE)
	Yes
	No
	TS 33.210 only covers signalling data

	S1-NAS (MME)
	Yes
	No
	

	S1-Iu-alike (MME)
	Yes
	Yes (transfer of sensitive information e.g. RRC keys)
	

	eNodeB-eNodeB
	Yes
	Yes if sensitive information is exchanged (RRC keys)
	


It is proposed to add this analysis to the document on ‘Rationale and track of security decisions in Long Term Evolution’.
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