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************************Begin of Change*************************
1
Scope

This technical specification covers the security mechanisms and procedures necessary to protect all TCAP user messages which are sent between different security domains. The complete set of enhancements and extensions to facilitate security protection for the TCAP protocol is termed TCAPsec and it covers transport security in the TCAP protocol itself and the security management procedures.

This technical specification contains the stage 2 specification for security protection of the TCAP protocol. The actual implementation (stage 3) specification can be found in TS 29.204 [9].
  

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 29.002: "Mobile Application Part (MAP) specification".

[3]
NIST Special Publication 800-38A "Recommendation for Block Cipher Modes of Operation" December 2001.
[4]
ISO/IEC 9797: "Information technology -- Security techniques -- Message Authentication Codes (MACs) -- Part 1: Mechanisms using a block cipher", Ed.1, 1999-12-16.

[5]
FIPS Publication 197: "Specification for the Advanced Encryption Standard (AES)", November 26, 2001.

[6]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[7] 
W3C DTF profile of ISO 8601: 2000 - Data Elements and Interchange Formats - Information Interchange - Representation of Dates and Times. International Organization for Standardization. http://www.w3.org/TR/1998/NOTE-datetime-19980827.
[9]
3GPP TS 29.204: “Signalling System No. 7 (SS7) security gateway; Architecture, functional description and protocol details “
************************End of Change*************************
************************Begin of Change*************************
5.5
TCAPsec structure of protected messages

TCAPsec provides following protection modes and these are defined as follows:

Protection Mode 1:
Integrity, Authenticity

Protection Mode 2:
Confidentiality, Integrity, and Authenticity

In case a TCAP message does not require protection (as indicated by the SPD) then the message shall be routed unchanged by the SS7-SEG.

TCAP messages protected by means of TCAPsec include a Security Header and a Protected Payload. 

Secured TCAP user messages have the following structure:

	Security Header
	Protected Payload


For detailed message structure see TS 29.204 [9]

In all protection modes, the security header is transmitted in cleartext.

The intermediate unprotected TCAP message representation is the cleartext concatenation of DialoguePortion and ComponentPortion of the original TCAP message (after message reassembly if this applies).

For protection mode 1, the protected payload is the concatenation of the intermediate unprotected TCAP message representation and the message authentication code.
For protection mode 2, the protected payload is the concatenation of the result of applying the encryption function to the intermediate unprotected TCAP message representation, and the message authentication code.

For integrity and authenticity in protection mode 1, the message authentication code is calculated on the concatenation of the security header and the intermediate unprotected TCAP message representation. The message authentication code in protection mode 2 is calculated on concatenation of the security header and the result of applying the encryption function to the intermediate unprotected TCAP message representation.  
************************End of Change*************************
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