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1 Introduction 

With the split of security processing between the aGW and eNodeB (eNB) in LTE, there is a need to provide keys from the aGW to the eNB for protection of the RRC signaling. 

In [1], a “Kerberos style” solution is proposed. This proposal has many interesting features. Central to the proposal is that it provides eNB-unique keys, meaning that if the key at some point is disclosed, security will (most likely) be restored at the next inter-eNB handover. Another property is that no pre-existing pairwise eNB keys are needed. However, the proposal also has some issues from complexity point of view, as “key sets” for all eNBs in a certain area needs to communicated between eNBs at handover. Also, the aGW needs (to some extent) predict which eNBs that will serve the UE in the near future.

Since there has not been identified a strong requirement for independently eNB-unique keys (in the sense that one eNB key does provide information about other eNB keys), [2,3], one can consider other solutions, perhaps less complex, but still providing good security. In what follows, we sketch some ideas for what such a solution might look like. We discuss only keys for integrity protection of RRC. Should also RRC ciphering be needed (which could very well be the case), it is straightforward to generalize the discussion to RRC ciphering keys as well.

2 Discussion

2.1 Requirements and Assumptions

The following functional and security requirements are assumed:

1. The eNB keys shall be cryptographically separated from the aGW (NAS and UP) key(s). Rationale: see [2,4].
2. For a given fixed UE, each eNBs will use distinct (but not necessarily completely cryptographically independent) keys. Even if the UE re-visits the same eNB, distinct keys should be used each time. Rationale: key management should support simple handling of counters, replay protection, e.g. counters can always start from zero, etc. 
3. There shall be no need to predict which eNBs that will serve the UE. Rationale: a solution not satisfying this will always to some extent be based on heuristics and may occasionally create unwanted signalling overhead. 
4. If an eNB key at some point is compromised, the caused insecurity shall not persist until the next AKA procedure. Rationale: sound security requirement, limiting the need for very frequent re-authentication.
It is also assumed that hand-over between eNB:s is carried out using inter-eNB signalling. It should be noted that the mobility handling has not yet been agreed upon in 3GPP, and other solutions, signalling via the aGW, are possible, and may also turn out to be preferred from security point of view. However, for concreteness we need to assume a scenario. Thus, besides these requirements, it is assumed that inter-eNB communication can be secured (ciphering/integrity) by some means outside the scope of this discussion, though Kerberos type solutions (creating eNB-pair specific, but UE independent keys) could be envisioned. It is argued that this is a reasonable assumption, as context/information transfer between eNBs at handover most likely will require protection anyway in the assumed scenario.

2.2 Solution sketch

Given the requirements above, there is actually a quite natural approach to managing the keys.

At initial AKA between UE and the network, the usual keys Ck, Ik, are created at the aGW. These keys (or some derivative thereof) are used for NAS and UP protection. Following successful authentication, then, the aGW derives a key for the eNB which currently serves the UE. To make the key eNB-unique, some identifier for the eNB is used, e.g.




Ik1 = KDF(Ck, Ik, …, ID_eNB1)

















(1)

assuming eNB1 is the current point of attachment for the UE. This key is used by the UE and eNB until a handover occurs, say to eNB2. At this point, the old eNB1 calculates a key for the new eNB2, e.g.





Ik2 = f(Ik1, …., ID_eNB2)


















(2)

for some suitable function f and sends it to the new eNB2. By appropriate choice of f, the new Ik2 will not disclose any information about Ik1 (though the converse of course does not hold). Continuing in this fashion, the keys used between eNB:s and the UE will form an irreversible chain, so that a later key will never reveal an earlier one. The aGW need not be involved in the key management, except to produce the first key. Also, if the UE re-visits an eNB, a different key than that used on the first occasion will be used.

Of course, a drawback is that if at some point a key, Ikj, is compromised, all future Ikm, m > j, will also be compromised. To recover from such a compromise, i.e. to make the insecurity non-persistent, it is natural to consider involving the aGW again. One possible way may be as follows.

When the UE transits from IDLE state to ACTIVE state, the aGW is involved to provide context information to the eNB. This would be a suitable occasion to also “refresh” the key. Specifically, when the eNB (let us assume eNBt), requests UE context from the aGW, the aGW provides a new key that “breaks” the chain used so far. A problem is that if (1) is used to derive the key, and eNBj has already been visited by the UE at an earlier point in time, then we may still end up producing a key that has already been used, and thus we are not guaranteed that we break the chain of keys. A way to solve this may be to include a counter value in (1). That is, when the UE first authenticates, the aGW sets a counter, V, to zero, and instead of (1) the aGW performs



Ik1 = KDF(Ck, Ik, …, ID_eNB1, V).

















(1’)

The aGW then keeps V in the UE context together with Ck, Ik, etc for later use. Later, when eNBj requests context for the IDLE-to-ACTIVE transition, the aGW along with the context delivers a key computed something like



V = V + 1;



Ikj = KDF(Ck, Ik, …, ID_eNBj, V).

This assures that Ikj cannot be computed from any previously compromised eNB key. Note that we can assume that the RRC message counter can always start from zero at IDLE-to-ACTIVE transition due to this key refresh and there is no need for explicit signalling to synchronise the key change between eNB and UE.. Optionally, for increased robustness, one can consider the value V being signalled from the aGW to the UE. This should be considered NAS signalling and thus V should be integrity protected by the NAS integrity key.



One can summarize the security properties as follows:

· When the UE moves while in ACTIVE mode, an eNB key-compromise will compromise future keys, but earlier keys are still secure. As a security aspect this is relevant if confidentiality of RRC is present but even without confidentiality it is of relevance to simplify counter/replay manageent.
· Whenever the UE transits from IDLE to ACTIVE state, security is restored.

It can also be noted that the key management procedure on IDLE-ACTIVE transition can also be triggered by other means, such as policy. Since keys for UP (and NAS) are still kept fixed, there should be no disturbance to the user experience if the RRC key management is run in the “background”. The only issue here is that the eNB and UE can agree (preferably without explicit signalling) on at which point in time to switch to the new key.

Finally, notice that schemes such as above simplifies counter/replay management: since a new key is always created at each eNB, counters associated with RRC can re-start from zero at each eNB handover. Also, there is no need for a FRESH parameter.

3 Conclusion and Proposal

Above a sketch for a key management solution providing a reasonable security, but at a modest complexity/cost, was discussed. The solution requires secure inter-eNB communication.

The proposal is that SA3 investigates this and other solutions in more detail, before deciding on key management for LTE eNBs. Clearly, different solutions with different complexity/security/signalling overhead tradeoffs are possible.
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