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1 Introduction 

This contribution discusses the need to consider threats related to unprotected bootstrap and multicast/broadcast signaling in LTE.
2 Discussion

In UTRAN there is no protection of information received from the network before the security mode command, i.e. the bootstrap signaling is unprotected. Similarly, information which is sent from the network in a point-to-multipoint fashion, e.g. information triggering hand-over to other NodeBs while the UE is idle or information such as the GROUP_RELEASE command from the RNC, lacks protection.

Protection of such signaling seems to require either:

· public keys associated with RAN nodes and use of signatures, 
· source origin authentication schemes such as TESLA, [1], or,

· other forms of  “tailor made” symmetric key based solutions for specific problems, e.g. [2].

The threats associated with not using such protective measures seem mainly to be of DoS aspects, i.e. the UE will be fooled into camping on a false NodeB, or, the UE would be detached from the network, etc. However, at the same time, the effects of these DoS attacks are more persistent than “radio jamming” attacks, as the UE will e.g. loose paging until the user/UE actively triggers an outgoing call. Thus, this sort of DoS attack is not completely persistent, neither is it exactly non-persistent. 
3 Conclusion and Proposal
Considering that there may be other solutions to these (potential) problems than “naïve” use of PKI/signatures., it is proposed that rather than assuming the same (in)security as in UMTS is acceptable, the threats related to bootstrap and multicast signalling in LTE, and possible solutions thereto, should be documented in Section 2 (Threats to UE)  in the “Rationale and track of decision” working document.
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