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Abstract

This contribution studies User Identity Linkability. We conclude that adhering to the presented TMSI reallocation requirements can already defend against a passive attacker linking the user’s behaviour between different active sessions, following an unexpected IMSI-TMSI disclosure by the network. Our requirements do not protect against an active attacker. But when the presented requirements are adhered too, the active attacker needs to remount his attacks again during each next idle period. Under the assumption that only protection against passive attackers is necessary, the need for RRC ciphering is questionable.
__________________________________________________________________________________________
1.1. Introduction

During the last SA3 meeting in Bangalore, India, SA3 had some first discussions on the necessity of encrypting RRC. The contribution S3-060116 was discussed, which argues in favour of encrypting complete RRC. One of the used arguments was the need to prevent the RNTI linkability to TMSI. It was highlighted that in order to ensure a sufficient level of user identity confidentiality, the linkability between all temporary identifiers and the permanent identifier IMSI had to be prevented. In this document we examine how and where the different identifiers are handled within LTE and which requirements should be adhered to prevent TMSI to RNTI linkability. In this we assume that the eNodeB is trustworthy and that the linkability threat is due to (passive or active) attacks on the air interface.

The analysis is based on the status of the discussions (14 march) on necessary UE-identifiers at the RAN2 email-list. Furthermore we assume that RRC terminates in the eNodeB as agreed by RAN#31, and that Control Plane signalling between MME and UE is integrity and confidentiality protected.

2.1. Overview of LTE identifiers and their allocation to Nodes.

 Table 1: User-related identifier usage at the air-interface

	 
	Size
	Examples
	Allocation
	Assigned by
	Main Usage

	Global IDs
	Long
	IMSI/IMEI
	Static (permanent)
	Operator/UE Manufacturer
	Registration at MME when TMSI cannot be used.

	 
	Long
	TMSI (1) (3)
	Temporary (Semi-permanent)
	MME
	For “anonymous” interaction with MME

	Cell specific ID
	Medium
	RNTI (1) (2)
	Temporary

(LTE_ACTIVE)
	eNodeB
	Addressing between eNodeB and UE at RRC layer

	
	short
	MAC-ID (2)
	Temporary
	eNodeB
	Addressing between eNodeB and UE at MAC-layer

	Connection related IDs
	Long
	IP-adresses (IPv4, IPv6)
	Temporary

(LTE_ACTIVE)
	UPE
	Packet Routing 


Assumptions:

 (1): At the S1-interface (between eNodeB and aGW), the RNTI may be supplemented by Cell-ID to form a more global RNTI.  Cell-ID is also known at the air-interface, so the cell specific RNTI (C-RNTI) together with Cell-ID may also be used at the air-interface. From the core network point of view, the UE is identified by the TMSI and the tracking area. The TMSI is reallocated at each Tracking Area Update per definition.
(2): RAN2 is still discussing the UE identifiers. This may result in only one or two UE identifiers at eNodeB within LTE_Active. We assume for this analysis that RTNI and MAC-ID have similar properties i.e. local scope and initial unprotected allocation. Therefore, in subsequent text only RNTI is mentioned.

(3): Section 5 of TR 23.882 (Requirements on the architecture):

‘LTE/SAE shall support the same level of User Identity Confidentiality as today’s 3GPP system (e.g. Idle mode signalling and attach/re-attach with temporary user identities)‘.

It is also assumed that the arguments that lead to rejecting enhanced user identity confidentiality schemes in 3G are still valid for LTE i.e. the implementation complexity of the proposed solutions (cfr. [USECA D11]) were a decisive disadvantage against their inclusion in UMTS, and hence the TMSI-mechanism shall be reused for LTE. We therefore assume that the following requirements (as from 3G, adopted toward TLE terminology) are also valid within LTE:

Requirement-1: The TMSI on initial and re-allocation by the MME shall be transferred via NAS signaling (confidentiality and integrity protected) towards the UE.

Requirement-2: The MME shall store the TMSI sufficiently long after user de-registration (transition to LTE_DETACHED) or TA-update time-out, in order for the user to be able to register again with TMSI.

Note:  The time for the MME to keep the TMSI value is implementation dependent.

The following Figure shows the LTE state transitions from the eNodeB’s point of view (3GPP TR 25.813 V060):
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Figure 5.4.1 from TR 25.813 v060 : E-UTRAN RRC protocol states

Notes:

· The TA-ID (Tracking Area) as mentioned in the above Figure would be the TMSI which has been allocated by MME. The deallocation of TA-ID (TMSI) in the above figure for all state transitions to LTE_DETACHED should not be performed.

· The state transition from LTE_ACTIVE to LTE_IDLE is initiated and controlled by the eNodeB, while the transition from LTE_IDLE to LTE_ACTIVE is initiated by the UE (possible after network paging).

3. 
Additional requirements to prevent User Identifier linkability.

3.1
IMSI/TMSI/RNTI

We assume that the requirement 1 and 2 from previous section, which we derived from Section 5 of TR 23.882 (Requirements on the architecture), are adhered too. 

A disadvantage of the 2G/3G temporary user identity confidentiality scheme is that a false network/eNodeB can always claim to have lost the TMSI and can ask the UE to reveal the IMSI upon registration. This will allow an attacker to record the usage of all (temporary) identifiers at the air-interface and then backwardly trace the UE behaviour when he succeeds in getting the IMSI correlated to the current TMSI. This attack cannot be prevented, only the successfulness to re-construct a UE’s behaviour backwards in time can be limited. Essential to this is that the RNTI shall be unlinkable to the TMSI for an outsider. This can be done in several ways e.g. by using a confidentiality protected TMSI reallocation, by a secure RNTI reallocation-mechanism or by a combination of these measures. If the TMSI assignment is NAS encrypted then the attackers job to correlate IMSI and future TMSI by knowledge of current TMSI is impossible for a passive attacker.

We first focus on TMSI reallocation rather than local RNTI reallocation, motivated by the fact that the TMSI has a wider scope (Tracking Area related) than the RNTI which is a cell related identity. In state LTE_IDLE and LTE_ACTIVE there exists a security association between the UE and MME, which can be used for protecting TMSI reallocations. But in LTE_IDLE the eNodeB does not possess a security association with the UE. The TMSI needs to be disclosed every time the UE has to initiate contact MME from state LTE_IDLE (RNTI or similar identifier cannot be used to identify the requesting user to the MME).

In order to prevent that the current RNTI (which may be allocated insecurely) cannot be linked to the future TMSI i.e. via TMSI disclosures via MM-signalling in LTE_IDLE (e.g. periodic TA update) after the transition from LTE_ACTIVE to LTE_IDLE, it is necessary to perform TMSI reallocation after having activated NAS ciphering by the core network.

Requirement-3: The TMSI shall be re-allocated after LTE_DETACHED to LTE_ACTIVE transition when having activated NAS-security (and shall be transported confidentiality protected to the UE). 

Requirement-4: The TMSI shall be re-allocated after LTE_IDLE to LTE_ACTIVE transition.

In this case the RNTI can only be linked with the cleartext TMSI used within the MM-procedure that initiated the previous state transition to LTE_ACTIVE. This prevents backwards traceability as the attacker cannot ask the IMSI related to the old TMSI anymore.
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Figure 1 : IMSI Re-allocation in Time

We assume that an attacker (excluding compromised eNodeB’s) is not able to ask MME for the IMSI related to a traced TMSI within LTE_ACTIVE as MM-signaling shall be integrity protected on NAS level. Similarly the UE should not answer a paging request with IMSI or TMSI while in state LTE_ACTIVE
. The newly assigned TMSI is therefore protected from disclosure via an active attack during the LTE_ACTIVE session. 

We assume that the protected MM-signalling during LTE_IDLE is routed towards NAS via the eNodeB on the basis of an internally linked RNTI-TMSI table (S1-interface). The requirements 3 and 4 will result in isolation of the effects of user traceability against the passive attacker on accidental IMSI disclosure (e.g. TMSI mismatch).

The active attacker however can successfully retry after the user enters LTE_IDLEs state, after the first MM-signalling (e.g Tracking Area Update) that needs to be identified by a TMSI and ask the user to identify himself with IMSI. This will allow the attacker tracing the user’s behaviour during the next LTE_ACTIVE period assuming the RNTI allocation is not secure. The attacker will not be able to trace the user behaviour passively after that period without remounting the active attack.

A secure RNTI reallocation mechanism might further help in limiting the traceability of a particular user. It needs to be investigated whether the complexity that comes with it, warrants the limited increase in ID-confidentiality. An active attacker can use the LTE_IDLE state for his attacks. A passive attacker needs to take advantage of accidental IMSI disclosure. Under these circumstances it may be acceptable that the RNTI is transported and allocated without requiring confidentiality protection.

When still secure RNTI re-allocation would be necessary then there exist several solutions, with different complexity. However it will not bring much additional privacy value for the user. We sketch these solutions for completeness reasons. In that case the RNTI could be re-allocated after activation of air-interface security and transported confidentiality protected to the UE. (this concerns both the state transitions from LTE_IDLE and LTE_DETACHED to LTE_ACTIVE). 

The assignment of an initial RNTI (could also be an initial MAC-ID) is being performed by the eNodeB before it is possible to confidentiality protect the transport of the RNTI to the UE. An obvious solution is to re-allocate the RNTI after activation of security and to use a signalling procedure (with confidentiality protection) to inform the UE of the new identifier. This allows preventing backwards and forward tracing of a UE (with disclosed TMSI) at the air interface based on the RNTI (but see also IP-address traceability in a further section). A potential alternative solution is to use a derivation function at both the UE and the eNodeB to derive a secret subsequent RNTI that can be used without having to transfer the new RNTI-value. A potential problem with this is that collisions have to be avoided when generating the new value as the RNTI
 has a limited length. This can be prevented by using a RAND that is chosen by the eNodeB, potentially going through some iteration by re-choosing RAND at eNodeB, in order to generate an unused RNTI value. Such a derivation function may be:  new RNTI = HASH (old RNTI, RRC integrity key, RAND) and needs to be implemented on the ME en eNodeB. Such a solution removes the requirement to confidentiality protect the RNTI re-assignments via RRC.

3.2
IP-address linkability towards TMSI/IMSI/RNTI

The UPE stores a UE context, e.g. parameters of the basic IP bearer service, keeps network internal routing information. The MME can store the UE context for long to allow for (re-)registration with temporary identity (user identity confidentiality). Within LTE the user gets an IP-address from the moment the registration (and authentication) has been successfully performed. 

TR 25.813 V060 of table 10.1 currently describes within a NOTE that the protocol stack layer in which the ciphering takes place is FFS. 

Assumed that user plane ciphering would be done at IP level than the initial assigned IP-address (allocated by confidentiality protected NAS signalling (requires UPE/MME cooperation)) would be disclosed when starting data transfers. When the IP-address would be kept static for a long time, it could allow the passive attacker to correlate reallocated TMSI with these static IP-addresses, and this would weaken the TMSI re-allocation scheme. In this case we see following useful requirement. 

Requirement-5: If IP-addresses are exchanged in cleartext then the reallocation of the IP-addresses shall be of a comparable frequency as the TMSI-reallocation.

However if we suppose that the User plane ciphering is being performed below/integrated to the PDCP layer then there is no need to require frequent IP-address allocation as the IP-packets are tunnelled and encrypted within ‘PDCP-ciphering’.  This also means that IP-address privacy mechanisms need not be used (e.g. MAC addresses in IPv6). However the identifier that is being used within ‘PDCP’ should then be re-assigned at least as frequently as the TMSI re-allocation. 
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Figure 5.1.1: User-plane protocol stack from TR 25.813

Note also that with user plane ciphering not activated, the passive attacker is not only able to observe the IP address of a user but might also be able to observe application layer identifiers, and as such be able to bypass TMSI-IMSI secure reallocation mechanisms. 

3. Conclusions and proposal

The result of our analysis is that the TMSI-reallocation schema as proposed by the requirements in this document, seems to sufficiently limit the successfulness of a passive attacker linking a user’s behaviour at the air interface between subsequent active periods. The active attacker cannot be blocked during LTE_IDLE, so RRC encryption will not help against linking subsequent active periods.

It is proposed to adopt the requirements presented in this contribution and to include these in the SA3 document on ‘Rationale and track of security decisions in Long Term Evolution’.

The necessity of RRC confidentiality must be motivated by other requirements. One of the outstanding issues is that RRC measurement reports could carry sensitive user information (location info) and therefore requires confidentiality protection. But as long as these RRC measurement reports would only use local identifiers (e.g. RNTI) and these local identifiers would be unlinkable to the user’s TMSI by adopting the requirements of this paper, there seems to be no need for applying RRC encryption to defend against passive attackers.

� A user can be paged by the IMSI, which can always be used by an attacker to check the presence of a user in a certain tracking area (IMSI probing attack). Solutions to prevent identity linkability cannot prevent such attacks but limit the backwards and forwards privacy consequences.





� This also assumes that the RNTI is not structured.
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