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Introduction
The SA meeting in December 2005 produced an agreement between 3GPP and CableLabs that PacketCable requirements could be addressed within the 3GPP FBI work item, as well as other work items such as GRUU and PCC. CableLabs is a 3GPP individual company member and can contribute to the evolution of IMS specifications with contributions, following 3GPP normal working procedures.

At the February meeting of SA3, Cablelabs submitted a discussion document that provided a brief overview of the PacketCable effort. This document provides more detail on the security requirements and IMS extensions that the cable industry is pursuing. The goal of this document is to familiarize SA3 with these requirements. CableLabs is aware of the recent decisions on how alternate security mechanisms may be supported in the IMS. CableLabs is currently working to understand how to address these requirements in light of these recent decisions.
PacketCable Architecture
PacketCable is a CableLabs-led initiative that is aimed at developing interoperable interface specifications for delivering advanced, real-time multimedia services over two-way cable plant. PacketCable is a system architecture with a suite of standard applications. PacketCable networks use IP technology to enable a wide range of multimedia services, such as IP telephony, multimedia conferencing, interactive gaming, and general multimedia applications. 
Within the overall PacketCable goal to leverage existing industry standards whenever

possible, a specific objective is to align with the IMS architecture and specifications being

developed by 3GPP. Specifically, PacketCable will reuse many of the basic IMS components and interfaces. The primary motivation behind this design objective is to align with a set of standards that are widely supported by vendor products. The benefits include quicker time to market, economies of scale, and reduce the product development effort required to deploy PacketCable networks.

While many of the components and interfaces defined in the IMS have broad applicability to the cable industry, not all meet all of the needs of the cable industry. PacketCable enhances IMS to support the technology requirements of the cable industry, and also addresses cable operator business and operating requirements.

PacketCable has extended IMS to meet cable industry needs. While the cable industry is driving these requirements, they are not access dependent. The main goal is to allow for a greater diversity of IMS clients and deployment scenarios.
An overview of the PacketCable architecture elements and functional groupings is illustrated in Figure 1.  
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Figure 1 PacketCable Reference Architecture
As shown, IMS is central to the architecture for PacketCable services. The architecture is divided into several logical areas or functional groupings:
· Local Network: Network the user equipment uses to connect to the access network over multiple technologies such as Ethernet and WiFi. In some instances, the UE may contain an access network component. There may be a NAT and firewall gateway between the local and access networks. A UE encompasses either a software-based application or a hardware-based device.
· Access Network: The UE connects to the Edge via the existing cable access network or via other available access networks (e.g., public WiFi access point, 3G cellular data network). The Access Network elements provide the IP connectivity and QoS resources needed by the UE to perform the PacketCable services
· Edge: Encompasses reference points that are provided to a UE and the access network. IETF STUN and TURN servers are used to enable signalling and media access through NAT and firewall devices. The P-CSCF may request access network resources upon session initiation on behalf of UEs via the PacketCable Application Manager. Interfaces to OSS components such as DNS, DHCP and NMS connect to the network in this logical area.

· Core: The PacketCable core contains the basic components required to provide SIP services and subscriber data. Procedures in the IMS components are enhanced to support PacketCable functionality.

· PacketCable Multimedia:  defines an IP-based platform for delivering QoS-enhanced multimedia services over DOCSIS access networks.
Security Requirements

Cable business needs and deployment scenarios require support for non-UICC clients. The following deployment scenarios are supported:

· Existing IMS UICC-based UEs

· Existing and future devices with certificates

· Software clients that require users to log-in with a password
The following sections provide more detail on the specific IMS enhancements necessary to meet PacketCable requirements.
SIP Digest Authentication
In order to support clients without access to a UICC, such as software clients, SIP Digest authentication procedures are required. While the PacketCable specifications describe the detailed impacts to IMS components and procedures, the following bullets provide a high-level overview:

· UE – The UE must negotiate the algorithm parameter in the initial register request containing the value of the authentication scheme it supports. 
· S-CSCF – The S-CSCF must understand and use Digest related parameters from the UE and the HSS to perform the authentication. Hashed credentials are received from the HSS, and the S-CSCF is responsible for calculating the expected response to validate the identity of the subscriber. 
· HSS – The Cx interface must be enhanced to provide data elements for SIP Digest information. Cx AVPs are extended to handle Digest data elements such as cnonce, qop, etc. The Cx model can allow for either the S-CSCF or the HSS to perform the Digest calculations and authentication. 
Certificate Based Authentication
The cable industry has established a model where hardware clients are shipped with embedded digital certificates. For this reason, certificate based authentication is required. Currently, we are investigating protocol solutions, taking into consideration the existing and ongoing work being performed in the IETF related to SIP and certificates.
TLS

PacketCable specifications describe TLS as an option for access security on the Gm reference point. TLS is still a requirement for PacketCable in order to support a diversity of client types. TLS provides for NAT traversal, and is the recommended security mechanism in RFC 3261.
GBA
GBA requires enhancements to support clients without access to a UICC. Non-UICC clients perform HTTP Digest authentication to the BSF over TLS to derive key material to secure the Ua reference point. Key derivation functions and bootstrapping procedures must be altered to account for the TLS negotiation and Digest authentication.
Approach
Based upon time-to-market needs of the cable industry, CableLabs is developing and releasing PacketCable specifications in 2006. These specifications will contain enhancements to the IMS that address the above requirements. CableLabs’ goal is to achieve convergence with 3GPP by introducing these enhancements to the IMS in R7 or R8.
Conclusion
CableLabs believes very strongly in having a single IMS with a flexible security architecture that supports a range of clients and deployment scenarios. The requirements we have are access independent, and will benefit the entire IMS industry. We are looking to develop an approach that will support convergence in a single IMS, and look forward to working with 3GPP to attain these goals.
