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1 Introduction
In the current GAA specification, if the User-Name (IMPI) from the BSF is totally unknown to the HSS, the error situation 5401(DIAMETER_ERROR_IMPI_UNKNOWN) is used, but there is no corresponding statement about how BSF handles this message next in GAA related specification. 
In this document, we propose to add an identity error message form BSF to UE in order to make the specification more perfect.
2 Problem description 
In current GAA, when the User-Name (IMPI) from the BSF is totally unknown to the HSS, and HSS will send a Permanent Failures error message “DIAMETER_ERROR_IMPI_UNKNOWN” to BSF to inform BSF that the request failed, and should not be attempted again. But there is no corresponding statement about how BSF handle this message next.
However, if BSF does not send a error response message to UE, UE will not know what to do next, and it also can not inform user the exact reason. Form a user view, he just need to choose a application service through Man-Machine Interface and then wait for service, and all the procedures how UE access the NAF which requires to use GAA will be invisible. So the user can not estimate the reason as there are many possible errors happening during the procedure. And when a user can not access NAF, he will wonder what is wrong. Then he will just be able to retry the request, but this will case some network burden as BSF will send another request to HSS. And this is also against the original intent of “DIAMETER_ERROR_IMPI_UNKNOWN” message sent by HSS.
What’s more, if the user still can not get the service, he will either stop or have to contact the service desk for the reason. But this is very unfriendly to user and will breach user experience, which is important to network operator. If the UE knows the reason why he can not connect to the network, he will deal with the problem correctly. So if we can find a simpler way to let user know the reason, why not use it?
3 Solution
In order to resolve above problems, we suggest that BSF should also answer an appropriate response message to indicate the error to UE when the user identity is unknown to HSS and BSF.

The message can be realized by the following ways:

1. Reuse the 401 Unauthorized message. In this message, the nonce is set to a special value such as NULL or a string consisting of special character (such as “*” , “#” and so on ) to indicate identity error to UE. As challenge is encoded in base64 and these characters will never be used in a normal nonce value. (see annex A.3 of TS 24.109:”
4.
401 Unauthorized response (BSF to UE) - see example in table A.3-3


BSF forwards the challenge to the UE in HTTP 401 Unauthorized response (without the CK, IK and XRES). This is to demand the UE to authenticate itself. The challenge contains RAND and AUTN that are populated in nonce field according to RFC 3310 [6].

Table A.3-3: 401 Unauthorized response (BSF to UE)

HTTP/1.1 401 Unauthorized

Server: Bootstrapping Server; Release-6

Date: Thu, 08 Jan 2004 10:13:17 GMT

WWW-Authenticate: Digest realm="registrar.home1.net", nonce= base64(RAND + AUTN + server specific data), algorithm=AKAv1-MD5, qop="auth-int"

”)

2. A identity error indication is set to server specific data of nonce in the 401 Unauthorized message. (see annex A.3 of TS 24.109).
3. Define an new identity error message with new status code. i.e., 418.
4 Conclusion
Addition of an identity error message from BSF to UE shall make the specification more perfect when the HSS can not identify the User-Name(IMPI). So we hope that SA3 endorse it.
   CRs to TS33.220 (R6 and R7)are attached, we kindly hope SA3 approve them.













































































































































