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1
Introduction
In last SA3 meeting, confidential requirement of user identity is discussed. SA3 agreed that if there is need to protect the confidentiality of user identities, there may be other ways than ciphering all RRC messages, such as allocating IDs with a suitable scheme or only the identities themselves could be confidentially protected. We think that TMSI mechanism is a good way to mitigate the threat of catching identity and we propose to use mechanism similar to TMSI in LTE/SAE. In TMSI mechanism, procedure of allocating user temporary identity should be provided confidential protection. This paper lists several solutions to protect the procedure.
2
TMSI mechanism
User identity may compromise the user privacy. Attackers can use user identity to trace the location of users. Traceability and linkablity should be taken into account when mechanisms to protect user identity are designed. Traceability means that attacker can tracing user’s location by eavesdropping user identity. Linkability means that attacker can link different identities to the same user. Moreover, it should also be taken into account that the user has to send his identity in clear when unsymmetrical cipher algorithm does not used and there is no pre-shared key between user and network. 
In UMTS, TMSI mechanism is used to protect user identity. Permanent identity IMSI is rarely used. Temporary identity TMSI is often used to identify user. The procedure of allocating temporary identity is ciphered. TMSI mechanism is a good way to protect user identity. Attackers can not trace user location by eavesdropping user identity because user identity will be changed frequently. Attackers also can not link different user identities to the same user because procedure of allocating new identity is cipher protected. On the other hand, TMSI mechanism can not resist active attack. Attackers can personate SN (Serving Network) to get user permanent identity. TMSI mechanism allows some passive attack since user permanent identity needs to be sent in some cases. However, it’s hard to improve TMSI mechanism if unsymmetrical cipher algorithm does not used and there is no pre-shared key between user and network. Anyway, TMSI mechanism is an artful solution to protect user identity and we propose to use similar mechanism in LTE/SAE.
3
Solutions to protect the procedure of identity allocation
In TMSI mechanism, procedure of allocating user temporary identity should be provided confidential protection so that attackers can not link different identities to the same user. In UMTS, the signallings to allocate user identity are ciphered. It is just an alternative. There are other ways to protect the procedure of allocating user temporary identity. Following, three solutions are listed:
Solution 1:

Before generating a new temporary identity, network should share keys with user. These pre-shared keys are used to deduce a key which is used to cipher the user temporary identity. Some fresh parameters should be included in procedure of deducing key in order to ensure the freshness of key. In message of allocating user temporary identity, a ciphered temporary identity is sent. Fresh parameters are also sent. UE uses pre-shared keys and fresh parameters to deduce the key and use it to get the user temporary identity.
Solution 2:

Before generating a new temporary identity, network should share keys with user. A new temporary identity is deduced by using pre-shared keys both in network and UE. Some fresh parameters should be included in procedure of deducing key to ensure the freshness of user temporary identity. In message of allocating user temporary identity, only fresh parameters are sent.
Solution 3:

The signalling decipher/cipher module in UE side and network side can identify the type of signalling. Network generates new temporary identity of user and packet it in temporary identity allocation signalling. If signalling decipher/cipher module identify that signalling is to allocate temporary identity, modules perform decipher/cipher operation.
3
Proposal
We propose to use the mechanism similar to TMSI mechanism in LTE/SAE to protect the user identity. In TMSI mechanism, procedure of temporary identity allocation should be provided confidential protection. Current paper lists three alternative solutions to protect the identity allocation procedure. We proposed also to adopt these solutions as basis of future study. And we propose to modify SA3 document, Rationale and track of security decisions in Long Term Evolved RAN/3GPP System Architecture Evolution, as following: 
**********************begin of changes******************************

2 Threats to UE
2.1 IMSI catching attack
2.1.1
 Countermeasures
A mechanism similar to TMSI mechanism in UMTS may be used. User permanent identity is rarely used. Temporary identity is often used to identify the user. Temporary identity is allocated by network. The procedure of allocating temporary identity should be provided confidential protection.
2.1.2
 Conclusion
A mechanism similar to TMSI mechanism should be used.
2.1.3
 Track of the decision
2.2
Threat of UE tracking

2.2.1
 Countermeasures
The procedure of allocating temporary identity should be provided confidential protection. There are other ways than ciphering all signallings. Several alternative solutions are listed behind:
Solution 1:

Before generating a new temporary identity, network should share keys with user. These pre-shared keys are used to deduce a key which is used to cipher the user temporary identity. Some fresh parameters should be included in procedure of deducing key to ensure the freshness of key. In message of allocating user temporary identity, a ciphered temporary identity is sent. Fresh parameters are also sent. UE uses pre-shared keys and fresh parameters to deduce the key and use it to get the user temporary identity.
Solution 2:

Before generating a new temporary identity, network should share keys with user. A new temporary identity is deduced by using pre-shared keys both in network and UE. Some fresh parameters should be included in procedure of deducing key to ensure the freshness of user temporary identity. In message of allocating user temporary identity, only fresh parameters are sent.
Solution 3:

The signalling decipher/cipher module in UE side and network side can identify the type of signalling. Network generates new temporary identity of user and packet it in temporary identity allocation signalling. If signalling decipher/cipher module identify that signalling is to allocate temporary identity, modules perform decipher/cipher operation.
2.2.2
 Conclusion

2.2.3
 Track of the decision
**********************end of changes******************************
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