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1
Introduction
In LTE/SAE, a mechanism is needed to detect the attackers who perform packet injection/deletion attacks. In UMTS, counter check procedure is used to check that the amount of data sent in both directions (uplink and downlink) is identical at the network and at the UE. In this way, a possible attacker who injects or deletes packets can be detected. This paper discusses how to introduce counter check procedure to LTE/SAE so that the risk of packet injection/deletion attack in user planes can be mitigated.
2
Counter check procedure in UMTS
In UMTS, the counter check procedure is periodically performed by RNC and UE. The purpose of the procedure is to check that the amount of data sent in both directions (uplink and downlink) over the duration of the RRC connection is identical at the UTRAN and at the UE. So a man-in-middle attacker who injects or deletes packets can be detected.  All messages in counter check procedure are integrity protected, so counter check procedure can also be used to perform periodical authentication.
The principle of counter check is that RNC and UE store the values of COUNT-Cs which can reflect the amount of data sent in uplink and downlink directions. RNC and UE periodically check that values of COUNT-Cs are the same. If they are different, packet injection/deletion attack or packet loss may occur. Therefore, RNC may release the connection. 
More details about counter check procedure can be found in TS 25.331 and TS 33.102.
3
Counter check in LTE/SAE
Counter check procedure should also be included in LTE/SAE specification based on following reasons.
Counter check procedure can check whether the amount of data is identical in uplink and downlink directions. By this means, the attacker who injects packets or deletes packets can be detected. Therefore, the risk of packet injection/deletion attack can be mitigated. Moreover, packet loss experienced in connection between UE and network can also be detected.
In addition, since counter check procedure should be performed periodically, periodical authentication can also be performed if messages in counter check procedure are integrity protected.
As mentioned in SA3 document, Rationale and track of security decisions in Long Term Evolved RAN/3GPP System Architecture Evolution, the best countermeasure is that the U-plane is integrity protected between UE and the UPE. However, there are some difficulties in providing integrity protection to user plane, such as designing an appropriate integrity algorithm. Compared to the way providing integrity protection to user plane, counter check mechanism is a simple and efficient way to mitigate the risk of packet injection or deletion.
Then, we will discuss how to implement counter check procedure in LTE/SAE. In LTE/SAE, the entities of user-plane are UE, BS and aGW. ‘aGW’ is the name of entity comprising MME, UPE and inter-access anchor. In LTE/SAE, attacks can perform packet injection/deletion attack not only in air-interface, but also in BS or on last-mile. The termination point of counter check in network can be BS or aGW.
1) BS

UE and BS store some values of counters. These values can reflect the amounts of data sent in uplink and downlink direction. UE and BS periodically perform counter check procedure to check that these values are identical. If these values are not identical, BS may release the connection.

By this means, the amount of data transmitted in connection between UE and BS can be checked. The packet injection or deletion attacks can be detected. Moreover, counter check procedure can also be used by BS to perform periodical authentication if the messages sent in counter check procedure are integrity protected.

However, this solution can not check the amount of data sent in connection between BS and aGW. Attackers who delete or inject packets in BS or on last-mile can not be detected.

2) aGW

UE and aGW store some values of counters. These values can reflect the amounts of data sent in uplink and downlink direction. UE and aGW periodically perform counter check procedure to check that these values are identical. If these values are not identical, aGW may release the connection.

By this means, the amount of data transmitted in connection between UE and aGW can be checked. The packet injection or deletion attacks can be detected. Moreover, counter check procedure can also be used by aGW to perform periodical authentication.

In addition, encryption of user plane is performed in aGW and UE. One of the input parameters of ciphering algorithm should be a value of counter. These values of counter that are used in ciphering algorithm can also be used for counter check. 
3) both in BS and aGW

In this way, BS and UE can report the result of counter check procedure performed by them to aGW. It will be helpful for aGW to do some decisions by results reported by UE and BS and results of counter check procedure performed by aGW and UE.

For example, if the report of counter check procedure performed between UE and BS shows that no packet injection or deletion exists, while the report of counter check procedure performed between UE and aGW shows that packet injection or deletion exist, aGW can conclude that the connection between BS and aGW experienced packet injection or deletion. aGW may indicate UE choose another BS to communicate.
However, both BS and aGW need to store values of counters. It may be complex to implement. Furthermore, in order that aGW can avoid to make wrong decision, it should be studied carefully that how to make decision by using the check result reported by UE and BS and check result of counter check procedure performed by UE and aGW.
4 Proposal
Counter check is an efficient and simple way to detect the packet injection/deletion attack or packet loss. Periodical authentication can also be carried out in the counter check procedure. So we propose to choose counter check as one of alternative countermeasures to packet injection attack of User Plane. We also proposed to modify the SA3 document, Rationale and track of security decisions in Long Term Evolved RAN/3GPP System Architecture Evolution, as following:
**********************begin of changes******************************
3.1 User Plane packet injection attacks

3.1.1 Threats

A) The attacker injects packets in the BS, which means that the physical security of the BS has been compromised. The compromised BS can inject upstream user plane packets to the core network and downstream user plane packets to the UE. Here, the assumption is that the UPE and UE are not compromised. 

B) The attacker injects user plane packets on the last-mile, while BS, UE and UPE are not compromised. DoS attack is also possible. Attacker may send broadcast packets to the access link and try to congest access network as much as possible.
C) Abuse of outsourced network access transit capacity, i.e. insider attack by access network operator employees is also possible. The result is that the access network operator reports more packets than in reality UEs have sent.
3.1.2  Countermeasures 

The best countermeasure is that the U-plane is integrity protected between UE and the UPE. Using only encryption for the packets provides much higher security than no encryption, but still the packet modification attack is possible. However, when only encryption is used between UE and UPE, packet injection attack is mitigated when block cipher is used. 

It should be noted that the packet/byte counters, if any, in UPE must be incremented only for valid packets (i.e. not for packets that result bogus after decryption). Also, duplicate packet detection has to be considered if counting packets/bytes so that the attacker can’t send duplicate packets and affect the accounting for the users.  
Another good countermeasure is to introduce counter check procedure in UMTS to LTE/SAE. Counter check procedure should be performed periodically between UE and network. Periodical authentication can also be performed in counter check procedure. There are several ways to implement counter check procedure in LTE/SAE.

1) UE and BS store some values of counters. These values can reflect the amount of data sent in uplink and downlink direction. UE and aGW periodically perform counter check procedure to check that these values are identical. If these values are not identical, BS may release the connection.
2) UE and aGW store some values of counters. These values can reflect the amount of data sent in uplink and downlink direction. UE and aGW periodically perform counter check procedure to check that these values are identical. If these values are not identical, aGW may release the connection.
3) UE and BS store some values of counters, while UE and aGW store some values of counters also. BS and UE can report the result of counter check procedure performed by them to aGW. aGW uses check result reported by UE and BS and result of counter check procedure performed by UE and aGW to make some decision.
3.1.3 Conclusion

3.1.4  Track of the decision
It was decided that the UP ciphering will terminate in the aGW. (refer to A5.2 of S3-060119).
**********************end of changes******************************
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