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1. Introduction

Up to now, no solution for bearer-independent user plane security could be envisaged for 3GPP Rel-7 IMS. With the control plane security being on a good track now it is about time to address the user plane in order to meet the Rel-7 time frame. 

There was only one proposal to tackle the problem in [1], but this was not pursued further. In general, SA3 concluded in the discussion of [1] that any approach involving one or more central network elements and transitive trust relations (user – operator –operator – user) to provide UP security will cause a lot of effort and cost without providing real benefits to users in terms of end to end security.
The ZRTP Internet-Draft [2] proposes a new way to provide user plane security in a both open and user-friendly way.
2
ZRTP for IMS User Plane Security
This contribution merely serves as cover sheet to the attached recent ZRTP Internet-Draft. This section gives a short overview to SA3.
2.1
Protocol overview
The ZRTP protocol is based on RTP header extensions for a Diffie-Hellman exchange to agree on session keys and parameters for establishing Secure RTP (SRTP) sessions. ZRTP is completely self-contained in RTP and does not require support in the signaling protocol or existence of a PKI.
2.2
Security features
The following list gives a short overview of ZRTP security features:
· confidentiality protection and MITM attack protection for the user plane
· Diffie-Hellman key exchange

· retained shared secret, which allows to detect a non-persistent MITM attack
· perfect forward secrecy

· hash commitment with short authentication string (SAS), basically providing biometric authentication by voice recognition
· a secret provided by the signalling protocol can be used

· no PKI or offline key exchange/verification needed prior to conversation

Limitations: in its current form, ZRTP is primarily useful for one-to-one communication of persons. It could be extended for other use cases. On the other hand, this is not a severe limitation, because other use cases than person-to-person might have lower privacy requirements (e.g. person to IVR calls) or would require to terminate the user plane in a central server anyway (e.g. for conference calls).
2.2
Current status
The IETF draft was submitted with the target to become an informational RFC. It was only slightly revised after an IETF meeting in CW12/2006, but version was not yet published.
"Zfone", a reference implementation of ZRTP with published source code exists for review and testing [3]. Zfone is currently implemented as "bump in the stack/wire" transparent RTP proxy, so that it can be evaluated in a modular way with existing VoIP clients.
3
Conclusion

This contribution proposes to consider ZRTP as the default (but optional) security protocol for the user plane in IMS Rel-7.
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