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1. Introduction

The following pseudo CR to S3-060191 adds a section that considers a way to counter the handover attack, and the architectural impact of a proposed countermeasure.
SA3 is kindly requested to consider the proposed countermeasure, and send a related LS to SA2 if necessary.
2
Pseudo CR 
*** First addition***

2.3
 Forced handover attack
An attacker may force an LTE UE that also supports legacy RAT to perform a handover to a legacy RAT with weaker security. The problem can be described as follows, cited from [xx]:
"An attacker with the ability to generate RRC signalling—that is, any of the forms of compromise listed above—can initiate a reconfiguration procedure with the UE, directing it to a cell or network chosen by the attacker.  This could function as a denial of service (if the target network cannot or will not offer the UE service) or to allow a chosen network to “capture” UEs.

An attacker who already had full control of one system (perhaps due to weaker security on another RAT) could direct other systems’ UEs to “their” network as a prelude to more serious security attacks using the deeply compromised system. Used in this way, the ability to force a handover serves to expand any form of attack to UEs on otherwise secure systems, meaning that a single poorly secured network (in any RAT that interoperates with the E-UTRAN) becomes a point of vulnerability not only for itself but for all other networks in its coverage area."
2.3.1
 Countermeasures

Two of the three security associations agreed for LTE/SAE are independent of the radio layer: the Non-Access-Stratum signalling and the User Plane security (NAS, UP). If usage of (NAS, UP) security is not confined to LTE-RAT access only, a handover attack will lose much of its attractiveness to an attacker. Even after compromising the radio layer security, an attacker can not send or eavesdrop UP traffic and NAS signalling, because they are protected by an additional security layer.

So LTE/SAE UEs will benefit from security enhancements, independent of the RAT they use to connect to the 3GPP system. Legacy 2G/3G UEs are not aware of the new NAS and UP security associations and continue to rely on their bearer-specific security only.

[image: image1]
2.3.2
 Conclusion

In order to counter the forced handover attack in the described way, an architectural decision must be made that allows a UE to utilize (NAS, UP) security over legacy RATs. This means that the NE that terminate the respective security associations must be above the interworking point with legacy RAT. The figure above does not assign these security anchors and the interworking point to the LTE RAN or to the SAE CN, because discussion on their assignment is still ongoing in SA2.
2.3.3
 Track of the decision

*** Second addition ***
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