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Abstract
This contribution comments on the draft CR to TS 33.203, which proposed to use pskTLS (RFC4279) for the extensions to IMS security to enable NAT traversal. A major gap was identified. Several other issues were identified, which need to be clarified or corrected, or show undesirable characteristics. We therefore propose that the CR in S3-060004 is rejected.
1. Major gap: handling of authenticated re-registrations (section 7.4 of S3-060004)
1. The new text in section 7.4.2a “Management of security associations in the P‑CSCF” repeatedly refers to “authorization tokens” and their verification, with consequences for the actions of UE and P-CSCF. Authorization tokens are a concept, which was used in the contribution S3-050762 by Ericsson and Nortel, submitted to SA3#41, but it is not mentioned in S3-060004 in any other section, and it seems to have been presented to SA3#41 as a solution competing with the use of pskTLS. After all, when using authorization tokens, why would one still want to use pskTLS? So, we believe that the inclusion of this concept in section 7.4.2a of S3-060004 is inappropriate (or made by mistake) and should be replaced with text assuming the use of pskTLS. 
2. We therefore tried to find out how authenticated re-registrations could be handled when using pskTLS, and we found difficulties here with the approach presented in the rest of S3-060004. 

3. The main reason for authenticating a re-registration is that the network wants to get assurance that the UICC is still present. This is to thwart a rogue shell attack (using e.g. a rental terminal modified by an attacker), in which an attacker could get hold of the session keys CK, IK. The involvement of the UICC is ensured by a new run of AKA and the use of the resulting new session keys CK, IK in messages tied to the security association(s) by which SIP messages are protected. With IPsec, this is achieved by changing the SAs, as specified in section 7.4 of TS 33.203. With authorization tokens, as in S3-050762, this was achieved by re-computing the tokens based on the new keys CK, IK, and sending them through the existing TLS tunnel. But, as mentioned above, we assume that the use of authorization tokens is inappropriate in S3-060004. With pskTLS, this would have to be achieved by a change of the pre-shared key in pskTLS. But this is not at all addressed in S3-060004, and it is unclear how to achieve it with the approach in S3-060004. 
4. In “regular” TLS according to RFC2246, the premaster secret is changed by running a new handshake and then sending the messages “ChangeCipherSpec” from client to server and back. These messages give client and server the precise points in the message flow where they have to switch from the old security context to the new one. This does not seem to have the desired effect when using pskTLS in the context of S3-060004, as the pre-shared key is used as the premaster secret, cf. also the following bullets. 

5. There is no indication in RFC4279 whether a dynamic changing of the pre-shared key ever was envisaged, nor does there seem to have been any discussion on this on the IETF mailing list.

6. RFC4279 states: “The client indicates which key to use by including a "PSK identity" in the ClientKeyExchange message.” But, according to S3-060004, the PSK identity is the IMPI, so it always points to the same key, hence the same CK, IK, so the pre-shared secret is not changed. 
Just before sending this comment contribution, S3-060122 was received, which proposed to use IMPI+RAND instead of IMPI as the PSK identity. This would make it possible indeed to address different pre-shared keys in different runs of the pskTLS handshake, but it is not clear from RFC4279 how pskTLS would then associate the “old” with the “new” security context in a key change when different identities are used, or whether the use of different PSK identities for the same connection would lead to conflicts. It would also require a close interaction between SIP application and TLS, cf. next three bullets. 
7. If section 7.4.2a using pskTLS is re-written, it should explicitly state whether pre-shared keys are changed and when, and how the mechanisms for security context change from RFC2246 are used, as they are not addressed in RFC4279. 

8. The required interaction between the SIP application and TLS is not addressed anywhere in the CR. This interaction is required even for initial registration.
9. TLS specification and implementations do not foresee the use of key establishment protocols other than the TLS handshake, so no interface for the management of security contexts by applications is defined. (In contrast, there is the PF_key interface for IPsec).

10. It is true that S3-060004 also proposes to authenticate the user by means of HTTP digest aka v1, which uses RES as the password, and RES will change in a re-authentication. But, as explained in S3-060005, also by Nokia and Nortel, HTTP digest aka v1 is vulnerable to man-in-the-middle attacks, as the attacker may obtain RES also from a use in a different context, e.g. UTRAN access. So, indeed the assurance of the continued presence of the UICC must rest on changing the pre-shared key in pskTLS. S3-060005 also explains that the use of the more secure version HTTP digest aka v2 has disadvantages, so the authors do not seem to consider using this version.

11. For more issues related to authenticated re-registration, cf. 2.2, 2.13 and 2.14 below.

2. Further Issues

1. The use of Datagram TLS (DTLS) is mentioned in only one sentence (at the end of section 7.1: “When the transport layer protocol is UDP, Datagram TLS as specified in [yy] shall be used.”). But it is of major importance to mention in the specification that, when UDP is used for the initial registration, then TLS over TCP must also be set up, because the network side is unable to set up TCP connections across a NAT, and the network side may require the use of TCP e.g. for long incoming messages. This implies that, in addition to the SIP registration, one DTLS and one TLS handshake have to be performed (prior to SM7). This would raise the number of messages for SIP registration involving the UE from 4 to 12. This issue applies to any TLS-based solution, cf. S3-050115.  
2. In authenticated re-registrations, both TLS and DTLS connections need to be updated. This introduces the same number of additional messages as for initial registrations. This issue applies to any TLS-based solution.
3. Purpose of use of TLS with server certificates prior to set up of SM1: the purpose is protection of user identity confidentiality, but it is not said explicitly whether this use of TLS is meant to protect against active or passive attacks. The note in section 7.6.4 seems to suggest, however, that protection against active attacks cannot be achieved, as an attacker could prevent the use of TLS by faking an error message. But for protection against passive attacks only, the use of an additional TLS tunnel with server certificates seems too heavy. The same effect could be achieved by temporary identities in the style of GMS TMSIs or EAP-AKA temporary identities. 

4. Intended status of use of TLS with server certificates: it is very unclear from S3-06004 whether this feature “is” (section 6.1) or “should” (section 7.6.1) or “may” (sections 7.1.2 and 7.6.2) be used. 
5. Further implications of use of TLS with server certificates: at least the P-CSCF would have to mandatorily implement both, TLS with server certificates and pskTLS. For P-CSCF in a visited network, interoperator PKI would be required. A TLS handshake prior to SM1 has to be performed in addition to the two handshakes prior to SM7 mentioned in item 1 above. This would raise the number of messages for SIP registration involving the UE from 4 to 16.   

6. Ambiguous use in S3-06004 of the security-mechanism parameter “tls” from RFC3329 (sip-sec-agree): It seems that the use of the security-mechanism parameter “tls” is ambiguous: it may mean SIPS (SIP over TLS) as defined in RFC3261, or it may mean tls-3gpp, i.e. the use of TLS prior to SM1, which is then released, and the set up of pskTLS before SM7, which requires an interaction between pskTLS and SIP layers. SIPS and SIP with tls-3gpp are not the same, as they result in different protocol state machines. What would happen if the UE supported TLS according to RFC3261, but not tls-3gpp? Then the P-CSCF may select “tls”, meaning tls-3gpp in sip-sec-agree before sending SM6, which would result in a failure at later stage of the registration although the mechanism negotiation with sip-sec-agree was successful. Furthermore, such a failure is not taken into account in 7.3. Similarly, the P-CSCF, being a SIP proxy compliant with RFC3261, must supports TLS, so it will accept TLS in sip-sec-agree. But it may not support tls-3pgg, resulting in a failure later. 
7. Inacceptable status intended for TS 33.203 Release5/6 solution: section 7.6.1 reads: “UEs and P-CSCFs supporting TLS based access security may support IPsec based access security.” But how can a feature mandated by Release 5 be made optional in Release 7? Mandatory support of Release 5 is required for interoperability.
8. Bias towards TLS in interoperability between TLS and IPsec (rel5): section 7.6.1 is written in such a way that TLS is always selected whenever both sides support it. But one might just as well demand that IPsec (Rel5) is selected whenever possible, i.e. when there is no NAT. Or that IPsec is selected if possible and preferred by P-CSCF (e.g. for performance reasons). 

9. Presence of NAT: it is missing from the description of the selection of security mechanisms in section 7.6 that the P-CSCF shall detect whether a NAT is present and then use either TLS, when supported by the UE, or abort the procedure.
10. Specification of use of TLS in client authentication: section 6.1 states: “If TLS based access security is used, one server side authenticated TLS tunnel is established between the UE and the P-CSCF. The client is authenticated at SIP layer. The TLS tunnel is left open after successful P-CSCF and UE authentication.” 
This does not seem in conflict with the solution presented later: the TLS tunnel, which is optionally server side authenticated and set up prior to SM1, is NOT left open, but released by the UE after received SM6. So, for this TLS tunnel, there is no client authentication at all. On the other hand, for the pskTLS tunnel, the UE is not authenticated at SIP layer, but the use of the pre-shared key provides mutual authentication in pskTLS. 
11. Integrity protection indicator: the specification for TLS in section 6.1.5 seems incorrect. As for IPsec, two cases need to be distinguished.
12. Unclear use of UE's IP address: the second note in section 7.2.2 says: “In the P-CSCF, UE's IP address is used to map the PSK TLS session to correct CK and IK”. It is unclear whether the UE’s local IP address (as seen in the SIP headers) or its public IP address are meant. In either case, the proposal in the note cannot work two as different UEs may have identical local IP addresses or identical public IP addresses. A similar comment applies to the last sentence in section 7.4.2a. “The P‑CSCF associates UE's IP address given in the registration procedure with the IMPI and all the successfully registered IMPUs related to that IMPI to a TLS tunnel.”
13. Authentication failures and re-registration: section 7.3.1.2 states: “If the UE is not able to successfully authenticate the network due to failed verification check of the AUTN, the UE shall send a REGISTER message, which may pass through an already established TLS tunnel, indicating a network authentication failure, to the P‑CSCF. Afterwards, both the UE and the P‑CSCF shall delete the TLS tunnel.” But a network authentication failure may also occur in an authenticated re-registration. If the TLS tunnel is deleted then ongoing SIP sessions are interrupted. A similar comment applies to section 7.3.1.3 “Synchronisation failure”.
14. Incomplete registrations and re-registration: the last sentence in section 7.4.1a reads: “The UE shall be involved in only one registration procedure at a time, i.e. the UE shall remove any data relating to any previous incomplete registrations or authentications, including any TLS tunnel created by an incomplete authentication.”, cf. also section 7.3.1.4. A registration may be considered incomplete as long as SM12 (200 OK) has not been successfully received by the UE. But SM7 is already sent over the new pskTLS tunnel using the new keys (but cf. section 1 of this contribution), so it this new tunnel removed? Is an old pskTLS kept until the registration is complete? Or is the idea that the TLS tunnel never changed in re-registrations?
3. Proposal


Because of the shortcomings of S3-060004 identified in this section, we propose that the CR in S3-060004 is rejected.






















































