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1 Introduction

MBMS User Service Extension WID [1] of SA4 was approved in TSGS#30. One of the objectives of work item is to align MBMS with OMA BCAST when appropriate. OMA BCAST defines in the Service and Content Protection for Mobile Broadcast Services Specification a key scheme that has a similar structure, then the MBMS key scheme. This paper studies and summarizes the major differences between OMA BCAST security [2] and MBMS security [3].

2 Discussion

2.1 Key Hierarchy

OMA BAC BCAST defines a four-layer key hierarchy, which is described in the OMA BAC BCAST architecture document [4] and in the Service and OMA Content Protection for Mobile Broadcast Services [2].

Layer 0 is the Subscriber Identity (SI) registration that can be shared key based or based on a private device key.

Layer 1 is the key distribution layer. The Subscriber Identity (SI) registration implies that the UE owns a secret that can be used to secure Layer 1 messages. The SI registration can be shared key based (e.g. authentication key K) or it can be based on the private key. When SI registration is shared secret key-based, key material for Layer 1 is called Subscriber Management Key (SMK). When SI registration is based on device private key, key material is called Rights Encryption Key (REK). In MBMS, authentication K is used to derive a MBMS User Key (MUK) and a MBMS request key (MRK). Thus MBMS key hierarchy conforms the shared key based SI registration.

Layer 2 is the Rights Management layer i.e. messages containing the long term key are protected using layer 1 key (i.e. REK or SMK). In MBMS, MUK is used to protect MBMS Service Key (MSK) deliveries. The layer 2 key is service (Service Encryption Key, SEK) or program (Program Encryption Key, PEK) specific. If a customer is a pay per view customer, then PEK is received. If a customer has paid for all programs (service) then SEK is received. In MBMS, there is not separate a pay per view key. MBMS key hierarchy conforms OMA BCAST mechanism, when layer 1 registration is shared key based and the separate pay per view key is not used.
Layer 3 is the Key Delivery layer i.e. messages containing short term key are protected using layer 2 key. Short Term Key messages may contain two levels of encryption. Separate SEK and PEK keys can have different lifetimes and can be used to provide, for a single service, different granularities of purchase periods to different customers. The short term key message contains traffic encryption key, which is protected using PEK. The short term key message contains also PEK, which is protected using SEK. Where the two-level service and programme function is not required , the traffic key can be directly encrypted with either the service or programme key and the service key encrypted programme key omitted. 

 In MBMS; MBMS Traffic Key (MTK) is protected using the MSK. MBMS does not support two level of encryption.
This summarized in the following two tables:
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2.2 Key Management
OMA BCAST provides a smartcard profile and a DRM profile. The smartcard profile is very similar to MBMS.OMA BCAST smartcard profile long term key management can be based on MBMS key management when the interactive channel is available as specified in [2].
The OMA BCAST short term key management uses a custom key delivery mechanism. The key message is sent over UDP as MTK key delivery in MBMS, but the structure of message is different than in MTK delivery, which is based on MIKEY. It seems that short term key delivery would require major modifications to MBMS security. OMA BCAST short term key message may also carry access criteria descriptors.  MBMS adaptation issues are currently being addressed in OMA BCAST.
2.3 Streaming Protection
In OMA BCAST, it is possible to protect streaming using IP security (IPsec), SRTP or direct encryption of content before packetization. In MBMS, only SRTP is supported.

2.4 Download Protection

OMA BCAST download protection is based on OMA DRM V2.0 DCF as MBMS download protection. OMA BCAST uses extensions, which are specified by MBMS security.
OMA BCAST supports also content protection. At the moment, MBMS does not support content protection i.e. digital rights after the content is downloaded into the UE.
3 Summary
The following table summarizes the usage of different keys in OMA BCAST and map keys to MBMS:

	OMA BCAST:
	MBMS:

	Shared secret key based Subscriber Management Key (SMK) or private key based Rights Encryption Key (REK) 
	MUK is equivalent to SMK and REK. REK is also a shared secred between the DRM agent and the Rights Issuer (RI). The main difference between MUK and REK is that REK is the generation. 

	Service specific Service Encryption Key (SEK) and program specific Program Encryption Key (PEK). Main difference between PEK and SEK is the lifetime.
	MSK is equivalent to SEK. No direct equivalent to PEK. 

	Traffic Encryption Key (TEK)
	MTK is equivalent to TEK.


MBMS and BCAST can utilize the same functions. The differences stem from the different requirements e.g. pays per view or integration of OMA DRM 2.0. Hence, MBMS and BCAST protocols can not only coexist in parallel, but also be deployed together.
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