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6.2 (NDS: TCAPsec)
1. Proposal

The migration scenario’s as described in Annex C are incomplete. Currently only the migration from unprotected to protected mode is described. It is proposed to add also the transition from protected to unprotected mode and from one protection mode to another protection mode. These scenarios’s were described in TR 29.200v100 and needs to be moved to specification TS 33.204.

The support for the last scenario shows that there is a requirement on the SPD that during migration a distinction need to be made between the protection mode that is being used in sending direction and the protection mode that can be accepted in incoming direction. This requirement is introduced in section 5.3. 
Is it proposed to approve the pCR of sections 2 and 3.
3. Revised section 5.3

5.3

Policy requirements for the TCAPsec Security Policy Database (SPD)

The security policies for TCAPsec key management are specified in the SS7-SEG’s SPD. SPD entries define per peer PLMN whether protection shall be applied, and if protection shall be applied then which protection mode shall be used. SPD entries of different SS7-SEGs within the same PLMN shall be consistent.

Fallback to unprotected mode:

-
The "fallback to unprotected mode" (enabled/disabled) is a parameter for the receiving direction per PLMN, if enabled it allows the receiving PLMN to accept unprotected traffic as well as protected traffic. If disabled, only protected traffic is to be accepted 
-
The use of the fallback indicator is specified in Annex B;
-
The security measures specified in this TS are only fully useful for a particular PLMN if it disallows fallback to unprotected mode for TCAP user messages received from any other PLMN.
NOTE: The benefit gained for a sending operator A that applies TCAPsec towards a peer PLMN B is that spoofing of the SCCP-calling party address can be detected. The receiving PLMN B is now able to reject unprotected messages with SCCP-calling party addresses from PLMN A. 

Explicit policy configuration:
-
The SPD shall contain an entry for each PLMN the SS7-SEG is allowed to communicate with.
Migration support between protection modes:
-
An SPD-entry may contain two protection modes for the same PLMN. If this is the case then both protection modes shall be acceptable for incoming messages, but only one (preferred) protection mode shall be used for outgoing messages.  
3. Revised Annex C

Annex C (informative): High level migration strategy

C.1

Transition phase from unprotected to protected message transfer
By applying a migration strategy which is coordinated between the two PLMN operators (X and Y) it can be assured that protected messages are not sent from PLMN X to PLMN Y (and vice versa) before operator Y confirms completion of SS7-SEG introduction in his network. 
Following two-phase approach for introducing SS7-SEGs in both PLMN’s can be used. It needs to be avoided that PLMN X sends out TCAPsec messages before PLMN Y has completed the upgrade.
Phase 1: Key exchange; then set up of the policy databases and accept incoming protected traffic in all SS7-SEG (all outgoing traffic is still unprotected) but unprotected incoming traffic is still allowed (i.e. fall back indicator is enabled for sending PLMN). When this phase 1 is finished (at both sides) the operators can start to setup their networks so that outgoing traffic is protected. 
NOTE: When fallback to unprotected mode is allowed then other security measures may be used that assist in identifying the origin of the message to a certain trust level e.g. TCAP handshake for MTforwardSM (see Annex D).
Phase 2: Outgoing protected traffic will not meet an error condition since phase 1 was finished. Now both networks can be setup so that all outgoing traffic to the partner PLMN is protected. When Phase 2 is complete at both sides the fallback indicators shall be disabled.
NOTE: After disabling fallback to unprotected mode then other security measures that are in use and that assist in identifying the origin of the message to a certain trust level e.g. TCAP handshake for MTforwardSM (see Annex D), can also be disabled.
C.2

Transition phase from protected message transfer to unprotected message transfer.
In order to avoid traffic interruption during the transition phase from protected to unprotected message transfer between two operators' PLMNs, the following course of action is recommended:
Precondition: It is assumed that operator A has already successfully set up the use of SS7 security for traffic to and from operator B and is now going to remove use of SS7 security for traffic to and from operator B.
1. Operator A modifies the Security Policy in his gateways as follows: Messages received from operator B's PLMN may still be protected according to the stored SA, however fallback to unprotected mode is allowed.
NOTE: Before setting fallback to unprotected mode to allowed, other security measures may be activated that assist in identifying the origin of the message to a certain trust level e.g. TCAP handshake for MTforwardSM (see Annex D).
2. When Operator A has completed step 1 in all his SS7 Security Gateways, he informs Operator B.
3. When Operator A receives confirmation from Operator B that all SS7 Security Gateways in Operator B's PLMN have been set up to allow fallback to unprotected mode, Operator A changes the SPD entries to send unprotected outgoing messages via his SS7 Security Gateways, but allow the reception of protected messages from network B.
4. When Operator A has completed step 3 in all his SS7 Security Gateways, he informs Operator B.

5. When Operator A receives confirmation from Operator B that the SPD entries were changed to unprotected in all SS7 Security Gateways of Operator B's network, Operator A performs the similar change in his SS7 Security Gateways.
C.3

Transition phase from protected mode to another protected mode
In order to avoid traffic interruption during the phase where the used protection mode is modified in the SS7 Security

Gateways' SPDs, the following course of action is recommended:
Precondition (example): It is assumed that operator A's policy is to protect all messages exchanged with operator B's PLMN with protection mode "integrity+authenticity"; now both Operators are going to modify the policy to protect messages sent to the other PLMN with protection mode "integrity+authenticity+confidentiality".

1. Operator A and B both modify the SPD by adding "integrity+authenticity+confidentiality" to the acceptable protection modes i.e. will allow both "integrity+authenticity+confidentiality" and "integrity+authenticity" as acceptable protection modes, but outgoing messages are still send with "integrity+authenticity”.
2. When step 1 is completed in all SS7 Security Gateways of Operator B's PLMN, Operator A is informed. Similarly Operator A will inform Operator B after performing the actions of Step 1.
3. When Operator A (or Operator B) receives confirmation from Operator B (or Operator A) that the SPDs in all SS7 Security Gateways have been updated to accept the new protection mode in addition to the old one, Operator A (or operator B) modifies the SPD such that outgoing messages in his SS7 Security Gateways towards Operator B (or operator A) are send with only with protection mode "integrity+authenticity+confidentiality".

4. When step 3 is completed in all SS7 Security Gateways of Operator A's (or Operator B’s) PLMN, he informs Operator B (or Operator A).

5. When receiving confirmation that the SPDs have been updated in all SS7 Security Gateways of Operator A (or Operators B's) PLMN, Operator B (or Operator A) modifies the SPD by removing "integrity+authenticity" from the acceptable protection modes.







