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6.2 (NDS: TCAPsec)
1. Proposal

It is proposed to delete the Editor’s note in section 1 (Scope) that proposes that ‘Automated key management will be studied in parallel to the specification of TCAP user security.’

We see following reasons in not providing an automated key management solution in Rel-7

· The Rel-7 specification can exist as a standalone specification without requiring automated key management solutions.

· The handling of SPD and SAD has been optimized in favour of manual key management, but could also work within automatic key management solutions.

Furthermore, the characteristics of the SS7SEG architecture (requiring only one or a few SS7SEG’s in a PLMN, which are typically placed at the network domain boundary and co-located with STP functionality) is different from the MAPsec architecture where a lot more network elements were impacted from MAPsec and thus required a lot more key handling.  Together with the network architecture simplifications, also the policy handling is simpler in the new architecture thus removing some chance of manual misconfigurations which could be avoided by automated policy negotiations. This all makes it questionable if a KAC-alike (cfr. MAPsec) key management architecture is essential in operating the new architecture.
2. Revised scope
1
Scope

This technical specification covers the security mechanisms and procedures necessary to protect all TCAP user messages which are sent between different security domains. The complete set of enhancements and extensions to facilitate security protection for the TCAP protocol is termed TCAPsec and it covers transport security in the TCAP protocol itself and the security management procedures.

This technical specification contains the stage-2 specification for security protection of the TCAP protocol. The actual implementation (stage-3) specification can be found in TS xx.xxx [x].
Editor’s Note: TS 29.002 MAP Stage 3 is not the affected specification, a new TS needs to be created by CT4.  








