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6.2 (NDS: TCAPsec)
1. Proposal

It is proposed to add the possibility to specify protection per TCAPuser application part for each PLMN. The advantage for the operator is that he will be able to administrate that certain sets of TCAPuser messages (e.g. CAP messages) may be excluded from protection or apply a different protection mode. A resulting benefit is that for network configurations where not all messages need protection, the SS7SEG needs less cryptographic performance.
Security implications:
The TCAPuser application part is identified within SCCP by means of the SSN (Subsystem number) field and is therefore always available for the receiving SS7SEG to base policy decisions on. The SSN-value
 however is not protected by TCAP security. An untrustworthy sender may be able to spoof the TCAPuser application part in order to try sending unprotected TCAP messages that correspond to SPD entries that allow this (SSN mismatch with the payload).

If the SPD entry for the originating SCCP address requires that all TCAP messages shall be protected than the attacker will not succeed by spoofing unprotected TCAP messages.
See section 5.3

“NOTE: The benefit gained for a sending operator A that applies TCAPsec towards a peer PLMN B is that spoofing of the SCCP-calling party address can be detected. The receiving PLMN B is now able to reject unprotected messages with SCCP-calling party addresses from PLMN A. “

The case where an SPD entry for the received SCCP addresses allows sending unprotected TCAP messages with SSN-A, while other SSN’s need protection, needs further considerations. The function of the SSN is to be able to call the right TCAP application. If the SSN is spoofed than the TCAP message will be routed to the wrong TCAP application, and will be ignored or be unparsable.
Is it proposed to approve the pCR of sections 2, 3 and 4
2. Revised clause 5.3
5.3

Policy requirements for the TCAPsec Security Policy Database (SPD)

The security policies for TCAPsec key management are specified in the SS7-SEG’s SPD. SPD entries define per peer PLMN whether protection shall be applied, and if protection shall be applied then which protection mode shall be used. SPD entries of different SS7-SEGs within the same PLMN shall be consistent.

Fallback to unprotected mode:

-
The "fallback to unprotected mode" (enabled/disabled) is a parameter for the receiving direction per PLMN, if enabled it allows the receiving PLMN to accept unprotected traffic as well as protected traffic. If disabled, only protected traffic is to be accepted 
-
The use of the fallback indicator is specified in Annex B;
-
The security measures specified in this TS are only fully useful for a particular PLMN if it disallows fallback to unprotected mode for TCAP user messages received from any other PLMN.
NOTE: The benefit gained for a sending operator A that applies TCAPsec for all or a subset of messages towards a peer PLMN B is that spoofing of the SCCP-calling party address for all or a subset of messages can be detected. The receiving PLMN B is now able to reject unprotected messages for all or a subset of messages that need protection, with SCCP-calling party addresses from PLMN A. 

Explicit policy configuration:
-
The SPD shall contain an entry for each PLMN the SS7-SEG is allowed to communicate with.

Protection granularity:
-
SPD administration shall be allowed on TCAPuser application part level for each PLMN the SS7-SEG is allowed to communicate with.
3. Revised Annex B

Annex B (normative):
TCAPsec message flows

Imagine a network scenario with two SS7-SEG at different PLMNs (SS7-SEGa and a SS7-SEG in the receiving PLMNb) willing to communicate using TCAPsec. Figure 1 presents the message flow.
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Figure B-1. TCAPsec Message Flow

According to Figure 1, when SS7-SEGa from PLMN A on behalf of NEa needs to send a message towards NEb within PLMN B using TCAPsec, the process is the following:

The Sending Entity SS7-SEGa performs the following actions during the outbound processing of every TCAP user message:

1.
SS7-SEGa checks its Security Policy Database (SPD) to check if TCAPsec mechanisms shall be applied towards PLMN B:

a)
If the SPD does not mandate the use of TCAPsec for the TCAPuser application part towards PLMN B, then normal TCAP communication procedures will be used and the process continues in step 4.
b)
If the SPD mandates the use of TCAPsec for the TCAPuser application part towards PLMN B, then the process continues at step 2.
c)
If no valid entry in the SPD is found for PLMN B, then the communication is aborted and the message is discarded. 
2.
SS7-SEGa checks its Security Association Database (SAD) for a valid Security Association (SA) to be used towards PLMN B. In the case where more than one valid SA is available at the SAD, SS7-SEGa shall choose the one, the soft expiry time of which will be reached next.

a)
In case protection of TCAPsec messages towards PLMN B is not possible (e.g. no SA available, invalid SA…), then the message is discarded.
b)
If a valid SA exists then the process continues at step 3.

3.
SS7-SEGa constructs the TCAPsec message towards NEb using the parameters (keys, algorithms) found in the SA and the protection mode from the SPD.

4.
SS7-SEGa either: 
a)
sends a TCAPsec message towards PLMNb (from step 3).

b)
forwards an unprotected TCAP message in the event that the SPD towards PLMNb allowed it (step 1.a.).
At the Receiving PLMN, an SS7-SEG (e.g. SS7-SEGb) performs the following actions during the inbound processing of every TCAP user message it received:

5.
If a TCAP message is received for which no valid SPD entry exists (i.e. SCCP Calling Party adress is unknown) then the message is discarded (Process goes to END).

6.
If an unprotected TCAP message is received, the process continues with step 7.


Otherwise, SS7-SEGb decomposes the received TCAPsec message and retrieves SPI from the security header.

7.
The SS7-SEGb checks the SPD:


An unprotected TCAP message is received:

a)
If an unprotected TCAP message is received and fallback to unprotected mode is allowed for the specified SCCP Calling party address and TCAPuser application part, then the unprotected TCAP message is simply processed (Process goes to END)

b)
If an unprotected TCAP message is received, but the SPD mandates the use of TCAPsec and fallback to unprotected mode is NOT allowed for the specified SCCP Calling party address and TCAPuser application part, then the message is discarded.

A TCAPsec message is received:

c)
If a TCAPsec message is received, but the SPD indicates that TCAPsec is NOT to be used, then the message is discarded.

d)
If a TCAPsec message is received and the SPD indicates that TCAPsec is required, then the process continues at step 8.

8.
The receiving SS7-SEG checks its SAD to retrieve the relevant SA-information for processing of the TCAPsec message:

a) If the received SPI does not point to a valid SA, then the message is discarded.

b) If the received SPI points to a valid SA, and if the Source and Destination Network Id, which are retrieved via the SPI, align with those from SCCP layer, then the SS7-SEG retrieves the protection mode from the SPD and the cryptographic information (keys, algorithms) from the SADB and the process continues at step 9, otherwise the message is discarded.
9.
Freshness of the protected message is checked by ensuring the Time Variant Parameter (TVP) is in an acceptable window. Integrity and encryption mechanisms are applied to the message according to the identified protection level, by using the information in the SA (Keys, algorithms).

a)
If the result after applying such mechanisms is NOT successful then the message is discarded.

b)
If the result after applying such procedures is successful, then SS7-SEG has the cleartext TCAP message NEa originally wanted to send to NEb. The cleartext TCAP message can now be forwarded by the receiving SS7-SEG to NEb (Process goes to END)

END:
A cleartext TCAP user message is available at the receiving SS7-SEG.

In the event the received message at NEb requires an answer to NEa (Return Result/Error), an SS7 SEG in PLMN B will, on behalf of NEb perform the process in steps 1 to 4 acting as the Sender and an SS7 SEG in PLMN A will perform the process in steps 5 to 8 acting as the Receiver and forward a successfully received message to NEa.

4. Revised Annex C

Annex C (informative): High level migration strategy

By applying a migration strategy which is coordinated between the two PLMN operators (X and Y) it can be assured that protected messages are not sent from PLMN X to PLMN Y (and vice versa) before operator Y confirms completion of SS7-SEG introduction in his network. 
Following two-phase approach for introducing SS7-SEGs in both PLMN’s can be used. It needs to be avoided that PLMN X sends out TCAPsec messages before PLMN Y has completed the upgrade.
Phase 1: Key exchange; then set up of the policy databases and accept incoming protected traffic in all SS7-SEG (all outgoing traffic is still unprotected) but unprotected incoming traffic is still allowed (i.e. fall back indicator is enabled for sending PLMN). When this phase 1 is finished (at both sides) the operators can start to setup their networks so that outgoing traffic is protected. 

Phase 2: Outgoing protected traffic will not meet an error condition since phase 1 was finished. Now both networks can be setup so that all outgoing traffic to the partner PLMN is protected. When Phase 2 is complete at both sides the fallback indicators shall be disabled.

NOTE: As the fallback indicator can be specified per TCAPuser application part between a pair of PLMN, this allows a gradual security upgrade.
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� TCAP user:		Application Part identified by one of the following SCCP Subsystem Numbers:


								0000 0110		HLR (MAP)�							0000 0111		VLR (MAP)�							0000 1000		MSC (MAP)�							0000 1001		EIR (MAP)�							0000 1010		is allocated for evolution (possible Authentication Centre)�							1001 0001		GMLC (MAP)�							1001 0010		CAP�							1001 0011		gsmSCF (MAP) or IM-SSF (MAP) or Presence Network Agent�							1001 0101		SGSN (MAP)�							1001 0110		GGSN (MAP)�							0000 1011		SSAP
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