3GPP TSG SA WG3 Security — SA3#42
S3-060052
6. – 9 February, 2006 Bangalore, India
Source:



Siemens
Title:




Pseudo-CR to TS 33.204 v100 (S3-050831): TCAPuser message protection
Document for:
Decision

Agenda Item:
 
6.2 (NDS: TCAPsec)
1. Proposal

TS 33.204 is currently unclear what is meant by payload of original TCAP message. 

Section 5.5 “In protection mode 2 providing confidentiality, the protected payload is essentially the encrypted payload of the original TCAP message.”

[image: image1]
Does it include the dialogue Portion or only the ComponentPortion ? And what if the TCAP message carries several ComponentPortions (which is not so uncommon) ? E.g. the MAP-parameter within the DialoguePortion could be a MAP-DialoguePDU, one of the MAP-parameter within the ComponentPortion could be an ActivateTraceModeArg, and the other MAP-parameter within the ComponentPortion could be an InsertSubscriberDataArg. Also in case that SCCPsegmenting is applied then a TCAP message may not contain a DialoguePortion. 
The pCR (changes to section 5.5) answer the above questions by more exactly naming the TCAP message fields. 
2. Revised clause 5.5
5.5
TCAPsec structure of protected messages

TCAPsec provides following protection modes and these are defined as follows:

Protection Mode 1:
Integrity, Authenticity

Protection Mode 2:
Confidentiality, Integrity, and Authenticity

In case a TCAP message does not require protection (as indicated by the SPD) then the message shall be routed unchanged by the SS7SEG.

TCAP messages protected by means of TCAPsec include a Security Header and a Protected Payload. 
Secured TCAP user messages have the following structure:

	Security Header
	Protected Payload


Editor’s Note: The exact message structure is currently described in TR29.800 and will be moved to TS29.xxx after approval of TR29.800.
In all protection modes, the security header is transmitted in cleartext.
The intermediate unprotected TCAP message representation is the cleartext concatenation of DialoguePortion and ComponentPortion of the original TCAP message (after message reassembly if this applies).

For protection mode 1, the protected payload is the concatenation of the intermediate unprotected TCAP message representation and the message authentication code.
For protection mode 2, the protected payload is the concatenation of the result of applying the encryption function to the intermediate unprotected TCAP message representation, and the message authentication code.
For integrity and authenticity in protection mode 1, the message authentication code is calculated on the concatenation of the security header and the intermediate unprotected TCAP message representation. The message authentication code in protection mode 2 is calculated on concatenation of the security header and the result of applying the encryption function to the intermediate unprotected TCAP message representation.  
5.5.1
TCAPsec security header

For Protection Mode 1, the security header is a sequence of the following elements:

Security header  =  SPI || TVP

For Protection Mode 2, the security header is a sequence of the following elements:

Security header  =  SPI || TVP || SS7 SEG-Id || Prop

where

-
Security Parameters Index (SPI):


See Clause 5.4

-
TVP:


The TVP, used for replay protection of secured TCAP user message, is a 32 bit time-stamp. The receiving network entity will accept an operation only if the time-stamp is within a certain time-window. The resolution of the clock from which the time-stamp is derived is 0.1 seconds. The size of the time-window at the receiving network entity is not standardised.

-
SS7 SEG-Id:


1 octet used to create different IV values for different SS7-SEGs within the same TVP period. It is necessary and sufficient that SS7-SEG-id is unique per PLMN. (This is sufficient because sending keys are unique per PLMN.) The SS7 SEG-Id shall be a unique number within the PLMN.
-
Proprietary field (PROP):


1 octet used to create different IV values for different protected TCAPuser messages within the same TVP period for one NE. The usage of the proprietary field is not standardised.

5.5.2
Protected payload

5.5.2.1
Protection Mode 1

The protected payload of secured TCAP user messages in protection mode 1 takes the following form:

	Cleartext|| f7(Security Header||Cleartext)


where "Cleartext" is the concatenation of DialoguePortion and ComponentPortion of the original TCAP message (after message reassembly if this applies). Therefore, in Protection Mode 1 the protected payload is a concatenation of the following information elements:

-
Cleartext

-
Message authentication code (MAC-M) calculated by the function f7

Authentication of origin and message integrity are achieved by applying the message authentication code (MAC-M) function f7 with the integrity key defined by the security association to the concatenation of Security Header and Cleartext. The MAC-M length shall be 32 bits.

5.5.2.2
Protection Mode 2

The protected payload of secured TCAP user Messages in protection mode 2 takes the following form:

	f6( Cleartext) || f7(Security Header|| f6( Cleartext))


where "Cleartext" is the concatenation of DialoguePortion and ComponentPortion of the original TCAP message (after message reassembly if this applies). Confidentiality is achieved by encrypting Cleartext using the encryption function f6 with the confidentiality key defined by the security association and the initialisation vector (IV). Authentication of origin and integrity are achieved by applying the message authentication code (MAC-M) function f7 with the integrity key defined by the security association to the concatenation of Security Header and ciphertext. The MAC-M length shall be 32 bits. The length of the ciphertext is the same as the length of the cleartext.
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