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1
Opening of the meeting

The SA WG3 Chairman, Mr. V. Niemi opened the meeting which was hosted by Qualcomm.
2
Agreement of the agenda and meeting objectives

TD S3‑050674 Draft Agenda for SA WG3 meeting #40. This was introduced by  the SA WG3 Chairman and was reviewed. The objectives for the meeting were also introduced as follows:
-
A major objective is to finalize the work on the areas that are intended for early implementation in Release 7;

-
Another major objective is to make sure that all other Release 7 work is progressing fast enough in order to be frozen in March 2006.  

The draft agenda was then approved.

2.1
3GPP IPR Declaration

The SA WG3 Chairman reminded delegates of their companies' obligations under their SDO's IPR policies:

IPR Declaration:
The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

-
to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

-
to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Statement and the Licensing declaration forms (http://webapp.etsi.org/ipr/).

3
Assignment of input documents

The documents available at the beginning of the meeting were allocated to their appropriate agenda items, which is reflected in the document list.

It was noted that a number of liaison statements were received for SA3 from meetings held the week before and it was noted that two working days in Europe had passed and still they were not available. This is not really acceptable. 

4
Meeting reports

4.1
Approval of the report of SA3#40
TD S3‑050675 contained the Draft Report of SA WG3 meeting #40. There were some comments to the report and it was revised to TD S3-050806 which was approved.
AP 40.01
Regarding document S3-050503, Bengt Sahlin to find out if this extension of aes-cbc is registered with IANA. 
Closed:
It was commented that it is not and it would require an internet draft to do this. However, this depends on the outcome of IMS and there may be furthe changes requried which should all be done at one time. This will need to readdressed.
AP 40.02
Stefan Schroeder to check with contact person of LS in S3-050598 if there is a risk that the keys could become un-synchronised in the case where there are two SGSNs.
Closed:
There was a discussion and there could be a problem, but this problem is not big enough to require a different handling. There is a document to this meeting in S3-050702 to this meeting which documents the proposed solution. 
AP 40.03
Vesa Lehtovirta (Ericsson) to lead an email discussion regarding document S3-050553 for the next meeting. 
Closed:
This initiated and there were not many comments. There is a related CR to this meeting in S3-050749. 
AP 40.04
Tiina Koskinen to lead an email discussion held to find out what work SA3 should or could do on the subject in S3-050615.
Closed:
The subject was IMS emergency calls TR. An email dicussion was initiated and it was lively as usual. An email was sent out regarding section 4.2.1. It is possible a short off-line discussion may be required to draft a reply liaison statement. See TD S3-050807 in section 5.1.
4.2
Report from SA#29
TD S3‑050676 Report from SA#29 plenary. This was introduced by the SA WG3 Chairman and had been sent to the SA WG3 e-mail list after TSG SA meeting #29. The report was noted.
There was a quick discussion held on 2G GBA, but this was referred to section 6.9.2. 
Regarding issue number 7 and a CR 001 in document SP-050484 on “Correction to flow SMS MT Delivery using SIP/IMS” was approved against TS 23.804 “SMS and MMS over generic IP access”. It was requested that SA3 checks it in light of its work on SMS spoofing. The concern is that potential for spoofing may be increased.
The report was noted. 

Regarding the CR 001 in SP-050484 from SA2, SA was concerned with the potential for SPAM. The CR was reviewed briefly, but at this time no increased fraud potential was identified, but work would continue on this area.

(See also TD S3-050781 in 6.27)

4.3
LI meeting in Tbilisi, Georgia
TD S3-050785 contained the report of the last meeting of LI held in Tbilisi, Georgia from 18-20 October, 2005. It was noted. 

The CRs from LI were provided in documents:

	Document Number
	Title
	Source
	Result
	Sourcedocnum

	S3-050742
	CR to 33.108 on ASN.1 module cleanup.
	SA3 LI
	Revised to 865
	S3LI05_092r3

	S3-050743
	CR to 33.108 on Adding definition for ‘Precision’.
	SA3 LI
	Revised to 866
	S3LI05_093r1

	S3-050744
	CR to 33.107 on Start of interception for already attached UE
	SA3 LI
	Revised to 867
	S3LI05_102r1

	S3-050745
	CR to 33.108 on Start of interception for already attached UE
	SA3 LI
	Revised to 868
	S3LI05_095r1

	S3-050746
	CR to 33.107 on Availability of IMSI at PDG
	SA3 LI
	Revised to 869
	S3LI05_098r1

	S3-050748
	CR to 33.107 on Availability of IMSI at PDG (Rel-7)
	SA3 LI
	Revised to 870
	S3LI05_099r1

	S3-050772
	CR to 33.108 on Wrong references to tables for subaddress
	SA3 LI
	Revised to 871
	S3LI05_100r1

	S3-050773
	CR to 33.108 on Wrong references to tables for subaddress (Rel-7)
	SA3 LI
	Revised to 872
	S3LI05_101r1

	S3-050774
	CR to 33.108 on Alignment with ETSI TS 101 671 – Clarification on CIN
	SA3 LI
	Revised to 873
	S3LI05_102r1

	S3-050785
	Report of the SA3-LI meeting in Tiblisi
	SA1-LI Chairman
	Noted
	

	S3-050865
	CR to 33.108 on ASN.1 module cleanup.
	SA3 LI
	Agreed to be sent to SA for approval
	

	S3-050866
	CR to 33.108 on Adding definition for ‘Precision’.
	SA3 LI
	Agreed to be sent to SA for approval
	

	S3-050867
	CR to 33.107 on Start of interception for already attached UE
	SA3 LI
	Agreed to be sent to SA for approval
	

	S3-050868
	CR to 33.108 on Start of interception for already attached UE
	SA3 LI
	Agreed to be sent to SA for approval
	

	S3-050869
	CR to 33.107 on Availability of IMSI at PDG
	SA3 LI
	Agreed to be sent to SA for approval
	

	S3-050870
	CR to 33.107 on Availability of IMSI at PDG (Rel-7)
	SA3 LI
	Agreed to be sent to SA for approval
	

	S3-050871
	CR to 33.108 on Wrong references to tables for subaddress
	SA3 LI
	Agreed to be sent to SA for approval
	

	S3-050872
	CR to 33.108 on Wrong references to tables for subaddress (Rel-7)
	SA3 LI
	Agreed to be sent to SA for approval
	

	S3-050873
	CR to 33.108 on Alignment with ETSI TS 101 671 – Clarification on CIN
	SA3 LI
	Agreed to be sent to SA for approval
	


It was noted that the picture on the report may not be appropriate in the future as in some companies are having problems at home regarding exotic locations. This said, the meeting noted that the picture does not always worth a thousand words and the group does work hard and can have a little fun together with all the late nights. The chairman of SA noted that managers do tend to base their attitude on financing meetings on the picture and not the report and so it may be best to keep a low profile. The chairman requested a picture for this report which had no sand, not sky and no grass. 

On item 12 there was an input document on Voice Call Continuity Service. This was intended to be an analysis of the ongoing work, but things have progressed since then and there will be a TS on VCC and not a TR. Some communication from LI is expected in the future. 
All the CRs were agreed-to by SA3. The status of these is reported in the table. It should be noted that all the SA3 documents needed to be revised to add the CR number.
5
Reports and Liaisons from other groups

5.1
3GPP working groups

TD S3-050615 contained a liaison statement from SA2 on support of IMS emergency sessions. This was addressed as part of the report of SA (section 4.1) and it was agreed that a liaison statement be sent back to answer the comments from SA2. This was provided in TD S3-050807. It was agreed to send this liaison statement. 
5.2
IETF

No report was given from IETF.
5.3
ETSI SAGE
There was nothing specific to report. The external evalutation is still ongoing and it is expected to have final specifications by the end of the year. After this, there could be a public evaluation in the Rel-7 timeframe. 

5.4
GSMA

Mr Charles Brookson reported on the Security Group meeting in London last week.
 
Items being discussed within the SG are: 

-
Withdrawal of A5/2. A list of operators still using the algorithm and their migration will be included in one of the GSMA databases (IR21). 

-
The fraud potential of IMS and MMS was discussed. A LS (S3-050804) statement was presented for further discussion within SA3. It was explained that premium rate fraud was still a big (and costly) issue for operators. Protection against viruses and malware was a major potential issue for operators. Reference was made to a China Mobile (S3-050786) contribution. 

-
A public portal to share security messages, and inform the customers as to the issues. 

-
Communications in the case of emergencies was an issue. 

-
A handbook to help operators migrate form 2G to 3G networks was being produced. 

-
We were still interested in the issue of IST and that it should exist for services other than GSM circuit switch. 

 
In response to questions, the Security Workshop being held at Sophia Antipolis 16/17 January 2006 is on http://portal.etsi.org/securityworkshop/Home.asp
5.5
3GPP2

Adrian Escott (Chair, 3GPP2 TSG-S WG4) gave a verbal update on the work in 3GPP2. S.P0110 IP Based Location Security Services Framework is in the final stages of the publication process. An updated version of the IMS Security specification (S.P0086) has just started the publication process. This version aligns with the Release 6 3GPP specification, but includes changes to make it 3GPP2 specific. The GBA work in 3GPP2 is being covered in three specifications, S.P0112 GBA Security System Requirements, S.P0109 GBA and S.P0114 Security Mechanisms using GBA. S.P0112 has just started the publication process and the others are expected to start the publication process soon. The differences between 3GPP and 3GPP2 GBA are covered in S3-050808 (see agenda item 6.9.2).

5.6
OMA

Mr James Semple gave a presentation on the OMA. There are a number of documents being worked on that relate to SA3. These are:
-
S.P0109 – architecture and bootrapping mechanism description

-
S.P0114 – security mechanisms using GBA

-
S.P0112 – GBA system requirements
The documents are not published yet, but hopefully soon.
It was asked if there are any developments regarding BCast work. It was answered that there are two schemes being worked on for key management and that both will be implemented in the standard for the first release. 
5.7
TR-45 AHAG

There was no report from AHAG.
5.8
TCG

There was a meeting of TCG last week. Silke.
TD S3-050797 contained a liaison statement on Use case scenarios to 3GPP SA3. This is not a reply liaison statement to that of SA3 since this has not really been received officially. A process of setting up a formal liason relationship is ongoing. 

The liaison statement contained a document and primer statement describe use cases for the application of Trusted Computing Group (TCG) techniques and specifications to mobile devices.  The use cases have been written to guide subsequent technical specification work within the Mobile Phone Working Group (MPWG) of the TCG.  They have also been written to provide parties outside the TCG with a description of the work being carried out by the MPWG. The Use Cases and Primer are also available from the Mobile section of the TCG web site at https://www.trustedcomputinggroup.org/mobile/ . SA3 are being asked to see if there are any use cases missing. An off-line discusison will be held leading up to a reply. 

It was decided that the work in agenda item 6.27 needs to be handled first. This was done and in the end it was considered that no suitable result could really be elaborated at this time and so this should be done at the next meeting. 
5.9
Other groups

There were no other groups. 
6
Work areas

6.1
IP multimedia subsystem (IMS)

6.1.1
TS 33.203 issues

TD S3-050737 contained a liaison statement on Change of originating and terminating terminal terminology. CT1 has as part of its work on Fixed Broadband Access to IMS for release 7 agreed to change the originating and terminating scenario terminology from “Mobile Originating" and "Mobile Terminating" to "UE Originating" and "UE Terminating" respectively in order to have the terminology be consistent with IMS Access from Fixed User Equipment. CT1 would like to bring this matter to the attention of other SA and CT groups that have IMS related specifications under their control and is requesting the groups to consider making similar changes in release 7 to their specifications where necessary.
It was commented that a UE can consist of a number of elements in addition to the mobile. This is also an issue with TISPAN where there is some inconsistency, but this should not have an impact as long as SA3 uses the term UE. 

AP 41.01
Bengt Sahlin to prepare a CR to replace the terms “Mobile Originating" and "Mobile Terminating" to "UE Originating" and "UE Terminating" respectively (in conjuction with S3-050737).

TD S3-050677 contained a liaison statement from MSF working group. 

On point 1 it was noted that SA3 did not include DIGEST, but it was noted that TISPAN has considered it. Also an answer is requried on how S-CSCF makes the selection of the authentication method. The liaison statement back was provided in TD S3-050823. It was noted that point 2 is for SA2. It was agreed to send this liaison statement. 
TD S3-050802 contained a liaison statement from SA2 on VCC handover performance. In the current specification, when UE accesses IMS via I-WLAN PDG, two nested IPsec tunnels are established: UE-PDG and UE-P-CSCF.  However if the section between PDG and P-CSCF is secured (e.g. PDG and P-CSCF are located within the same operator’s network.), it is felt to be an inefficient to set UE-P-CSCF tunnel (i.e. waste of resource, long setup delay, impact on UE performance). SA2 has concluded that one possible way to improve the situation is the removal of UE-P-CSCF tunnel and is asking SA3 to review the attached document to investigate whether it is possible to remove IPsec tunnel between UE and IMS without degrade security level in a special case. It would have helped if the attachment was attached. 
It was noted that there would appear to be an incorrect statement in the proposed changed in 7.1 in S2-052702 (which was provided separately). Also, there is some inclarity on what SA2 really want with this. It would appear that they intend to remove the IPSec Tunnel between the UE and IMS, i.e. to remove the authentication AKA also between the IMS and UR and rely on UAP. This is a consequence of what they are proposing. 

A liaison statement back indicating that their solution does not work and asking for some more explanation on what is really intended would be appropriate. The issue for SA2 is a performance problem, but it was noted that the more cricital path is from WLAN hotspot to the the wide area coverage of cellular. Another point was that it is a bit premature to indicate that SA3 is looking into a solution for this since the whole issue would appear to be flawed. The response liaison statement was provided in TD S3-050824. It was agreed to send this liaison statement. 
TD S3-050769 contained a CR to 33.203 from Ericsson and Siemens on Correction of text on negotiation of confidentiality algorithms. The text makes inappropriate reference to “SA alternatives for Release 5 and Release 6 UE’s”, “Release 6 algorithms”, and “Release 5 and Release 6 options”, which are not defined in the specification. Furthermore, it is unspecified how the P-CSCF should react when the UE did not include any confidentiality algorithm in its first message. It was revised to TD S3-050825 and it was agreed to be sent to SA for approval as CR 088.
TD S3-050693 contained a CR to 33.203 on Extension of scope to encompass TISPAN NGN by addition of normative annex from C3L, Siemens, Telenor and BT. The change is made to allow use of 33.203 in the TISPAN-NGN by broadening of the scope to encompass TISPAN-NGN. This is a compromise so that there will be a UIC with an ISIM either in MT, TE or the residential IMS Gateway. An enhance version of this was provided in TD S3-050732 and TD S3-050733 contained an overview of proposed changes to S3-050692 and S3-050693 from Siemens.
TD S3-050732 contained CR to TS 33.203 as an update of S3-050693 on Extension of scope to encompass TISPAN NGN by addition of normative annex from Siemens. A number of issues were found with the original CR in S3-050693 and these were corrected in this document. 
A comment was received from 3 that if the ISIM is being moved to the IMS Residential Gateway (IRG) does this reduce the level of security? The chairman of SA indicated that this has been discussed substantially in SA. The principle to be remembered that not all the elements in a TS need to be implemented and this applies to the changes for the TISPAN requriements. If TISPAN wish to take a risk, then this is up to them. So really, this does not reduce the security of 3G as long as some care is taken. Another point was that without this, then an alternative would be not to have an ISIM at all which would be much more of a risk.
A number of other changes were made that were mainly editorial. One change was to change the TISPAN NGN to just NGN. This was requested by the chairman of TISPAN WG7 based on a decision in TISPAN. There was some concern that by doing this would enlarge the scope of these changes. ITU-T use the term NGN and so it was suggested that the term TISPAN NGN is kept. This was agreed. In addition, the titles of the TISPAN TSs still refer to TISPAN NGN.
Another point was that in 3GPP2 all references to regional standards have been reomoved and it was asked if a similar process will be adopted for 3GPP. This is particularly relevant for this document that includes them. The chairman of SA indicated that this has been discussed in SA but, for the sake of practicality, the TISPAN specifications will be referenced for the time being. 
It was revised to TD S3-050826 and it was agreed to be sent to SA for approval as CR 089.
TD S3-050762 contained a CR to 33.203 on TLS based access security in IMS from Ericsson and Nortel. NAT traversal is not possible with the current IMS security solution. There was a question on the user of “tls” as a mechanism name in annex H and if this is defined. Also, this annex could be used for non-IMS and so there could be some confusion. It was answered that this is understood to be the case. 
Another point was that the reason for change of this is to add NAT Transversal and TLS is just one mechanism. It was answered that in the future this may wish to be limited. There was some agreement to this latter statement.

It was asked if there would be some extra delay in this solution. The answer was yes, but that it should not be significant. Another comment was that it is unclear from the CR if the expected usage is for TLS over TCP or UDP. It was answered that TLS over TCP is intended. Of course if it is UDP the datagram TLS would be used. 

One summary of the discussion was that PKS TLS and the use of Tokens should be discarded, and AKA should be adopted. Based on the discussion of TD S3-050730 and TD S3-050790 this document was noted with a view to having an update sometime before the end of the year. 
There is a preferred option that would appear to be TLS, but that there is another option on IPSEC UDP encapsulation. The comparison with IPSEC should be addressed. This was done in TD S3-050730 and TD S3-050790. 
TD S3-050730 contained a comparison of the proposed solutions for IMS signalling protection from Nokia and Ericsson. This contribution gives a comparison of the two proposals – TLS based access security and IPsec based access security with UDP encapsulation - for IMS signalling protection solution. The comparison is based on the arguments presented in the earlier contributions in SA3 and are categorized in order to help in the decision making in SA3. Since from security point of view there is no significant difference between the two solutions, SA3 needs to make the decision based on the other aspects. In this contribution we concentrate on the arguments that should affect the decision. 

TD S3-050790 contained comments on S3-050730 by Nokia, Ericsson on “Comparison of the proposed solutions for IMS signalling protection” from Siemens. From the comment it can be seen that the disadvantages of UDP encapsulated IPsec do not apply as claimed, while the claimed advantages of TLS may apply to standard TLS as in RFC 2246, but not to other TLS variants, in particular not to the one proposed in S3-050762.
One aspect of the comparison is the co-existance of Rel-6 and Rel-7. For backwards compatibility, UDP encapsulation is probably better. This is an issue, but it would be better to have less options and of course there some work ongoing on the fixed side for TLS. A comment was made that other services and features will require TLS and, in view of limiting options, there could be a leaning towards TLS. This was answered in that there are other services that require IPsec and so building a UE with just TLS is not possible. Based on this the operator indicated that he would build what the operators wanted. 
It became clear that a decision could not really be made on this at this meeting. Some off-line discussion is required. An evening session was held and so an update of the discussion paper could be provided. This was done in TD S3-050827. 
It was noted that TD S3-050827 constitutes a summary of views presented during the SA3 meeting, but no endorsement by SA3 was achieved. The document will be added to the TR 33.802 with the comment that constitutes a summary of views presented during the SA3 meeting, but no endorsement by SA3 was achieved as an editor’s note. 
The session was successful but it became apparent that the work needs to be made aware to TISPAN. It was decided to have a liaison statement to TISPAN in order to inform them of the progress of the work on IMS Enhancements. This was provided in TD S3-050841. It was agreed to send this liaison statement. 
6.1.2
Security for early IMS

TD S3-050688 contained a CR to 33.978 to correct an implementation error. At SA3 #40 a CR to 33.978 was provided regarding the THIG (S3-050483). The the text in TR33.978 which indicates that the THIG function cannot be used is misleading and should be removed. However, in the process of implementation of this CR, an error was made where the old and new text both exist in the subclause and this needs to be corrected. It was revised to TD S3-050628 and it was agreed to be sent to SA for approval as CR 010

TD S3-050736 contained a reply LS on S-CSCF re-selection in early IMS from CT1. This is a reply to S3-050668 wherein CT1 is recommending that SA3 accepts not performing S-CSCF re-selection as described in clause 5.3.1.3 of TS 24.229 as a limitation of Early IMS Security. CT1 noted that the network behaviour of selecting a new S-CSCF in the event of an S-CSCF failure is still available. So this is in line with the CR at the last meeting in TD S3-050655. This CR was put into SA #29 and was approved and so there is nothting to do for now. However, it was noted that there exists a version which has CR number 007 and not 008 as it should have been. This is a bit of a surprise since the version on the 3GPP site does have CR number 008 as does the database. In the event, the CR was approved at SA. 
TD S3-050765 contained a CR to 33.978 on use of IMPU in HTTP header for HTTP security mechanism from Vodafone and Siemens. In the solution for protecting the Ut interface using Early IMS security it is currently stated that the user is identified by the IMPU in the HTTP request to the AS. However, it is not clear how this identity is carried in the HTTP request. TS 24.109, section 7.2, introduces an optional HTTP header called "X-3GPP-Intended-Identity", which may be used to carry the IMPU. When using GBA-based security, it is not necessarily a problem when this header is not used by the UE, as the AS may obtain an IMPU, or other appropriate information, from the BSF. The AS may not even need to know the IMPU. But when the header is missing and Early IMS is used, then the AS does not know how to obtain the IMPU, which is needed so that the AS can make the necessary request to the HSS for IP address binding information. A further problem is that it is currently unclear that the IMSI-derived IMPU is used.
It was revised to TD S3-050829 and it was agreed to be sent to SA for approval as CR 011.
TD S3-050766 contained a CR to 33.978 for correction of Sh Secure IP Address Binding Information Notification Inconsistency from Hewlett-Packard. The textual description supporting Sh-based notification of changes to the Early IMS “Secure IP Address Binding Information” does not match the accompanying table that lists the capabilities the “Secure IP Address Binding Information” attribute.
It was revised to TD S3-050830 and it was agreed to be sent to SA for approval as CR 012
6.2
Network domain security: TCAP layer (NDS/TCAPsec)

TD S3-050783 contained a liaison statement from CT4 on further response on next Steps for MAPsec. C4-051706: This LS is in response to S3-050174. In it CT4 is informing SA3 that CT4 have produced a WID on Feasibility Study on the TCAPsec Gateway concept" and the attached TR on "SS7 Security Gateway". The WID is going to be presented to CT#30 for approval whereas the TR is going to be presented to CT#30 for information."
Comments are welcome on the attached TR to CT4 for none security issues. For security issues the comments should be directed to Marc Blommaert.
AP 41.02
Marc Blommaert to collect comments on the TS in S3-050783 on SS7 Security Gateway Architecture, Functional Description and Protocol Details from CT4.

TD S3-050699 contained a Pseudo-CR to TS 33.204 v020 (S3-050618) on Annex B Message flow corrections from Siemens. This pCR proposes some changes to Annex B (message flows) since the SPI is not part of the SPD, to include extra consistency and security checks before starting the security processing and to include some editorial changes. It was approved and will be implemented into 33.204 in TD S3-050831. 
TD S3-050700 contained a Pseudo-CR to TS 33.204 v020 (S3-050618) on Null algorithms from Siemens. 
Proposed pCR removes the use of NULL algorithms in the SADB i.e. to follow the second approach and removes the editor’s Note in clause 5.3 as it is unclear what ‘expiration time issues’ are related to the SPD. Also the use case to require different inbound and outbound policy administration for the same peer PLMN’s is unclear. Allowing it would complicate the policy administration. It was approved and will be implemented into 33.204 in TD S3-050831.
TD S3-050701 contained a Pseudo-CR to TS 33.204 v020 (S3-050618) on Original Component ID from Siemens. The document proposes to remove the originalComponentIdentifier from the security header and move it to the protected part of the message.It was approved and will be implemented into 33.204 in TD S3-050831.
TD S3-050831 contained the updated version of TS 33.204 on Network Domain Security (NDS); TCAP user security. This was provided as version 1.0.0 for presentation to SA #30 for information.
6.3
Network domain security: IP layer (NDS/IP)

TD S3-050692 contained a CR to 33.210 to extend the scope to encompass TISPAN NGN. This is the original CR from the joint meeting at the last SA3. This was essentially overtaken and replaced by TD S3-050731. It was suggested that the references to UMTS can be changed to 3GPP in the scope and introduction. 
A few minor changes were made and it was revised to TD S3-050832 and it was agreed to be sent to SA for approval as CR 017.
6.4
Network domain security: Authentication Framework (NDS/AF)

6.5
UTRAN network access security

TD S3-050805 contained a reply LS on Security Keyset change on PS handover. 3GPP TSG GERAN promised in an earlier response to LS S3-050467, that TSG SA WG3 would be informed as soon as any result concerning the issues raised in that LS had been reached by TSG GERAN WG2. In particular on reducing the amount of data sent unprotected before ciphering can be started during PS handover when the target system is GERAN A/Gb mode. An attached CR was provided. Both documents were noted. 
TD S3-050702 contained a CR to 33.102 to clarify key set handling for PS handover. PS Handover has been introduced in Rel-6 but the requirements concerning the key handling were never captured. These new requirement are based on the PS intersystem change requirements. With respect to the requirement for PS inter-system, less cases have to be described as both a Rel-6 ME and the SGSN shall support UMTS AKA. It was revised to TD S3-050833 and it was agreed to be sent to SA for approval as CR 196.
TD S3-050684 contained a CR 33.102 (Rel-5) on Correction on Keystatus sent by CN node in Security Mode Command from Siemens and Ericsson. A mirror for Rel-6 was provided in TD S3-050685. Within the text “VLR/SGSN shall treat the keyset as "new" only if the keyset was communicated to UE while in UTRAN”, the word communicated can mean many things. The correct interpretation is the AKA-run. A wrong interpretation is the security mode control procedure. This CR proposes to explicitly use ‘authentication and security key generation’ to avoid any misinterpretation as if the keyset (status) had to be transferred from the network to the UE.
TD S3-050684 was revised to TD S3-050834 and it was agreed to be sent to SA for approval as CR 197. TD S3-050685 was revised to TD S3-050835 and it was agreed to be sent to SA for approval as CR 198.

TD S3-050698 contained a discussion document on denial of Service attacks masking within Registration Reject from Samsung Electronics. This contribution wishes to bring to the attention of SA3 a security gap in Non-Access Stratum registration reject signaling that could lead a 'false base station' to instigate DoS attacks against mobiles as registration reject messages are non-Integrity protected. A clarification is asked from SA3 whether this security gap is real and if so what must be done to stop any exploitation of registration rejects to instigate DoS attacks.

It was asked if this timer affects PS attached and combined PS and CS attached but not for CS alone. In this case, if the mobile is fooled into starting the timer, it will only continue as long as the attacker is present. As soon as the false base station is turned off, then the mobile will re-attach to a bone-fide BS. However, for combined PS and CS it is possible that the false BS could send the mobile a false reject message with a long timer. This could be a problem or not, but a futher analysis should be done before a mechanism to protect against it is devised. The document was noted and further input is expected. 
AP 41.03
Rajavelsamy Rajadurai to iniate an email discussion as to whether there is a problem related to scenario described in S3-050698.

TD S3-050729 contained discussion document on Identification of the authentication domains by the HLR from Orange. In order to limit the number of synchronization failures, the AuC in the HLR may allocate different SQN index values according to the authentication domains when generating authentication vectors. This contribution discusses the identification of the authentication domains by the HLR.

This would appear to be useful and was supported by at least two companies. Based on there not being any objections, it was suggested that a liaison statement to CT4 is elaborated and sent. One small issue is that for the WLAN domain there are three different uses of the AKA protocol and it was questioned if separated domains are required for each. The liaison statement was provided in TD S3-050836. It was revised to TD S3-050863 and it was agreed to be sent. 
6.6
GERAN network access security

TD S3-050689 contained a pseudo-CR on GERAN Access Security Review in 33.801. A number of changes are proposed to clean up the TR and tie up loose ends. It was asked if it was ready to be presented for information to SA. It was decided that indeed it could be sent for information. A cover and version 1.0.0 was provided in TD S3-050838. It was revised to TD S3-050864 and it was agreed to send this to SA for information. 
6.7
Immediate service termination (IST)

There was no input on this item.
6.8
Fraud information gathering system (FIGS)

There was no input on this item.
6.9
GAA and support for subscriber certificates

6.9.1
TR 33.919 GAA

TD S3-050679 contained a liaison statement from OMA LOC WG on 3GPP Requirements for HTTP based Zn interface support between the Network Application Function and the Boot Strapping Function. 
This is a response to a liaison statement received from 3GPP CT4 regarding OMA LOC WG requirements for HTTP based Zn interface. OMA LOC WG believes that HTTP is a good alternative to DIAMETER for the Zn interface looking from OMA SUPL reference architecture point of view. Currently in OMA SUPL reference architecture there are no other reference points for which DIAMETER is required. However, HTTP is prevalent as it is used on a number of other reference points. In addition it seems that DIAMETER is an extensive and heavy protocol to achieve the limited functionality desired from SUPL perspective.It was reported that this liaison statement has been received in 3GPP2 also where it did not receive any interest. Another point was that OMA SEC is not really been included in this work and really this should go to OMA SEC first. It was noted. 
TD S3-050704 contained a discussion document on HTTP based Zn interface. During CT4#27 meeting CT4 agreed that coordinated set of stage 1 and 2 requirements were needed in order to increase the usability and benefit of GAA. CT4 requests a coordinated set of top level requirements are provided to them such that a clear indication of stage 3 specification work can begin in CT4. 

SA3 is asked to coordinate this effort. This contribution presents the summarized requirements needed to integrate a HTTP-based reference point into GAA.
This could result in a CR to 33.220 and an liaison statement to CT4 if the meeting is happy with it. It was questioned if the first bullet should be in 33.220 when it is really for stage 3. Another point was that there should be only one reference point between the NAF and BSF and that should be the Zn. So really, from an SA3 point of view this should be referred to CT4 and not result in a CR. It was agreed that no changes are required to 33.220 and the liaison statement should read guidance and not requirements. 
The liaison statement was provided in TD S3-050809. For Diameter based Zn there is no need for TLS. It was agreed to send this liaison statement. 
6.9.2
TS 33.220 GBA

TD S3-050808 contained a presentation on the D-H based bootstrapping mechanism in 3GPP2 from Nokia. This presentation also gave a comparison between the OMA and 3GPP mechanisms for GBA. 
On the last slide, it was reported that Lucent proposed that the “3GPP bootstrapping” string to be replaced in 3GPP2 environment with “3GPP2 bootstrapping”. It was asked if there is any way to synchronize 3GPP and 3GPP2 and avoid the change proposed by Lucent? 

It was noted that there was a long argument on 2G GBA wherein there was some concern on possible weakening of security. And now there is a proposal from OMA called GBA which contains two further mechanisms. The question was if the name should be the same. 

Another question was that GAA is not interesting to 3GPP2 at this time and it was asked why. It was answered that 3GPP2 is using a subset of GAA, and in any case the interest of 3GPP2 in GAA may change.
It would appear that 3GPP2 has come up with a new requiremetn of whether the NAF should be aware of which AKA algorithm is being used to generate the NAF keys. It was answered that this is not a new requirement and it should be transparent. 

In summary, there appears to be some divergence between 3GPP and 3GPP2 and it was asked why? In the end, there is some advantage in doing this so that the same BSF can be built for both. It was answered that it is probably too late. Another answer was that the difference is not really that much. 

A conclusion was that the harmonisation of the solution is in the interest of both groups, but there are reasons for some small differences due to the underlying system. However, both groups should really keep a dialogue going to keep the solutions as close as possible. 

TD S3-050690 contained a CR to 33.220 rel-6: NAF_Id encoding. SA3 extended the definition of the NAF_Id in TS 33.220 (GBA) to also include a Ua Security protocol identifier (coded on five bytes). The NAF_Id now consists of the FQDN of the NAF, concatenated with the Ua security protocol identifier. It should be clarified that only the FQDN part of the NAF_Id is encoded using UTF-8.
On the second change, it was noted that only the FQDN is encoded. The answer was that this is what is intended although both are sent. It was revised to TD S3-050810 and it was agreed to be sent to SA for approval as CR 072.  
TD S3-050691 contained a mirror for Rel-7. It was revised to TD S3-050811 and it was agreed to be sent to SA for approval as CR 073.
TD S3-050768 contained a Draft LS to 3GPP2 TSG-S WG4, OMA SEC and the GSMA SG on Ua Security Protocol Identifier. To do this was agreed in principle at the last meeting. It was revised to TD S3-050812 and it was agreed to be sent.  
GAAExt
TD S3-050703 contained CR to 33.220 (Rel-7) on Interoperator GAA usage - Visited NAF. Interoperator GBA, i.e., the usage of Diameter-Proxy (D-Proxy) and TLS certificates in securing Zn' reference point is described in the specification. The actual procedures are left to operators to implement and are not part of this specifications. However, it is seen beneficial if example cases are presented in the specification. Hence, an informative annex has been created to give examples on how to set up GBA between operators, and how the actual operation, i.e. usage of GBA between two operators, should go. It was revised to TD S3-050813 and it was agreed to be sent to SA for approval as CR 074.
TD S3-050757 contained discussion document on GBA Push. This document gives two new push solutions and two solutions based on reuse of current functionality are presented and the need for a GBA PUSH solution has been discussed. The new push solutions show the feasibility of introducing a full-fledged push functionality. The two solutions have different pros and cons and their details have to be sorted out, but it is proposed that GBA PUSH should become on part of GBA enhancement work.

This appears to be prompted by some informal discussions in OMA and it may be better to get their view on it. This could be a good move as part of the work since it is not sure that OMA really even have the need for it. It was noted that really OMA should really contact SA3 with a requirement rather than asking OMA. 
It was decided to send an liaison statement to OMA on this in TD S3-050814. It was agreed to send this liaison statement. 
TD S3-050759 contained a CR to 33.220 on Clarification of Policy enforcement. In clause J.2.2 the BSF checks the presence of GSIDs in the USS even though the NAF has not sent the GSID information to the BSF. It is clarified that, according to clause 4.4.8, the NAF does not need to send the GSIDs, but it is sufficient that the BSF checks the presence of the USSs locally.
It was revised to TD S3-050815 and it was agreed to be sent to SA for approval as CR 075.
TD S3-050705 contained a discussion document on USS Management that was presented at the last meeting (S3-050518), but which was put to this meeting because of time limitations. The document was on USS insert/update/delete procedure initiated by NAF from Nokia. SA3 is being asked to study the USS managing procedures further and to include them into their Release 7 GAA enhancement  work. 
There was some dialogue in the meeting and it was decided to study this a little further before deciding if it should be included in the work programme. 
TD S3-050778 contained a discussion document on Correlated B-TIDs in anonymous access. This contribution discusses the problem that in anonymous access a NAF may have problems in updating the NAF specific GBA keys that are used for Ua application. This is because, if the UE has run a new bootstrapping run, the NAF does not have sufficient information to correlate the new and old B-TIDs. SA3 is being asked to study the problem further. 

There was some concern regarding the Zn centric solution. There was also some concern on the NAF being able to link two different sessions. It was agreed that there is an issue that needs to be solved, but it is not known if there is already the means to solve it in the standard perhaps by clarifications. Based on this, the proposal in the document was accepted and contributions are requested for the next meeting. 
TD S3-050755 contained discussion document on using TLS on Ub reference point. This contribution discusses the user identity confidentiality in GBA. In current GBA solution, the temporary identity B-TID is sent in clear over Ub reference point and it may be exposed, which means that user identity confidentiality may be compromised. This contribution proposes to use TLS on Ub reference point to provide protection for user identity confidentiality. The CR to implement this was provided in document S3-050756. 
On section 2.2 it was commeted that a slightly different usage of TLS is being proposed than the use of TLS in 2G GBA. It was answered that this document was written prior to the decisions on 2G GBA and so the comment was accepted. However, this begged the question if the two procedures for 2G and 3G GBA should be aligned in respect of authorisation tokens. Another suggestion was to import the TMSI mechanism into this rather than using the TLS which is reasonably heavy. It was noted that there was some discussion on if a Temporary IMPI should be used, but it was decided at the time that this should not be done. In addition, it was noted that IMPI is always transmitted in the clear and this should really be fixed first. 
It became clear that there is a problem, but that TLS may not be the best solution. Some more consideration is requried for identity confidentiality. 
TD S3-050756 contained a CR to 33.220 on Using TLS on Ub reference point. In the current GBA solution, the temporary identity B-TID is sent in clear text over Ub reference point and it may be exposed, which means that user identity confidentiality may be compromised. It is proposed to use TLS on Ub reference point to provide protection for user identity confidentiality. In addition to this, it is proposed to use authorization tokens are used verify the TLS tunnel endpoints as described in [S3-050751]. Based on the discussion on S3-050755, this document was noted. 
Document TD S3-050751 contained discussion document on Verification of TLS endpoints and TD S3-050752 contained a CR to 33.220 on the same subject. There was no need to handle these documents in the meeting as based on the commetns on S3-050759 Ericsson decided that they are not proposing this solution any more. Documents and so TD S3-050751 and TD S3-050752 were noted. 
TD S3-050789 contained Comments on TD S3-050751, 752 by Ericsson on “Verification of TLS endpoints in GBA” [2G GBA]. Since S3-050751 and S3-050752 were noted, so was this document.  
TD S3-050753 contained a discussion document on Enhanced Privacy Support in GBA / GAA. Current GAA/GBA procedures present some weaknesses with respect user’s identity privacy protection towards third-party applications. Two or more independent third party applications can trace back the user as linkability (a.k.a. collusion) via B-TID is possible. This contribution proposes a solution to avoid this privacy weakness. 

It was considered that perhaps there is a more efficient way of doing this. Using TLS would involve 4 to 6 round trips. Also, it is not certain if anonymous access would solve this problem. However, whilst a user may not provide his identity to the NAF, he may provide some other information and if this is subsequently shared with another NAF then there is a confidentiality issue. It was considered that this cannot be dismissed out of hand, but that there is an issue worth studying. Comments were requested for the next meeting. 
2G GBA

TD S3-050708 contained a draft TR on 2G GBA to make it independent of 3G GBA. The TR allocated was 33.920 and lists all the CRs that are approved to include the feature. There is just one at the moment. It was commented that in the SA report that the threat analysis be taken into consideration and this does not feature in the TR. The answer was that this will come later in the meeting. It was noted as the basis for further work. 
TD S3-050706 contained CR to 33.220 R7 on the correction of Notes in 2G GBA Annex. In SA, a request was made to fix the “shalls” in the notes. This was done to make the notes normative text. However, the consequence if not approved is a little weak based on the fact that informative text is being created. 
Also, there was some concern that there are similar changes to be made to the body of the text. This maybe should be done for the next meeting to Rel-6. 
Document S3-050706 was revised to TD S3-050817. This should include a correction of the text in the main part of the TS. It was revised to TD S3-050862 and it was agreed to be sent to SA for approval as CR 079.
TD S3-050767 contained a CR to 33.220 on Alignment of 2G GBA with recent CRs 061, 064, 065, 071 to TS 33.220 and CR 023 to TS 24.109. It was noted that the CR to 24.109 has an impact in that the qop was removed to the stage 3. 
On an associated subject, it was noted in I.4 that there are two bullets:

-
2G GBA shall not impact the USIM / ISIM based GBA as specified in sections 4 and 5.

- 
2G GBA shall minimise the changes to the USIM / ISIM based GBA specified in section 4.

These could be confusing as they appear to contradict each other. It was noted when this annex was first approved that the text did make sense, but maybe could do with some clarification. This is something that should be considered at the next meeting. 
TD S3-050707 contained a CR to 33.220 (Rel-7) on 2G GBA Threat info annex. This was requested by SA. 
It was asked if the comments from 3 have been included. Whilst the answer was yes, another document was provided in TD S3-050816 which indicated that not all concerns have been taken into account.
Some on-line editing took place and it was eventually provided again. However, beforehand TD S3-050775, which contained the original document on 2G GBA threats, was taken. Some comments to this document were provided in TD S3-050784. However, still further comments on S3-050784 were provided in TD S3-050816. In essence, the concern by 3 was that 2G GBA allows more access to the sensitive data on the SIM and could allow a higher probability of SIM cloning. It was noted that there are already applications that have access to the sensitive data on the card, one example being the AT commands. In the end, the final version of the threat analysis annex was provided in document TD S3-050819 and it was agreed to be sent to SA for approval as CR 077.
TD S3-050754 contained a CR to 33.220 on IMPI obtained from IMSI in 2G GBA. The annex about 2G GBA does not specify nor does it refer to any other section in the TS how IMPI is received in the UE in the first place. It is proposed that IMPI is obtained from IMSI with the same conversion functions as in case of 3G GBA. 
TD S3-050758 should have contained a CR on TLS profile in 2G GBA. It was withdrawn prior to being provided. 
UICNAFSec - 33.918

TD S3-050683 contained Pseudo CR to 33.918 rel-7 to update references to CRs that have been approved. It was noted that there are references to the document numbers that contain the CR. This was thought to be dangerous since there could be more than one CR in a document. In fact, in this case, it is possible that the documents only contain one CR, but in the future this may not be the case and SA3 had better set a good precedent. 
It was decided that the TR should to to SA for approval even with just one CR in it. This was agreed. 
It was revised to S3-050821 and it was agreed to be sent to SA for approval. 
6.9.3
TS 33.221 Subscriber certificates

There was no input on this item.
6.9.4
TS 33.222 HTTPS-based services

TD S3-050683 contained a pseudo CR to 33.918 to update the references. It was approved. 
It was decided to send this TR to SA for approval. The cover and version 2.0.0 was provided in TD S3-050821. It was agreed to be sent to SA for approval. 
6.10
WLAN interworking

TD S3-050718 contained a CR to 33.234 on IMSI availability at PDG. As a result of the last CT4 #28 meeting, the TS 23.008 and TS 29.234 have been updated to make the IMSI available at the PDG, if the PDG does not already have this information.  This is to let PDG create the PDP context.  The IMSI information is needed to create the PDP context, and in case the temporary ID is used during tunnel authorization, the PDG does not have IMSI and is unable to create the PDP context. It was revised to TD S3-050837 and it was agreed to be sent to SA for approval as CR 072.

TD S3-050696 contained a discussion document on Optimization of Tunnel Authentication Procedure. At the last 3GPP SA3 meeting (#40), we proposed a method to improve efficiency in setting up UE-initiated tunnels. The contribution received comment that, if the network does not supports the tunnel authentication optimization, then the UE may have to exchange more number of messages than the full authentication procedure. It was clarified that the AAA server can intimate the support of tunnel authentication optimization to the UE during the initial authentication procedure. It was determined by SA3 to revise the CR with the above clarification and to propose in this meeting. In this discussion paper we also like to summarize the purpose and analysis of the tunnel optimization procedure. TD S3-050697 contained the CR 33.234 to implement the Optimization of the Tunnel Authentication Procedure from Samsung Electronics, Motorola and Azaire Networks.
There was a comment that this proposal appears to introduce a lot of new complexity into the standard as well as a great deal of error handling. 
TD S3-050722 also contained a document on criteria on optimizing the authentication procedure of WLAN 3GPP IP access from Nokia, Siemens and Ericsson. TD S3-050788 contained Comments on this document from Samsung Electronics, Motorola and Azaire Networks. 
There was some criteria is S3-050722 was agreed upon, but the propose solution in S3-050 was not agreed-to. Indeed, document S3-050788 appears not to indicate that the criteria are already filled and that the solutions to meet the criteria in TD S3-050696 is not accepted. Indeed, the quoted draft for IETF is not yet stable. 
Contributions to show how all the criteria are met are encouraged. In the meantime, all documents on this were noted. 
TD S3-050799 contained Reply LS on support for simultaneous WLAN direct IP access session from SA2 and is asking SA3 to provide further information whether SA3 sees any method that can be used to distinguish real simultaneous WLAN Direct IP Access sessions from sessions created due to pre-authentication.
It was noted that this situation does still apply to the SIM sharing. It was asked if pre-authentication should be suppported. It was answered that this was not dealt with in SA2, but is rather left to SA3 to determine. In fact, based on the IEEE, it is not sure if pre-authentication could be disallowed. 
There would appear to have been a U-turn by SA3 which was had caused some confusion in SA2, but still requires SA2 to take back the CR.  This should be done in a liaison statement and TD S3-050839 was allocated. It was agreed to send this liaison statement. 
TD S3-050800 contained LS to SA3 on solution for the private network access from SA2 in which SA2 is asking SA3 to provide feedback on the working assumption that the solutions both described in section 2.1 and 2.2 need to be standardized as the solutions for the private NW access from 3GPP I-WLAN access.
On observation on this is that this may fall foul of the ETSI LI requirements. It was not sure since the IPsec tunnel still terminates in the PDG. This is already possible in the GPRS network. This notwithstanding, there appears to be a contradiction in the SA2 liaison statement. It was decided to collect views on this during the meeting. A response was provided in TD S3-050840. It was agreed to send this liaison statement. 
TD S3-050678 contained a liaison statement request for information and review of WLAN service configuration parameters for mobile device provisioning and management purposes from OMA-DM. OMA Device Management (DM) Working Group develops specifications for mobile device provisioning and management purposes. Currently OMA has defined two technologies OMA Client Provisioning and OMA Device Management to enable these functions. OMA DM WG asking the experts on WLAN to review the parameters in the “Proposal” section and provide an answer to the questions made in the “Overview” section of this Liaison Statement. 
There does not appear to be an action on SA3, but it would appear that CT6 has responded to this liaison statement. This was provided in TD S3-050793. CT6 are indicating the parameters in the OMA-LS that have an effect on the CT6 Rel-6 specifications.
Some of the parameters that are being proposed could be useful to SA3. A response back giving the SA3 view was provided in TD S3-050844. It was agreed to send this liaison statement. 
TD S3-050735 contained liaison statement to 3GPP from IEEE 802.11 Request for comments on IEEE 802.11u Requirements Document from the IEEE 802.11 Task Group u. The group IEEE 802.11 Task Group u, Interworking with External Networks has produced a requirements document enclosed with a covering letter. The purpose of this letter is to ask you to review this document and to return comments on any of the requirements which may have a direct impact on the interworking of IEEE 802.11 technology with your technology. The attachment was provided in TD S3-050734. Of note in this document was 2.3 Protection Cluster and 2.4 Authentication Cluster. 
It was considered that the best approach may be to have an email discussion to collect comments. The response will be provided in TD S3-050845.

AP 41.04
Colin Blanchard to collect comments on the TGu Requirements (S3-050734) to be sent by delegates before the 14th December; response in S3-050845.
TD S3-050845 was subesequently sent after the meeting.
TD S3-050763 contained Adding in-band OCSP support to IKEv2 from Vodafone, BT and Siemens. Generic Access Network (TS 43.318, TS 44.318) uses the same IPsec/IKEv2-based security mechanism as WLAN 3GPP IP Access (TS 33.234). In particular, certificates are used to authenticate the Generic Access Network Controller (GANC) in the case of Generic Access Network, and the Packet Data Gateway (PDG) in the case of WLAN 3GPP IP Access. It is proposed to standardise a solution to allow the use of OCSP for in-band signalling of certificate revocation status as part of the IKEv2 protocol in generic access network. It is also proposed that the same solution is also made available for use in WLAN 3GPP IP Access, although this seems to be of lower priority. This work should be done within 3GPP Release 7 timescales.

One possible solution could be to wait until the internet draft is available. It was not known what the status of the internet draft was at the time. There was some support from several companies for this nonetheless, although it was not known if there is a need for a WI to add a reference to the IETF draft. It was noted that the only reference in 33.234 to out-of-band checking is in a note and this is informative and so the work is not great. It was decided that a CR should be provided at the next meeting. 
TD S3-050724 contained a CR to 33.234 on UE checking the freshness of RAND from Nokia. UE need to check to the freshness of the RAND sent from network side as defined in clause 6.3.1 in ref. 5 of TS33.234. This was revised prior to presentation to TD S3-050796. There was a bit of concern as there bit missing the mechanism that could leave it open to abuse. Also, the EAP SIM, in itself, provides some indication of freshness. Between now and the next meeting, some investigation on the value of adding this should be done and a report made back if necessary. 
TD S3-050723 contained Change the reference of RFC2486 from Nokia. The NAI used in I-WLAN is described in TS 23.003. It’s better to refer to TS 23.003 instead of RFC2486. So if there is modification in TS 23.003, there is not need to make corresponding change in TS 33.234. There was some concern that it can be implemented in this way already without the CR to Rel-6. Some checking is required to find out if it really is required. It was noted.
6.11
Visibility and configurability of security

There was no input on this item.
6.12
Push

There was no input on this item.
6.13
Priority

There was no input on this item.
6.14
Location services (LCS)

There was no input on this item.
6.15
Feasibility Study on (U)SIM Security Reuse by Peripheral Devices 

There was no input on this item.
6.16
Open service architecture (OSA)

There was no input on this item.
6.17
Generic user profile (GUP)

There was no input on this item.
6.18
Presence

There was no input on this item.
6.19
User equipment management (UEM)

There was no input on this item.
6.20
Multimedia broadcast/multicast service (MBMS)

TD S3-050680 contained a LS to 3GPP on the Mobile Broadcast Services Specifications from OMA BAC-BCAST. In the sprit of the earlier exchange, the intent of this liaison statement is to inform and keep 3GPP updated on the available draft specifications of Mobile Broadcast Service Enabler. OMA BAC_BCAST is asking 3GPP to provide the pointers to the most recent versions of the MBMS-related specifications and advice how to locate those also in the future.
The response was provided in TD S3-050846. It was agreed to send this liaison statement. 
TD S3-050779 contained a Response to the OMA BCAST liaison statement from SA1. It was noted as very interesting. 
TD S3-050682 contained a Reply Liaison statement on MBMS User Service finalization from SA4. This is essentially identical to one from SA4 that was handled in the last meeting, only with different attachments. At the last meeting, it was noted that the CRs attached were incorrect and so the correct ones (as in this liaison statement) were already reviewed. It was noted. 
TD S3-050776 contained a discussion document, and a CR to 33.246, on ROC synchronization from Ericsson. There are a number of ways that ROC synchronisation could be lost and this CR proposes a solution to synchronizing the ROC. It is proposed that the attached CR (Att1), which introduces the usage of the above described transform, is implemented in TS 33.246, and that the transform it self is standardized in IETF (an IETF-draft (Att2) for this is attached to this contribution). It should be noted that this draft has not yet been submitted, but can be. Of course, this is for Rel-6, but the timing is unavoidable. 
It was asked what the impact of this on the MIKEY message length. The answer was not large. 
It was revised to TD S3-050847 and it was agreed to be sent to SA for approval as CR 079.
TD S3-050770 contained a MBMS: Correction on MSK processing in case of solicited pull procedure from Siemens. The MSK processing (clause 6.5.3) does not mention the case of ‘solicited pull ‘-messages (clause 6.3.2.2.4). For such MIKEY messages, no MSK is present. Nevertheless the integrity of the received MIKEY message needs to be validated by the MGV-F and the time stamp needs to be updated. It was revised to TD S3-050848 and it was agreed to be sent to SA for approval as CR 080.
TD S3-050747 contained a Handling several status codes in one response message from Ericsson and Siemens. This contribution discusses the problem that arises when the UE is able to request multiple MSKs in one MSK request message, but the BM-SC is not able to assign individual status codes for the MSKs. It should be noted that the issue is very similar in case of MBMS User Service (de)-registration procedures. A solution is proposed to the issue in this contribution and the accompanying CR in TD S3-050749 implements the solution in TS 33.246.

It was revised to TD S3-050849 and it was agreed to be sent to SA for approval as CR 081.
A liaison statement to inform SA4 regarding this was provided in TD S3-050850. It was agreed to send this liaison statement. 
TD S3-050750 contained a Definition of older MSK from Ericsson. The definition of “older MSK” is ambiguous in the specification. The definition of older MSK is important when the UE decides which MSK to delete. It was revised to TD S3-050851 and it was agreed to be sent to SA for approval as CR 082.
6.21
Key Management of group keys for Voice a Group Call Services

TD S3-050687 contained a discussion document on an example A8_V algorithm based on MILENAGE f3-function. TS 43.020 Annex F.4.4.1 specifies the algorithm requirements for A8_V, indicating that A8_V is an operator specific algorithm. Currently no A8_V example algorithm is specified. It is found useful that 3GPP specifies such an example algorithm. A proposed A8_V example algorithm based on MILENAGE is given in section 3 of this contribution showing that a simple profiling of the f3 function of MILENAGE can be done. In order to publish an A8_V example algorithm, some further work is required i.e. on test sets. It is proposed that ETSI SAGE is asked to complete this work.

It was noted that the the proposal for ETSI SAGE to do the work would mean that a liaison statement would be requried since the group does not meet face-to-face that often. The liaison statement to do this was provided in TD S3-050852. It was agreed to send this liaison statement. 
6.22
Guide to 3G security (TR 33.900)

There was no input on this item.
6.23
Selective disabling of UE capabilities

TD S3-050738 contained a liaison statement on Selective Disabling of UE Capabilities from SA2. As part of the SA2 feasibility study on Selective Disabling of UE Capabilities documented in TR 23.805, SA2 #48 reached the agreement to recommend the OMA Device Management based solution described in section 4.2.1 in the TR. SA3 is being asked to review the OMA DM based solution as described in the attached document S2-052280 and section 4.2 in TR 23.805.
AP 41.05
Bengt Sahlin to collect email comments on liaison statement in S3-050738. 
6.24
Trust requirements for open platforms

The first draft for the on 'Requirements on Trusted open platform' was provided in TD S3-050716. It is essentially the structure and the skeleton. On the introduction, the second sentence has a reference to USIM but it should really be UICC application, but with the SIM should remain. Maybe even UICC reader should be put in; who knows? The rapporteur will find some text and comments are welcome. 
It was approved as the basis for further work. 

TD S3-050717 contained a pseudo-CR to add some text on GBA Trust recommendations. One comment was that the access control policy should really be put into the UICC. An editor’s note will be put in to indicate that some more work is requried on Access Policy. 
Another proposal was to make this a little more generic. Also, it was wondered what the timescales for this were. It was answered that it should really be for Rel-7, but some more accuracy was requested. It was noted that this should really be ready by the April meeting. This would allow it to be for information in June and for approval in September SA. 

It was noted that there is no text or reference to 21.905. It was thought that there is no text on this in the template and this would need to be checked. 

AP 41.06
MCC to check the template for 21.905 to determine if there is some text referring to 21.905. 

It was approved and will be put into the next version of the TR.

The TR will be provided in TD S3-050853 which will be the basis for the pusedo-CR.

6.25
Liberty-3GPP security interworking

TD S3-050711 contained a pusedo-CR to 33.980 on Clarifications and corrections. This was revised to TD S3-050856 prior to presentation. It was noted that this was restricted to GBA. There will be an editors note the use of GBA/U is for further study. It was approved to be put into the TR. 
TD S3-050712 contained a pusedo-CR to 33.980 on authentication context removal. Really the text should really be dealt with by CT4 and so the text was deleted. CT4, of course, needs to be informed and so a liaison statement was provided in TD S3-050713. This liaison statement does not really give quite enough information and so a reference was given to the Liberty Authentication context definitions. A revision was provided in TD S3-050857. It was agreed to send this liaison statement (when it becomes available). 
TD S3-050714, which contained a  pusedo-CR to 33.980 on removal and resolution of editor’s notes was revised to TD S3-050854 to include the comments in TD S3-050791. It was noted that the NAF may reside in a visitor’s network and if so, that information should be put into the authentication context definitions specified by…blah, blah, blah. This will go into the liaison statement in TD S3-050857.
TD S3-050715, which contained a  pusedo-CR to 33.980 on Addition of Architecture GAA - WSF was revised to TD S3-050855 to include the comments in TD S3-050792. The box in IdP will be renamed and also figure 4.2.2 needs to be updated too. 
TD S3-050760 and TD S3-050761 were withdrawn; they were never submitted. 
An update of TR 33.980 on Liberty Alliance and 3GPP security interworking; Interworking of Liberty Alliance Identity Federation Framework (ID-FF), Identity Web Services Framework (ID-WSF) and Generic Authentication Architecture (GAA) was provided in TD S3-050858. It is expected to be sent to SA #31 in March for approval. 
6.26
SAE/LTE security
TD S3-050681 contained a reply LS on Security Requirements for Long Term Evolved RAN/3GPP System Architecture Evolution from RAN2 and RAN3. RAN WG2 would like SA3 to review the 3 architectures regarding the security requirements i.e. ciphering/integrity protection of RRC signalling/context and identify if any of the 3 architectures has a show stopper security issue. Also, RAN WG2 would like SA3 to confirm RAN2 and RAN3 analysis/understanding described in section 2 of the LS and answer the questions is section 4.
It would appear that the security is being moved away from the core and back to e-NodeB which is really against the original policy. Nonetheless, there is a question for SA3 and it was noted that it cannot be assumed that e-NodeB to upper nodes can be considered secure (as was assumed for GSM) unless there is a mechanism securing it. 

A number for the response liaison statement was allocated as TD S3-050842 even though the answer to the first bullets would not be elaborated until the other inputs are taken. 
TD S3-050739 contained Reply LS on Security Requirements for Long Term Evolved RAN/3GPP System Architecture Evolution from SA2. This document contains answers to questions posed in S3-050602 and are asking SA3 for each of the two approaches the set of security functions and potential service impacts coming from security functionality. The answer shall allow for a comparison of the overall architectural approaches in terms of efficiency and complexity/costs or feasibility. Despite SA2 not being able to provide error characteristics information SA2 would also like SA3 to consider the feasibility of designing an integrity protection mechanism from UE over radio and transport links to a node further back in the network.
A response to this was provided in TD S3-050843. It was agreed to send this liaison statement. 
TD S3-050740 contained LS on Time Plan for FS on 3GPP System Architecture Evolution from SA2. This document contains answers to questions posed in S3-050602 and are asking SA3 for each of the two approaches the set of security functions and potential service impacts coming from security functionality. The answer shall allow for a comparison of the overall architectural approaches in terms of efficiency and complexity/costs or feasibility. Despite SA2 not being able to provide error characteristics information SA2 would also like SA3 to consider the feasibility of designing an integrity protection mechanism from UE over radio and transport links to a node further back in the network. This was superceded by TD S3-050803 in terms of the timeplan. 
TS S3-050803 contained LS on Time plan for FS on SAE from SA2. It was clear that the timescales are slipping for this work and that in order to maintain the timescales, a joint meeting of RAN2/RAN3 and SA3. A proposed date was Tuesday 10th January in the afternoon and Wednesday 11th January in the morning.
TD S3-050780 contained Reply to LS on Time Plan for FS on 3GPP System Architecture Evolution from SA1. Essentially it is from SA1 to SA2 and is only copied to SA3 for information. It was noted. 
TD S3-050801 contained LS on addition information on SAE from SA2. This liaison statement is in response to some questions that have been discussed in an email received from one of the SA 3 vice chairs (see S2-052805) and contains responses to the 3 questions in the email. 

It was suggested that a combined reply to SA2 on this be written rather than individual replies. This will also be in TD S3-050843. 
TD S3-050694 contained a presentation on LTE Security Architecture from Samsung Electronics. 

The details for the proposal number 2 in S3-050694 was provided in TD S3-050695. Current LTE architecture is considering the case in which U-PLANE ciphering function is terminated in ENB. In this architecture, the ENB becomes the security entity, and this causes some issues. 
In the existing security architecture, there are two security entities, which are the UE and core network which contain HE. However, in a new architecture, there is an assumption in which ENB (Enhanced Node-B) is located in vulnerable area. In this new architecture, there is a need to make ENB as a security entity and also to have security associations between UE and ENB, and ENB and Core Network so that ENB shall have some security functionalities. In order to have security association between two security entities, it needs to authenticate each other as well as session key distribution or derivation as a result of authentication. In this new architecture, we have 3 security entities, namely UE, ENB, and core network and now we need to have a solution for authenticating each others. In this paper, we introduce some academic papers dealing with this issue, and we propose to apply this solution for new architecture.

There was a comment that this procedure is starting off with the assumption that there are some keys and it was asked why can’t we use part of GBA and map ENB to NAF? It was answered that GBA assumes IP connectivity and this is not available initially.
Another question was why doesn’t the ENB derive a key and pass it to the MSK? This said, it is too early to decide on protocol solutions. More work is required to give some “
meat to the bones”. The author noted that the main intention to provide the proposal is to determine if the ENB can be a trusted node or not; this is a key issue in SA2. This paper just provides one solution. If the ENB is not trusted then, of course, this begs the question as to why send keys to it? The document was noted.
TD S3-050719 contained discussion paper of threats against BS and last-mile in Long Term Evolved RAN/3GPP System Architecture Evolution from Nokia. In S3-050602 SA3 assumes that the LTE/SAE system will consist of smaller, lower cost radio site equipment, which will be deployed in increasingly vulnerable locations, and that less trusted types of transmission links will be used to interconnect that equipment to the “core network”. The LS, however, does not clearly state what kind of attacks are its main concerns. In this paper we introduce potential threats in Long Term Evolved RAN/3GPP System Architecture Evolution under this assumption and discuss about possible countermeasures.

It was commented that this is exactly the type of document for SA3 as a threat analysis, although in this case, there appears to be a solution in mind. Another point was that the architecture is not defined yet and it is not possible to do a proper threat analysis cannot be done until it is known what is stored and what signalling is stored where. This was countered that this is an evolution and requires a continual feedback as the architecture evolves so that no time is wasted. Also, not all the conclusions are agreed-to by one company. 
However, the threats listed have not been argued-against and so it was asked if this can be used as the basis of this work. This was agreed. Another question is what does this analysis apply to? It would appear that more than the SAE work is being addressed. In the first instance, SA3 should concentrate on the transport layer. The document was noted; the threats were accepted but the countermeasures need discussion.
TD S3-050720 contained Comparison of security architecture alternatives for SAE from Nokia. This contribution discusses the pros and cons of architecture alternatives in the context of security, especially ciphering and integrity protection termination between UE and eNodeB (BS) or access gateway (aGW). The impacts are not limited to security, but also extend to performance in the UE, network elements, and last mile, as well as the capability of utilizing any type of functionality that depends in L3 information, i.e. capability of using IP access networks. Dependencies exist between security and QoS, header compression and mobility mechanisms. The working assumption is an access network with two user plane nodes (S2-052738).
It was asked what is the difference between the RAN control plane signalling and the core network control plane signalling. Indeed what type of signalling is the core network control plane signalling? It was answered that this is a term defined by SA2. It was asked if there will be LLC in this SAE? It is really too early to answer that question. 
It was asked if non repudiation for billing is a requirement for this. For 3G, this is was not required. It was answered that this is possible but again it is too early. It was asked if the security was end-to-end or on a per-hop basis. It was answered that they are on a per-hop basis. It was decided that it is too early to endorse the list in 3.2 as it depends on the architecture that is too fluid. However, the high level targets were endorsed wtiht a few caveats:
1)
Minimization of fraud by; e.g. admission control and capability to charge for traffic.

2)
Ensuring that charging is correct so that bills cannot be contested (however, this does not imply necessarily cryptographic non-repudiation).

3)
Protection of end user privacy, in particular for identity related information.

4)
Prevention of malicious or unintended degradation or denial of service (especially here cost of the counter-measures have to be taken into account).

5)
Providing lawful interception capability to authorities.

TD S3-050721 contained a presentation on Nokia's Solution on SAE Security. It was commented that the statement on bulk data does not require high confidentiality etc., is probably not a statement that can be made with inpunity. This depends on the ways the BS is deployed. Furthermore, there are some assumptions on how the access will be used and surely the design should be robust enough to cater for future uses too. It was answered that there should be a balance of the cost of securing and the sensitivity of the data being carried. On slide 6 it was asked if packet counters are required. It was answered that this is one solution to the packet injection threat. It is not the only one.
The document was noted.
TD S3-050764 contained LTE/SAE security from Vodafone. Of note was that the long term nature of the LTE/SAE work means that a high security margin in the security design should be achieved. On the other hand, one important objective is to reduce costs, so care should be taken to avoid unnecessarily over-engineering security. An important and realistic aim should be to improve security and reduce its cost compared with GSM/UMTS. Based on the perception that SA3 is under some pressure to make a quick decision about security in order to guide the selection of the RAN control plane architecture, the safest approach from a security point of view, which would require the least amount of study and hence result in the quickest decision, would be to adopt a UMTS-like security solution where security for user plane and control plane (including RRC) is terminated “above Node B”. This would imply that RAN control plane architectures A and C are ruled out. However, this seems to seriously constrain the architectural design choices. Therefore SA3 needs to find a mechanism (e.g. email and phone conferences) to progress the work following this week's SA3 meeting, with the aim of reaching a conclusion in time for the proposed joint meeting in January. 
There was some disagreement with the proposal in section 4. However, the decision on the LTE/SAE contol plane is a critical decision and needs to be made soon. Once taken, though, we cannot go back on this decision. This, and that fact that the cost versus protection, needs to be communicated to RAN2/RAN3 in a liaison statement. 
TD S3-050771 contained SAE/LTE on the Termination point for Security Protection from Ericsson, Siemens and T-mobile. The goal of this contribution is to analyze the security consequences of terminating RRC in the eNB under the assumption that eNB will be placed in non-secured locations. The upshot is that nothing should be termingated in the sND as a defensive measured. Comments to this paper were provided in TD S3-050794 contained Commenting paper from Nokia on SAE/LTE for the Termination point for Security Protection.
There was a request to accept the type B solution, but there were five companies that indicated this was not possible at it time. It was asked if the assumption in the that UP ciphering will not be terminated in eNB and that non-RRC-type signaling, such as mobility management signaling including authentication exchanges, will terminate at an entity above eNB. There was a request to state that user plan cyphering terminated in the core network. 

It was asked why UP Ciphering should be terminated above the eNB. It was answered that this will effect the performance.

TD S3-050777 contained a dicussion document on Security for 'Type A' architectures from T-Mobile. This document was based, and builds, on S3-050771. This paper tries to make a start with studying security options for "Type A" architectures. Main security assumptions are that the eNB interconnect network is a cost-effective network without inherent security measures and the eNB are physically accessible and might be compromised. Comments on this document were provided in TD S3-050795 from Nokia.
This solution would appear to require a central node and there was some concern on this. This was refuted somewhat. In section 1 it is stated that type B architecture could be recommended without a study and there was a comment that this is not really correct. Whilst the IEEE does support this, 3GPP does not at this time. 
So, the main proposal was to adopt the architecture B and then adapt architecture A only when clear benefits can be demonstrated. 

The final document on the subject was provided in TD S3-050728, which contained a discussion document on Security Requirement for SAE from Samsung Electronics. In the previous SA3(#40) meeting, an Reply LS (S3-050602) on security for LTE/SAEwas sent out to RAN2/3 and SA2. This contribution discusses the Reply LS especially for user plane data encryption in the BTS site (i.e. E-Node B). This was essentially covered by earlier contributions and so it was noted. 
So, coming back to TD S3-050681 it would appear that all that is left is the first two bullets of the actions; i.e. to review the 3 architectures regarding the security requirements i.e. ciphering/integrity protection of RRC signalling/context and identify if any of the 3 architectures has a show stopper security issue. A number of documents were presented but the conclusions were somewhat divergent. Hence, a way forward would be to discuss the security implications on email. 
There does not appear to be a show-stopper and so perhaps the way forward is to allow RAN2/3 to move ahead on both architectures, but give some indications on the implications of the two architectures. There was some discussion on what this could contain, but it was agreed that a resolution could not be achieved at this meeting. Therefore, the liaison statement will be high level and indicate that SA3 expects to have a more profound document before, Christmas. This document will start with the agreed parts of the documents presented at this meeting and will be worked-upon over email. From a security point of view, it is better to have the RLC terminated in the upper nodes. 
The baseline should be available by the 25th November. The discussion will last until the 14th December. A version to be sent by the 15th December. It will be sent out on the 21st December. This was allocated TD S3-050874 and was agreed over email.
During the meanwhile, a simple response was provided in TD S3-050842, which agrees to the joint meeting and answers some of the more simple questions. 
A draft was provided. It was noted that some text is missing that terminating security above node eNB would be a safer approach from a pure security point of view. The edits were changed many times on-line and it was finally agreed to send this liaison statement. 
6.27
Other areas

TD S3-050741 contained an liaison statement on Requirements for Secure channel between the UICC and an end point terminal from ETSI SCP REQ. ETSI SCP approved a Work Item on “Secure Channel between a UICC and an end point terminal” and is asking SA3 if this can be used for Key Provisioning. The user cases were seen at the last meeting. It was noted and SA3 needs to keep in mind that an liaison statement will need to be sent later. 
TD S3-050781 contained a reply LS regarding secure channel between UICC and a terminal from SA1. This is a reply to S3-050627. At TSG-SA#28 in Quebec an SA1 Work Item on Personal Network Management was approved. Under this Work Item scenarios are specified where a User Equipment comprises physically separated TEs. In more sophisticated use cases the TE could utilize the USIM of another user device to access the network. This would require a secure channel between the UICC and the TE. Similar approaches were already studied in the past under the SA1 study item on UE Functionality Split (SP-010484, SA#13) leading to TR 22.944. For UE Functionality Split as well as for the new Work Item on Personal Network Management use cases were identified that would benefit from the secure channel to the UICC.  Therefore SA1 supports the view of SA3 on the need to start specification work in this area. The proposed WID attached to the SA3 LS is regarded appropriate to specify the required SA3 security aspects. 

It was noted at the last meeting an agreement was made for a single relationship between a UICC and a normal MT, and this extends this to different equipment. At the last meeting it was agreed not to do this. There was some concern expressed by BT GROUP PLC and 3. 
TD S3-050709 contained a WID on a Secure channel between UICC and ME from Nokia and related to the response from SA1 in TD S3-050781. This is an extension of the WI addressed at the last meeting where it was postponed until the this meeting and delegates were asked to come back with inputs on the security between the UE and peripheral devices. There was a comment that the main focus should be on the home operator as it is not good for the home operator be responsible for a potential fraud situation without the control of it. 

More concern was expresed on this extension and that the original WI should be kept. In essence, there was a fair bit of negative response to extending this WI. It was noted that in TD S3-050781, SA1 indicate that the original WI is sufficient for their needs and so the original one should be kept. 

TD S3-050710 contained Analysis and proposal for UICC-ME key provisioning related to the same subject. It was noted for information. Instead another document was substituted, TD S3-050860. 
TD S3-050798 contained Comments to 709 and 710 from Gemplus. It was noted as the discussion covered the issues therein. 
It became clear that the WI did not cover all the requriements of the SA1 WI Personal Network Management and so perhaps it could be extended slightly, but not as dramatically as was proposed. A compromise could be to to put in a sentence that the WI may also address the issues stemming from the SA1 WI PNM. Some companies did not agree with this either. 
It was proposed to keep the original WI and only extend it when there is a requirement from another group. This was provided in TD S3-050726. It was agreed to be sent to SA for approval. 
TD S3-050725 contained the status of the WI of Key establishment between a UICC and a terminal from Gemplus, Axalto, Oberthur. It was noted. 
TD S3-050782 contained LS on security considerations regarding Personal Network Management from SA1. The group is currently working on the Personal Network Management specification TS 22.259. The current status is that this TS will go to SA#30 for information, but SA has identified one contentious issue, which is a use case that caused a discussion on potential security implications. But as this is SA3’s area of expertise, SA1 is asking SA3 to analyze this use case for the security aspects. 
It was noted that there is a study going on in SA3 (33.817) Subscriber Interface Module (U)SIM security reuse by peripheral devices on local interfaces. However, it centres almost exculsively on WLAN. It was noted that EAP does alleivate the threat, but does not negate the need for a secure channel. Perhaps SA1 should be made aware that there are two complementary activities; the work on 33.817 and a current activity on a secure channel . 
There was a clarification that the ME is borrowing the identify of the USIM. This caused some discussion that this should not be allowed unless there is a secure channel between the USIM and ME and there is a trusted element in the ME. 
Finally, it was decided to send a liaison statement back indicating that there is similar functionality for WLAN to mitigate security attacks. This was provided in TD S3-050859.
TD S3-050727 contained a description of the requriements for Key establishment between a UICC and a terminal: requirements from Gemplus and Oberthur. TD S3-050787 contained Comments on S3-050727 'Key Establishment between a UICC and a terminal: requiremens' from Axalto. 
It was commented that requirement number 4 is not required. Another way would be to change it to “The network shall be able to authenticate the terminal”. This would need some further work.
Both TD S3-050727and TD S3-050787 were accepted as a good starting point for the work with the modification concerning R4. The new version was provided in TD S3-050861 which combined the two documents. It was noted as the basis for future work.
TD S3-050686 contained New WID proposal: Technical architecture for short measage service anti-spam from China Mobile Communication Corporation. This was revised prior to presentation to TD S3-050786.
There was a huge work item on SPAM. This was reported in TD S3-050804, which contained a liaison statement from GSMA regarding Mobile SPAM. The GSMA Security Group has been working on countermeasures against SMS and MMS spam. The results of our investigations as well as a number of proposed solutions are provided in the present document. We kindly invite 3GPP SA1 and SA3 to consider the GSMA requirements described in section 5.1 in their future work and to keep GSMA Security Group informed about the progress of their work on this topic.
Nothing was decided at this time, but some input is expected in the future. 
7
Review and update of work programme

This will be formalised in the future.
TD S3-050686 contained a New WID proposal for Technical architecture for short meaasage service anti-spam. This was revised to TD S3-050786 prior to presentation. 
8
Future meeting dates and venues
Deadlines for contributions to next meeting: First Deadline: Tuesday 30th  January 2006, 16.00 CET. Comments deadline: Thursday 1st  February, 16.00 CET.
The planned meetings were as follows:

	Meeting
	Date
	Location
	Host

	S3#42
	7 – 10 February 2006
	Asia TBD
	

	S3#43
	4 - 7 April 2006
	Europe TBD
	

	S3#44
	11 - 14 July 2006
	TBD
	

	S3#45
	7 – 10 November 2006
	TBD
	

	
	
	
	


LI meetings planned

	Meeting
	Date
	Location
	Host

	SA3 LI-#19
	12 -16 October 2005
	Tiblisi, Georgia
	TBD

	SA3 LI-#20
	17 - 19 Jan 2006   
	Las Vegas, USA
	

	SA3 LI-#21
	25 - 27 Apr 2006   
	Lisbon, Portugal
	EF3

	SA3 LI-#22
	27 - 29 Jun 2006   
	Montreal, Canada
	

	SA3 LI-#23
	17 - 19 Oct 2006  
	Vienna, Austria
	


TSGs RAN/CN/T and SA Plenary meeting schedule

	Meeting
	2005
	Location
	Primary Host

	TSGs#30
	Nov 30-2 Dec & 5-8 Dec 2005
	St Julian, Malta
	EF3

	TSGs#31
	8 - 10 Mar & 13 - 15 Mar 2006   
	Sanya (Hainan), CHINA 
	

	TSGs#32
	31 May – 2 Jun & 5 - 7 Jun 2006   
	Warsaw , Poland
	EF3

	TSGs#33
	20 - 22 Sep & 25 - 27 Sep 2006   
	TBD
	

	TSGs#34
	29 Nov - 1 Dec & 4 - 6 Dec 2006   
	Budapest, Hungary
	EF3

	TSGs#35
	7 - 9 Mar & 12 - 14 Mar 2007   
	TBD
	

	TSGs#36
	30 May - 1 Jun & 4 - 6 Jun 2007   
	TBD
	

	TSGs#37
	19 - 21 Sep & 24 - 26 Sep 2007   
	TBD
	

	TSGs#38
	28 - 30 Nov  & 1 - 3 Dec 2007   
	TBD
	


9
Any other business

There was no input on this item.
10
Close

The Chairman, Valtteri Niemi, thanked delegates for their hard work during the meeting. He thanked the Hosts, Qualcomm, for the excellent facilities in San Diego. He then closed the meeting.
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SA WG3 Voting list
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List of documents

	TD number
	Title
	Source
	Agenda
	Document for
	Replaced by
	Status / Comment
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	LS on support of IMS emergency sessions
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	Draft Agenda for SA WG3 meeting #41
	SA WG3 Chairman
	2
	Approval
	None
	Approved

	S3-050675
	Draft Report of SA WG3 meeting #40
	SA WG3 Secretary
	4.1
	Approval
	806
	Revised to 806

	S3-050676
	Report from SA#29 plenary
	SA WG3 Chairman
	4.2
	Information
	None
	Noted

	S3-050677
	Liaison Regarding Authentication of fixed network SIP phones in an IMS based network and on interactions between Session Border Controllers and the ISC interface
	MSF protocol and control WG
	6.1.1
	Action
	823
	Response in 823

	S3-050678
	Request for information and review of WLAN service configuration parameters for mobile device provisioning and management purposes
	OMA-DM
	6.10
	Action
	844
	Noted; see response from CT6 in 793; Response in 844

	S3-050679
	Response to LS: 3GPP Requirements for HTTP based Zn interface support between the Network Application Function and the Boot Strapping Function
	OMA LOC WG
	6.9.1
	Action
	None
	Noted

	S3-050680
	LS to 3GPP on the Mobile Broadcast Services Specifications
	OMA BAC-BCAST
	6.20
	Action
	846
	Response in 846

	S3-050681
	Reply LS on Security Requirements for Long Term Evolved RAN/3GPP System Architecture Evolution
	RAN2 and RAN3
	6.26
	Action
	842
	Response in 842

	S3-050682
	Reply LS: Liaison statement on MBMS User Service finalization
	SA4
	6.20
	Action
	None
	Already seen in SA3 #41

	S3-050683
	Pseudo CR to 33.918 rel-7: References update
	Axalto, Gemplus
	6.9.4
	Approval
	821
	Revised to 821

	S3-050684
	CR 33.102 (Rel-5): Correction on Keystatus sent by CN node in Security Mode Command
	Siemens, Ericsson
	6.5
	Approval
	834
	Revised to 834

	S3-050685
	CR 33.102 (Rel-6): Correction on Keystatus sent by CN node in Security Mode Command
	Siemens, Ericsson
	6.5
	Approval
	835
	Revised to 835

	S3-050686
	New WID proposal: Technical architecture for short meaasage service anti-spam
	China Mobile Communication Corporation
	6.27
	Approval
	786
	Revised to 786

	S3-050687
	Example A8_V algorithm based on MILENAGE f3-function
	Siemens, Vodafone
	6.21
	Discussion / Decision
	852
	Agreed, to be sent to SAGE; see 852

	S3-050688
	CR to 33.978 to correct an implementation error
	MCC
	6.1.2
	Approval
	828
	Revised to 828

	S3-050689
	GERAN Access Security Review pCR
	Ericsson
	6.6
	Discussion / Decision
	838
	Approved; to be included in 838

	S3-050690
	CR to 33.220 rel-6: NAF_Id encoding
	Axalto, Gemplus
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	Approval
	810
	Revised to 810

	S3-050691
	CR to 33.220 rel-7: NAF_Id encoding
	Axalto, Gemplus
	6.9.2
	Approval
	811
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	CR to 33.210 on Extension of scope to encompass TISPAN NGN
	Telenor; Cadzow Communications; Siemens
	6.3
	Approval
	731
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	S3-050693
	CR to 33.203 on Extension of scope to encompass TISPAN NGN by addition of normative annex
	C3L, Siemens, Telenor and BT
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	733, 732
	Noted, see a description doc in 733 and 732.
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	Optimization of Tunnel Authentication Procedure
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	722, 697
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	Denial of Service attacks masking within Registration Reject
	Samsung Electronics
	6.5
	Discussion / Decision
	AP 41.03
	Noted and further input is expected and email discussion to be held; AP 42.03.
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	Pseudo-CR to TS 33.204 v020 (S3-050618): Annex B Message flow corrections
	Siemens
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	Approved; see update of TS in 831
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	Pseudo-CR to TS 33.204 v020 (S3-050618): Null algorithms
	Siemens
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	Approved; see update of TS in 831

	S3-050701
	Pseudo-CR to TS 33.204 v020 (S3-050618): Original Component ID
	Siemens
	6.2
	Discussion / Decision
	831
	Approved; see update of TS in 831

	S3-050702
	CR to 33.102 Rel-6: Clarify key set handling for PS handover
	Siemens
	6.5
	Approval
	833
	Revised to 833

	S3-050703
	CR to 33.220 (Rel-7): Interoperator GAA usage - Visited NAF
	Nokia, T-Mobile, Siemens
	6.9.2
	Approval
	813
	Revised to 813

	S3-050704
	HTTP based Zn interface
	Nokia
	6.9.1
	Discussion / Decision
	809
	Revised to 809

	S3-050705
	USS management
	Nokia
	6.9.2
	Discussion / Decision
	None
	Noted: more consideration before deciding to add to the work program.

	S3-050706
	CR to 33.220 (Rel-7): 2G GBA - Correction of Note
	Nokia
	6.9.2
	Approval
	817
	Revised to 817

	S3-050707
	CR to 33.220 (Rel-7): 2G GBA Threat info annex
	Nokia
	6.9.2
	Approval
	819
	Revised to 819

	S3-050708
	2G GBA TR draft
	Nokia
	6.9.2
	Discussion / Decision
	822
	Noted as the basis for further work; Revised to 822

	S3-050709
	Extended WID: Secure channel between UICC and ME
	Nokia
	6.27
	Discussion / Decision
	726
	Not agreed; see 726

	S3-050710
	Analysis and proposal for UICC-ME key provisioning
	Nokia
	6.27
	Discussion / Decision
	860
	Noted; substituted by 860

	S3-050711
	pCR to 33.980: Clarifications and corrections
	Nokia
	6.25
	Approval
	856
	Revised to 856

	S3-050712
	pCR to 33.980: Authentication context removal
	Nokia
	6.25
	Approval
	858
	Approved; will be put into the TR

	S3-050713
	Proposed Draft LS to CT4 on Authentication Context Definition
	Nokia
	6.25
	Approval
	857
	Revised to 857

	S3-050714
	pCR to 33.980: Removal of Editor's notes
	Nokia
	6.25
	Discussion / Decision
	854
	Revised to 854

	S3-050715
	pCR to 33.980: Addition of Architecture GAA - WSF
	Nokia
	6.25
	Discussion / Decision
	855
	Revised to 855

	S3-050716
	ToC for TR on 'Requirements on Trusted open platform'
	Nokia
	6.24
	Discussion / Decision
	853
	Approved as the basis for further work; next version and next meeting; Revised to 853

	S3-050717
	pCR: GBA Trust recommendations
	Nokia
	6.24
	Discussion / Decision
	None
	Approved; to be  put into the next version of the TR

	S3-050718
	IMSI availability at PDG
	Azaire Networks and Samsung
	6.10
	Approval
	837
	Revised to 837

	S3-050719
	Discussion of threats against BS and last-mile in Long Term Evolved RAN/3GPP System Architecture Evolution
	Nokia
	6.26
	Discussion / Decision
	None
	Threats were accepted but countermeasures needs discussion

	S3-050720
	Comparison of security architecture alternatives for SAE
	Nokia
	6.26
	Discussion / Decision
	None
	Noted: high level targets were endorsed wtiht a few caveats

	S3-050721
	Nokia's Solution on SAE  Security
	Nokia
	6.26
	Discussion / Decision
	None
	Noted

	S3-050722
	Criteria on optimizing the authentication procedure of WLAN 3GPP IP access
	Nokia, Siemens, Ericsson
	6.10
	Discussion / Decision
	788
	See comments in 788; Noted

	S3-050723
	Change the reference of RFC2486
	Nokia
	6.10
	Approval
	None
	Noted; some homework is requried

	S3-050724
	UE checks the freshness of RAND
	Nokia
	6.10
	Approval
	796
	Revised to 796

	S3-050725
	Key establishment between a UICC and a terminal: WID status
	Gemplus, Axalto, Oberthur
	6.27
	Discussion / Decision
	None
	Noted; discussion covered this doc

	S3-050726
	WID on 'Key establishment between a UICC and a terminal'
	Gemplus
	6.27
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050727
	Key establishment between a UICC and a terminal: requirements
	Gemplus, Oberthur
	6.27
	Discussion / Decision
	787
	See comments in 787

	S3-050728
	Security Requirement for SAE
	Samsung Electronics
	6.26
	Discussion / Decision
	None
	Noted; covered by other contibutions

	S3-050729
	Identification of the authentication domains by the HLR
	Orange
	6.5
	Discussion / Decision
	836
	Revised to 836

	S3-050730
	Comparison of the proposed solutions for IMS signalling protection
	Nokia, Ericsson
	6.1.1
	Discussion / Decision
	790
	See comments on this in 790

	S3-050731
	CR to TS 33.210: Update of S3-050692 : Extension of scope to encompass TISPAN NGN
	Siemens
	6.3
	Approval
	832
	Revised to 832

	S3-050732
	CR to TS 33.203: update of S3-050693: Extension of scope to encompass TISPAN NGN by addition of normative annex
	Siemens
	6.1.1
	Approval
	826
	Revised to 826

	S3-050733
	Overview of proposed changes to S3-050692 and 693
	Siemens
	6.1.1
	Discussion / Decision
	732
	See CR in 732

	S3-050734
	LS from IEEE on TGu Requirements
	TGu task group
	6.10
	Action
	845
	Noted: see comments in 845

	S3-050735
	Liaison to 3GPP from IEEE 802.11 Request for comments on IEEE 802.11u Requirements Document
	IEEE 802.11 Task Group u
	6.10
	Action
	845
	See attachement in 734; Response in 845

	S3-050736
	Reply LS on S-CSCF re-selection in early IMS
	CT1
	6.1.2
	Action
	None
	See CR in 655 from the last meeting which was approved at SA #29

	S3-050737
	LS on 'Change of originating and terminating terminal terminology'
	CT1
	6.1.1
	Action
	AP 41.01
	Noted; see AP 41.01

	S3-050738
	Liaison on Selective Disabling of UE Capabilities
	SA2
	6.23
	Action
	AP 41.05
	Bengt Sahlin to collect email comments on this liaison statement

	S3-050739
	Reply LS on Security Requirements for Long Term Evolved RAN/3GPP System Architecture Evolution
	SA2
	6.26
	Action
	843
	Response in 843

	S3-050740
	LS on Time Plan for FS on 3GPP System Architecture Evolution
	SA2
	6.26
	Action
	803
	Noted: This was superceded by 803

	S3-050741
	LS on Requirements for Secure channel between the UICC and an end point terminal
	ETSI SCP REQ
	6.27
	Action
	None
	Noted; use cases seen last meeting, LS requried later

	S3-050742
	CR to 33.108 on ASN.1 module cleanup.
	SA3 LI
	4.3
	Approval
	865
	Revised to 865

	S3-050743
	CR to 33.108 on Adding definition for ‘Precision’.
	SA3 LI
	4.3
	Approval
	866
	Revised to 866

	S3-050744
	CR to 33.107 on Start of interception for already attached UE
	SA3 LI
	4.3
	Approval
	867
	Revised to 867

	S3-050745
	CR to 33.108 on Start of interception for already attached UE
	SA3 LI
	4.3
	Approval
	868
	Revised to 868

	S3-050746
	CR to 33.107 on Availability of IMSI at PDG
	SA3 LI
	4.3
	Approval
	869
	Revised to 869

	S3-050747
	Handling several status codes in one response message
	Ericsson, Siemens
	6.20
	Discussion / Decision
	749
	See CR in 749

	S3-050748
	CR to 33.107 on Availability of IMSI at PDG (Rel-7)
	SA3 LI
	4.3
	Approval
	870
	Revised to 870

	S3-050749
	Handling several status codes in one response message
	Ericsson, Siemens
	6.20
	Approval
	849
	Revised to 849

	S3-050750
	Definition of older MSK
	Ericsson
	6.20
	Approval
	851
	Revised to 851

	S3-050751
	Verification of TLS endpoints in GBA
	Ericsson
	6.9.2
	Discussion / Decision
	None
	Noted; not progressed at this time.

	S3-050752
	Verification of TLS endpoints in  2G GBA
	Ericsson
	6.9.2
	Approval
	None
	Noted; not progressed at this time.

	S3-050753
	Enhanced Privacy support in GAA/GBA
	Ericsson
	6.9.2
	Discussion / Decision
	None
	Noted; this cannot be dismissed out of hand, but that there is an issue worth studying.

	S3-050754
	IMPI obtained from IMSI in 2G GBA
	Ericsson
	6.9.2
	Approval
	820
	Revised to 820

	S3-050755
	Using TLS on Ub reference point
	Ericsson
	6.9.2
	Discussion / Decision
	None
	Noted, there is a problem with identity confidentiality, but that TLS may not be the best solution.

	S3-050756
	Using TLS on Ub reference point
	Ericsson
	6.9.2
	Approval
	None
	Noted based on discussion on 755. For information.

	S3-050757
	GBA push
	Ericsson
	6.9.2
	Discussion / Decision
	814
	To be sent in ls in 814

	S3-050758
	TLS profile in 2G GBA
	Ericsson
	6.9.2
	Approval
	None
	Withdrawn prior to being provided

	S3-050759
	Clarification of Policy enforcement
	Ericsson
	6.9.2
	Approval
	815
	Revised to 815

	S3-050760
	Clarification to GAA-LAP interworking
	Ericsson
	6.25
	Discussion / Decision
	None
	Withdrawn, never submitted

	S3-050761
	Clarification to GAA LAP interworking
	Ericsson
	6.25
	Approval
	None
	Withdrawn, never submitted

	S3-050762
	TLS based access security in IMS
	Ericsson, Nortel
	6.1.1
	Approval
	None
	Noted, an new version is expected

	S3-050763
	Adding in-band OCSP support to IKEv2
	Vodafone, BT, Siemens
	6.10
	Discussion / Decision
	None
	There was some support and a CR should be provided at the next meeting

	S3-050764
	LTE/SAE security
	Vodafone
	6.26
	Discussion / Decision
	None
	Noted

	S3-050765
	CR to 33.978 on use of IMPU in HTTP header for HTTP security mechanism
	Vodafone, Siemens
	6.1.2
	Approval
	829
	Revised to 829

	S3-050766
	CR to 33.978 for correction of Sh Secure IP Address Binding Information Notification Inconsistency
	Hewlett-Packard
	6.1.2
	Approval
	830
	Revised to 830

	S3-050767
	Alignment of 2G GBA with recent CRs
	Siemens
	6.9.2
	Approval
	818
	Revised to 818

	S3-050768
	Draft LS on Ua Security Protocol Identifier
	Siemens
	6.9.2
	Approval
	812
	Revised to 812

	S3-050769
	Correction of text on negotiation of confidentiality algorithms
	Ericsson, Siemens
	6.1.1
	Approval
	825
	Revised to 825

	S3-050770
	MBMS: Correction on MSK processing in case of solicited pull procedure
	Siemens
	6.20
	Approval
	848
	Revised to 848

	S3-050771
	SAE/LTE: on the Termination point for Security Protection
	Ericsson, Siemens, T-mobile
	6.26
	Discussion / Decision
	794
	See comments in 794

	S3-050772
	CR to 33.108 on Wrong references to tables for subaddress
	SA3 LI
	4.3
	Approval
	871
	Revised to 871

	S3-050773
	CR to 33.108 on Wrong references to tables for subaddress (Rel-7)
	SA3 LI
	4.3
	Approval
	872
	Revised to 872

	S3-050774
	CR to 33.108 on Alignment with ETSI TS 101 671 – Clarification on CIN
	SA3 LI
	4.3
	Approval
	873
	Revised to 873

	S3-050775
	2G-GBA threats
	3
	6.9.2
	Discussion / Decision
	784
	See comments in 784

	S3-050776
	ROC synchronization
	Ericsson
	6.20
	Approval
	847
	Revised to 847

	S3-050777
	Security for 'Type A' architectures
	T-Mobile
	6.26
	Discussion / Decision
	795
	See comments in 795

	S3-050778
	Correlated B-TIDs in anonymous access
	Ericsson
	6.9.2
	Discussion / Decision
	None
	Noted: Proposal in the document was accepted and contributions are requested for the next meeting

	S3-050779
	Response LS on the Mobile Broadcast Services Specifications
	SA1
	6.20
	Discussion / Decision
	None
	It was noted as very interesting

	S3-050780
	Reply to LS on Time Plan for FS on 3GPP System Architecture Evolution
	SA1
	6.26
	Discussion / Decision
	None
	Noted: Provided in copy to SA3.

	S3-050781
	Reply LS regarding secure channel between UICC and a terminal
	SA1
	6.27
	Discussion / Decision
	None
	Noted

	S3-050782
	LS on security considerations regarding Personal Network Management
	SA1
	6.27
	Discussion / Decision
	859
	Response in 859

	S3-050783
	LS on further response on next Steps for MAPsec
	CT4
	6.2
	Discussion / Decision
	AP 41.02
	Noted; comments on security to Marc Blommaert.

	S3-050784
	Comments on S3-050775: 2G-GBA threats
	Nokia
	6.9.2
	Discussion / Decision
	816
	See comments in 816

	S3-050785
	Report of the SA3-LI meeting in Tiblisi
	SA1-LI Chairman
	4.3
	Information
	None
	Noted

	S3-050786
	New WID proposal: Technical architecture for short meaasage service anti-spam
	China Mobile Communication Corporation
	6.27
	Approval
	None
	Noted, input expected at the next meeting

	S3-050787
	Comments on S3-050727 'Key Establishment between a UICC and a terminal: requiremens'
	Axalto
	6.27
	Discussion / Decision
	861
	Revised to 861

	S3-050788
	Comments on S3-050722
	Samsung Electronics, Motorola and Azaire Networks
	6.10
	Discussion / Decision
	None
	Contributions to show how all the criteria are met are encouraged

	S3-050789
	Comments on S3-050751, 752 by Ericsson on “Verification of TLS endpoints in GBA” [2G GBA]
	Siemens
	6.9.2
	Discussion / Decision
	None
	Since S3-050751 and S3-050752 were noted, so was this document

	S3-050790
	Comments on S3-050730 by Nokia, Ericsson on “Comparison of the proposed solutions for IMS signalling protection”
	Siemens
	6.1.1
	Discussion / Decision
	827
	Revised to 827

	S3-050791
	Comment Contribution to Nokia’s T-doc S3-050714
	Ericsson
	6.25
	Approval
	854
	Withdrawn prior to presenation See 854

	S3-050792
	Comment Contribution to Nokia’s T-doc S3-050715
	Ericsson
	6.25
	Approval
	855
	Withdrawn prior to presenation See 855

	S3-050793
	LS on: WLAN service configuration parameters for mobile device provisioning and management purposes
	CT6
	6.10
	Approval
	None
	Noted; for information

	S3-050794
	Commenting paper on SAE/LTE: on the Termination point for Security Protection (S3-050771)
	Nokia
	6.26
	Discussion / Decision
	None
	Noted for the time being

	S3-050795
	Commenting paper on SAE/LTE: Security for 'Type A' architectures (S3-050777)
	Nokia
	6.26
	Discussion / Decision
	None
	Noted for the time being

	S3-050796
	UE checks the freshness of RAND
	Nokia
	6.10
	Approval
	None
	Noted; some investigation on the value of adding this should be done.

	S3-050797
	LS on Use case scenarios to 3GPP SA3
	TCG
	5.8
	Discussion / Decision
	Next meeting
	No useful answer was possible at this time.

	S3-050798
	Comments to 709 and 710
	Gemplus
	6.27
	Discussion
	None
	Contents covered during discussion

	S3-050799
	Reply LS on support for simultaneous WLAN direct IP access session
	SA2
	6.10
	Discussion / Decision
	839
	Response in 839

	S3-050800
	LS to SA3 on solution for the private network access
	SA2
	6.10
	Discussion / Decision
	840
	Response in 840

	S3-050801
	LS on addition information on SAE
	SA2
	6.26
	Discussion / Decision
	843
	Response in 843

	S3-050802
	LS on VCC handover performance
	SA2
	6.1.1
	Discussion / Decision
	824
	Response in 824

	S3-050803
	LS on Time plan for FS on SAE
	SA2
	6.26
	Discussion / Decision
	843
	Noted; probably joint meeting in January 2006; Response in 843

	S3-050804
	LS from GSMA regarding Mobile SPAM
	GSMA SG
	6.27
	Discussion / Decision
	786
	See proposal in 786

	S3-050805
	Reply LS on Security Keyset change on PS handover
	GERAN
	6.5
	Discussion / Decision
	None
	Noted

	S3-050806
	Approved Report of SA WG3 meeting #40
	SA WG3 Secretary
	4.1
	Approval
	None
	Approved

	S3-050807
	LS on support of IMS emergency sessions
	SA3
	5.1
	Approval
	Out
	Agreed to be sent

	S3-050808
	3GPP2 GBA report
	Nokia
	6.9.2
	Information
	None
	Noted; a closer relation between the groups would be beneficial.

	S3-050809
	LS on HTTP based Zn interface
	Nokia
	6.9.1
	Approval
	Out
	Agreed to be sent

	S3-050810
	CR to 33.220 rel-6: NAF_Id encoding
	Axalto, Gemplus
	6.9.2
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050811
	CR to 33.220 rel-7: NAF_Id encoding
	Axalto, Gemplus
	6.9.2
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050812
	Draft LS on Ua Security Protocol Identifier
	Siemens
	6.9.2
	Approval
	Out
	Agreed to be sent

	S3-050813
	CR to 33.220 (Rel-7): Interoperator GAA usage - Visited NAF
	Nokia, T-Mobile, Siemens
	6.9.2
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050814
	LS to OMA on GBA push
	Ericsson
	6.9.2
	Approval
	Out
	Agreed to be sent

	S3-050815
	Clarification of Policy enforcement
	Ericsson
	6.9.2
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050816
	Comments to Nokia Comments on S3-050775: 2G-GBA threats
	3
	6.9.2
	Discussion / Decision
	None
	Noted

	S3-050817
	CR to 33.220 (Rel-7): 2G GBA - Correction of Note
	Nokia
	6.9.2
	Approval
	862
	Revised to 862

	S3-050818
	Alignment of 2G GBA with recent CRs
	Siemens
	6.9.2
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050819
	CR to 33.220 (Rel-7): 2G GBA Threat info annex
	Nokia
	6.9.2
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050820
	IMPI obtained from IMSI in 2G GBA
	Ericsson
	6.9.2
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050821
	Cover to 33.918 rel-7: References update
	Axalto, Gemplus
	6.9.4
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050822
	2G GBA TR draft
	Nokia
	6.9.2
	Discussion / Decision
	Out
	Agreed to be sent to SA for Information

	S3-050823
	Liaison Regarding Authentication of fixed network SIP phones in an IMS based network and on interactions between Session Border Controllers and the ISC interface
	SA3
	6.1.1
	Action
	Out
	Agreed to be sent

	S3-050824
	LS on VCC handover performance
	SA3
	6.1.1
	Approval
	Out
	Agreed to be sent

	S3-050825
	Correction of text on negotiation of confidentiality algorithms
	Ericsson, Siemens
	6.1.1
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050826
	CR to TS 33.203: update of S3-050693: Extension of scope to encompass TISPAN NGN by addition of normative annex
	Siemens
	6.1.1
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050827
	Comparison of the proposed solutions for IMS signalling protection”
	Evening session
	6.1.1
	Discussion / Decision
	None
	Agree, to be added to TR with an editor's note in report.

	S3-050828
	CR to 33.978 to correct an implementation error
	MCC
	6.1.2
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050829
	CR to 33.978 on use of IMPU in HTTP header for HTTP security mechanism
	Vodafone, Siemens
	6.1.2
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050830
	CR to 33.978 for correction of Sh Secure IP Address Binding Information Notification Inconsistency
	Hewlett-Packard
	6.1.2
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050831
	Update of TS 33.204 on Network Domain Security (NDS); TCAP user security
	Siemens
	6.2
	Approval
	Out
	Agreed to be sent to SA for information

	S3-050832
	CR to TS 33.210: Update of S3-050692 : Extension of scope to encompass TISPAN NGN
	Siemens
	6.3
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050833
	CR to 33.102 Rel-6: Clarify key set handling for PS handover
	Siemens
	6.5
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050834
	CR 33.102 (Rel-5): Correction on Keystatus sent by CN node in Security Mode Command
	Siemens, Ericsson
	6.5
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050835
	CR 33.102 (Rel-6): Correction on Keystatus sent by CN node in Security Mode Command
	Siemens, Ericsson
	6.5
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050836
	LS on Identification of the authentication domains by the HLR
	Orange
	6.5
	Approval
	863
	Revised to 863

	S3-050837
	IMSI availability at PDG
	Azaire Networks and Samsung
	6.10
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050838
	TR 33.801 on GERAN Access Security Review update
	Ericsson
	6.6
	Approval
	864
	Agreed to be sent to SA for information; Revised to 864

	S3-050839
	Reply LS on support for simultaneous WLAN direct IP access session
	SA3
	6.10
	Approval
	Out
	Agreed to be sent

	S3-050840
	LS to SA3 on solution for the private network access
	SA3
	6.10
	Approval
	Out
	Agreed to be sent

	S3-050841
	LS to TISPAN WG7 on timeplan of IMS enhandments
	Ericsson
	6.1.1
	Approval
	Out
	Agreed to be sent

	S3-050842
	Reply LS to RAN2/3 on Security Requirements for Long Term Evolved RAN/3GPP System Architecture Evolution
	SA3
	6.26
	Approval
	Out
	Agreed to be sent

	S3-050843
	Reply LS to SA2 on Security Requirements for Long Term Evolved RAN/3GPP System Architecture Evolution
	SA3
	6.26
	Approval
	Out
	Agreed to be sent

	S3-050844
	Request for information and review of WLAN service configuration parameters for mobile device provisioning and management purposes
	SA3
	6.10
	Approval
	Out
	Agreed to be sent

	S3-050845
	Liaison to 3GPP from IEEE 802.11 Request for comments on IEEE 802.11u Requirements Document
	SA3
	6.10
	Approval
	AP 41.04
	See AP 41.04, comments to Colin by 14th December.

	S3-050846
	LS to 3GPP on the Mobile Broadcast Services Specifications
	SA3
	6.20
	Approval
	Out
	Agreed to be sent

	S3-050847
	ROC synchronization
	Ericsson
	6.20
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050848
	MBMS: Correction on MSK processing in case of solicited pull procedure
	Siemens
	6.20
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050849
	Handling several status codes in one response message
	Ericsson, Siemens
	6.20
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050850
	LS to SA4 on Handling several status codes in one response message in MBMS
	Ericsson, Siemens
	6.20
	Approval
	Out
	Agreed to be sent

	S3-050851
	Definition of older MSK
	Ericsson
	6.20
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050852
	LS to ETSI SAGE on Example A8_V algorithm based on MILENAGE f3-function
	
	6.21
	Approval
	Out
	Agreed to be sent

	S3-050853
	ToC for TR on 'Requirements on Trusted open platform'
	Nokia
	6.24
	Discussion / Decision
	None
	Will be the basis for the pusedo-CR

	S3-050854
	pCR to 33.980: Removal of Editor's notes
	Nokia
	6.25
	Discussion / Decision
	858
	Approved; will be put into the TR

	S3-050855
	pCR to 33.980: Addition of Architecture GAA - WSF
	Nokia
	6.25
	Discussion / Decision
	858
	Approved; will be put into the TR

	S3-050856
	pCR to 33.980: Clarifications and corrections
	Nokia
	6.25
	Approval
	858
	Approved; will be put into the TR

	S3-050857
	LS to CT4 on Authentication Context Definition
	Nokia
	6.25
	Approval
	Out
	Agreed to be sent

	S3-050858
	update of TR 33.980 on Liberty Alliance and 3GPP security interworking
	Nokia
	6.25
	Information
	None
	Provided two weeks after the meeting; noted as basis for future work

	S3-050859
	LS on security considerations regarding Personal Network Management
	SA3
	6.27
	Approval
	Out
	Agreed to be sent

	S3-050860
	Analysis and proposal for UICC-ME key provisioning
	Nokia
	6.27
	Discussion / Decision
	None
	Noted, 709 not accepted at this time

	S3-050861
	Comments on S3-050727 'Key Establishment between a UICC and a terminal: requiremens'
	Axalto
	6.27
	Approval
	None
	Approved as the good starting point

	S3-050862
	CR to 33.220 (Rel-7): 2G GBA - Correction of Note
	Nokia
	6.9.2
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050863
	LS on Identification of the authentication domains by the HLR
	Orange
	6.5
	Approval
	Out
	Agreed to be sent

	S3-050864
	TR 33.801 on GERAN Access Security Review update
	Ericsson
	6.6
	Approval
	Out
	Agreed to be sent to SA for Information

	S3-050865
	CR to 33.108 on ASN.1 module cleanup.
	SA3 LI
	4.3
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050866
	CR to 33.108 on Adding definition for ‘Precision’.
	SA3 LI
	4.3
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050867
	CR to 33.107 on Start of interception for already attached UE
	SA3 LI
	4.3
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050868
	CR to 33.108 on Start of interception for already attached UE
	SA3 LI
	4.3
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050869
	CR to 33.107 on Availability of IMSI at PDG
	SA3 LI
	4.3
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050870
	CR to 33.107 on Availability of IMSI at PDG (Rel-7)
	SA3 LI
	4.3
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050871
	CR to 33.108 on Wrong references to tables for subaddress
	SA3 LI
	4.3
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050872
	CR to 33.108 on Wrong references to tables for subaddress (Rel-7)
	SA3 LI
	4.3
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050873
	CR to 33.108 on Alignment with ETSI TS 101 671 – Clarification on CIN
	SA3 LI
	4.3
	Approval
	Out
	Agreed to be sent to SA for approval
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	33.102
	0196
	-
	Rel-6
	CR to 33.102 Rel-6: Clarify key set handling for PS handover
	F
	6.4.0
	S3-050833
	agreed
	SPSHAGB

	33.102
	0197
	-
	Rel-5
	CR 33.102 (Rel-5): Correction on Keystatus sent by CN node in Security Mode Command
	F
	5.6.0
	S3-050834
	agreed
	TEI

	33.102
	0198
	-
	Rel-6
	CR 33.102 (Rel-6): Correction on Keystatus sent by CN node in Security Mode Command
	A
	6.4.0
	S3-050835
	agreed
	TEI

	33.107
	054
	-
	Rel-7
	CR to 33.107 on Start of interception for already attached UE
	B
	7.1.0
	S3-050867
	agreed
	SEC1-LI

	33.107
	055
	-
	Rel-6
	CR to 33.107 on Availability of IMSI at PDG
	F
	6.5.0
	S3-050869
	agreed
	SEC1-LI

	33.107
	056
	-
	Rel-7
	CR to 33.107 on Availability of IMSI at PDG (Rel-7)
	A
	7.1.0
	S3-050870
	agreed
	SEC1-LI

	33.108
	077
	-
	Rel-7
	CR to 33.108 on ASN.1 module cleanup.
	F
	7.2.0
	S3-050865
	agreed
	SEC1-LI

	33.108
	078
	-
	Rel-7
	CR to 33.108 on Adding definition for ‘Precision’.
	D
	7.2.0
	S3-050866
	agreed
	SEC1-LI

	33.108
	079
	-
	Rel-7
	CR to 33.108 on Start of interception for already attached UE
	B
	7.2.0
	S3-050868
	agreed
	SEC1-LI

	33.108
	080
	-
	Rel-6
	CR to 33.108 on Wrong references to tables for subaddress
	F
	6.9.0
	S3-050871
	agreed
	SEC1-LI

	33.108
	081
	-
	Rel-7
	CR to 33.108 on Wrong references to tables for subaddress (Rel-7)
	A
	7.2.0
	S3-050872
	agreed
	SEC1-LI

	33.108
	082
	-
	Rel-7
	CR to 33.108 on Alignment with ETSI TS 101 671 – Clarification on CIN
	F
	7.2.0
	S3-050873
	agreed
	SEC1-LI

	33.203
	088
	-
	Rel-6
	Correction of text on negotiation of confidentiality algorithms
	F
	6.8.0
	S3-050825
	agreed
	IMS-SE

	33.203
	089
	-
	Rel-7
	CR to TS 33.203: update of S3-050693: Extension of scope to encompass TISPAN NGN by addition of normative annex
	B
	6.8.0
	S3-050826
	agreed
	IMS-SE

	33.210
	017
	-
	Rel-7
	CR to TS 33.210: Update of S3-050692 : Extension of scope to encompass TISPAN NGN
	C
	6.5.0
	S3-050832
	agreed
	IMS-SE

	33.220
	072
	-
	Rel-6
	CR to 33.220 rel-6: NAF_Id encoding
	F
	6.6.0
	S3-050810
	agreed
	TEI

	33.220
	073
	-
	Rel-7
	CR to 33.220 rel-7: NAF_Id encoding
	A
	7.1.1
	S3-050811
	agreed
	TEI

	33.220
	074
	-
	Rel-7
	CR to 33.220 (Rel-7): Interoperator GAA usage - Visited NAF
	B
	7.1.1
	S3-050813
	agreed
	GAAExt

	33.220
	075
	-
	Rel-7
	Clarification of Policy enforcement
	F
	7.1.1
	S3-050815
	agreed
	GAAExt

	33.220
	076
	-
	Rel-7
	Alignment of 2G GBA with recent CRs
	F
	7.1.1
	S3-050818
	agreed
	2GGBA

	33.220
	077
	-
	Rel-7
	CR to 33.220 (Rel-7): 2G GBA Threat info annex
	F
	7.1.1
	S3-050819
	agreed
	2GGBA

	33.220
	078
	-
	Rel-7
	IMPI obtained from IMSI in 2G GBA
	F
	7.1.1
	S3-050820
	agreed
	2GGBA

	33.220
	079
	-
	Rel-7
	CR to 33.220 (Rel-7): 2G GBA - Correction of Note
	F
	7.1.1
	S3-050862
	agreed
	GAAExt

	33.234
	072
	-
	Rel-6
	IMSI availability at PDG
	F
	6.6.0
	S3-050837
	agreed
	WLAN

	33.246
	079
	-
	Rel-6
	ROC synchronization
	F
	6.4.0
	S3-050847
	agreed
	MBMS

	33.246
	080
	-
	Rel-6
	MBMS: Correction on MSK processing in case of solicited pull procedure
	F
	6.4.0
	S3-050848
	agreed
	MBMS

	33.246
	081
	-
	Rel-6
	Handling several status codes in one response message
	F
	6.4.0
	S3-050849
	agreed
	MBMS

	33.246
	082
	-
	Rel-6
	Definition of older MSK
	F
	6.4.0
	S3-050851
	agreed
	MBMS

	33.978
	010
	-
	Rel-6
	CR to 33.978 to correct an implementation error
	F
	6.2.0
	S3-050828
	agreed
	SEC-IMS

	33.978
	011
	-
	Rel-6
	CR to 33.978 on use of IMPU in HTTP header for HTTP security mechanism
	F
	6.2.0
	S3-050829
	agreed
	Early IMS

	33.978
	012
	-
	Rel-6
	CR to 33.978 for correction of Sh Secure IP Address Binding Information Notification Inconsistency
	F
	6.2.0
	S3-050830
	agreed
	Early IMS
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	S3-050615
	LS on support of IMS emergency sessions
	SA2
	S2-052405
	Noted, Tiina Koskinen to lead an email discussion; Response in 807

	S3-050677
	Liaison Regarding Authentication of fixed network SIP phones in an IMS based network and on interactions between Session Border Controllers and the ISC interface
	MSF protocol and control WG
	MSF2005.121.00
	Response in 823

	S3-050678
	Request for information and review of WLAN service configuration parameters for mobile device provisioning and management purposes
	OMA-DM
	OMA-LS_0045
	Noted; see response from CT6 in 793; Response in 844

	S3-050679
	Response to LS: 3GPP Requirements for HTTP based Zn interface support between the Network Application Function and the Boot Strapping Function
	OMA LOC WG
	OMA-LS_0050
	Noted

	S3-050680
	LS to 3GPP on the Mobile Broadcast Services Specifications
	OMA BAC-BCAST
	OMA-LS_0054
	Response in 846

	S3-050681
	Reply LS on Security Requirements for Long Term Evolved RAN/3GPP System Architecture Evolution
	RAN2 and RAN3
	R3-051159
	Response in 842

	S3-050682
	Reply LS: Liaison statement on MBMS User Service finalization
	SA4
	S4-050638
	Already seen in SA3 #41

	S3-050734
	LS from IEEE on TGu Requirements
	TGu task group
	IEEE 802.11-05/0822r3
	Noted: see comments in 845

	S3-050735
	Liaison to 3GPP from IEEE 802.11 Request for comments on IEEE 802.11u Requirements Document
	IEEE 802.11 Task Group u
	IEEE 802.11-05/0972r0
	See attachement in 734; Response in 845

	S3-050736
	Reply LS on S-CSCF re-selection in early IMS
	CT1
	C1-051547
	See CR in 655 from the last meeting which was approved at SA #29

	S3-050737
	LS on 'Change of originating and terminating terminal terminology'
	CT1
	C1-051663
	Noted; see AP 41.01

	S3-050738
	Liaison on Selective Disabling of UE Capabilities
	SA2
	S2-052281
	Bengt Sahlin to collect email comments on this liaison statement

	S3-050739
	Reply LS on Security Requirements for Long Term Evolved RAN/3GPP System Architecture Evolution
	SA2
	S2-052479
	Response in 843

	S3-050740
	LS on Time Plan for FS on 3GPP System Architecture Evolution
	SA2
	S2-052480
	Noted: This was superceded by 803

	S3-050741
	LS on Requirements for Secure channel between the UICC and an end point terminal
	ETSI SCP REQ
	SCPr050466
	Noted; use cases seen last meeting, LS requried later

	S3-050779
	Response LS on the Mobile Broadcast Services Specifications
	SA1
	S1-051124
	It was noted as very interesting

	S3-050780
	Reply to LS on Time Plan for FS on 3GPP System Architecture Evolution
	SA1
	S1-051185
	Noted: Provided in copy to SA3.

	S3-050781
	Reply LS regarding secure channel between UICC and a terminal
	SA1
	S1-051247
	Noted

	S3-050782
	LS on security considerations regarding Personal Network Management
	SA1
	S1-051255
	Response in 859

	S3-050783
	LS on further response on next Steps for MAPsec
	CT4
	C4-051706
	Noted; comments on security to Marc Blommaert.

	S3-050793
	LS on: WLAN service configuration parameters for mobile device provisioning and management purposes
	CT6
	C6-050836
	Noted; for information

	S3-050797
	LS on Use case scenarios to 3GPP SA3
	TCG
	TCG No Num
	No useful answer was possible at this time.

	S3-050799
	Reply LS on support for simultaneous WLAN direct IP access session
	SA2
	S2-053022
	Response in 839

	S3-050800
	LS to SA3 on solution for the private network access
	SA2
	S2-053019
	Response in 840

	S3-050801
	LS on addition information on SAE
	SA2
	S2-053020
	Response in 843

	S3-050802
	LS on VCC handover performance
	SA2
	S3-053021
	Response in 824

	S3-050803
	LS on Time plan for FS on SAE
	SA2
	S2-053015
	Noted; probably joint meeting in January 2006; Response in 843

	S3-050804
	LS from GSMA regarding Mobile SPAM
	GSMA SG
	GSMA SG No Num
	See proposal in 786

	S3-050805
	Reply LS on Security Keyset change on PS handover
	GERAN
	GP-052805
	Noted


E.2
Liaisons from the meeting

	TD number
	Title
	TO
	CC
	Date Sent

	S3-050807
	LS on support of IMS emergency sessions
	SA2
	
	20/11/2005

	S3-050809
	LS on HTTP based Zn interface
	CT4
	
	20/11/2005

	S3-050812
	Draft LS on Ua Security Protocol Identifier
	3GPP2 TSG-S WG4, OMA SEC, GSMA SG
	
	20/11/2005

	S3-050814
	LS to OMA on GBA push
	OMA SEC
	OMA BAC-BCAST, OMA LOC, OMA DLDRM, OMA DM
	20/11/2005

	S3-050823
	Liaison Regarding Authentication of fixed network SIP phones in an IMS based network and on interactions between Session Border Controllers and the ISC interface
	MultiService Forum (MSF)
	TISPAN WG7, SA2
	20/11/2005

	S3-050824
	LS on VCC handover performance
	SA2
	
	

	S3-050839
	Reply LS on support for simultaneous WLAN direct IP access session
	SA2
	CT1, CT4
	20/11/2005

	S3-050840
	LS to SA3 on solution for the private network access
	SA2
	
	20/11/2005

	S3-050841
	LS to TISPAN WG7 on timeplan of IMS enhandments
	TISPAN WG7
	
	20/11/2005

	S3-050842
	Reply LS to RAN2/3 on Security Requirements for Long Term Evolved RAN/3GPP System Architecture Evolution
	RAN2 and RAN3
	SA2
	20/11/2005

	S3-050843
	Reply LS to SA2 on Security Requirements for Long Term Evolved RAN/3GPP System Architecture Evolution
	SA2
	RAN2, RAN3
	20/11/2005

	S3-050844
	Request for information and review of WLAN service configuration parameters for mobile device provisioning and management purposes
	OMA-DM WG
	SA1, SA2, CT6, CT1, CT
	20/11/2005

	S3-050846
	LS to 3GPP on the Mobile Broadcast Services Specifications
	OMA BAC-BCAST
	SA1, SA2, SA4
	20/11/2005

	S3-050850
	LS to SA4 on Handling several status codes in one response message in MBMS
	SA4
	
	20/11/2005

	S3-050852
	LS to ETSI SAGE on Example A8_V algorithm based on MILENAGE f3-function
	ETSI SAGE
	
	20/11/2005

	S3-050857
	LS to CT4 on Authentication Context Definition
	
	
	

	S3-050859
	LS on security considerations regarding Personal Network Management
	SA1
	
	20/11/2005

	S3-050863
	LS on Identification of the authentication domains by the HLR
	CT4
	
	


Annex F:
List of TSs or TRs to go to SA
	Release
	Spec_Number
	Document Number
	Title
	To

	Rel-7
	33.918
	S3-050821
	Cover to 33.918 rel-7: References update
	SP-30

	Rel-7
	33.290
	S3-050822
	2G GBA TR draft
	SP-30

	Rel-7
	33.204
	S3-050831
	Update of TS 33.204 on Network Domain Security (NDS); TCAP user security
	SP-30

	Rel-7
	33.801
	S3-050864
	TR 33.801 on GERAN Access Security Review update
	SP-30


Annex G:
Actions from the meeting

AP 41.01
Bengt Sahlin to prepare a CR to replace the terms “Mobile Originating" and "Mobile Terminating" to "UE Originating" and "UE Terminating" respectively (in conjuction with S3-050737).

AP 41.02
Marc Blommaert to collect comments on the TS in S3-050783 on SS7 Security Gateway Architecture, Functional Description and Protocol Details from CT4.

AP 41.03
Rajavelsamy Rajadurai to iniate an email discussion as to whether there is a problem related to scenario described in S3-050698.

AP 41.04
Colin Blanchard to collect comments on the TGu Requirements (S3-050734) to be sent by delegates before the 14th December; response in S3-050845.
AP 41.05
Bengt Sahlin to collect email comments on liaison statement in S3-050738. 
AP 41.06
MCC to check the template for 21.905 to determine if there is some text referring to 21.905. 
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