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	It is clarified that the BM-SC should use a new Timestamp value also when resending an MSK message, and that the UE should acknowledge such re-sent MSK message and in particular the UE should update the Key Validity data, since the BM-SC may have updated it. 

Otherwise it may happen that if the original MIKEY ACK is lost and, if the UE does not acknowledge the re-sent MSK message, the BM-SC continues to re-send it without success which may lead to inconsistent state in UE and BM-SC. 
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(

	 It is clarified that the re-sent MSK message shall always have fresh timestamp value. UE should acknowledge re-sent MSK messages. Strictly speaking then this message is not a re-sending from UE’s point of view.

The CR also clarifies the specification by moving the text associated to handling of received MSKs messages to one consistent place. It is also clarified that “older” MSK means the MSK with lower Timestamp value.
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6.3.2.1
MSK identification

Every MSK is uniquely identifiable by its Key Domain ID and MSK ID

where


Key Domain ID = MCC || MNC and is 3 bytes long.

NOTE 1:
When MCC || MNC is used as key identifier, the UE should not try to use it in another context, e.g. the UE should not compare the received MCC || MNC to parameters in radio level.


MSK ID is 4 bytes long and with byte 0 and 1 containing the Key Group part, and byte 2 and 3 containing the Key Number part. The Key Number part is used to distinguish MSKs that have the same Key Domain ID and Key Group part. Key Group part is used to group keys together in order to allow redundant MSKs to be deleted. The MSK ID is carried in the extension payload of MIKEY extension payload.

NOTE 2:
If the Key Domain ID does not uniquely identify the BM-SC, it needs to be ensured that the Key Group parts are unique within an operator, i.e. two BM‑SCs within an operator shall not use the same Key Group value.


******Next change******

6.4.3
Replay protection

Each MIKEY message contains the timestamp field (TS) of type 2. This means that the contents of the timestamp field is a 32-bit counter. The counter is increased by one for each message sent from the BM-SC to the UE even in case BM-SC retransmits a previously sent message. Note that there is one counter per UE for MSK delivery, and one counter common to all UEs for MTK delivery. The counter is used for replay protection; messages with a counter less than or equal to the current counter are discarded. Less than or equal is to be taken in the meaning of RFC1982. If the less than or equal relation is undefined in the sense of RFC1982, the message should be considered as being replayed and shall be discarded. The counter in the TS field shall be reset for MSK transport messages when the MUK is updated. The counter in the TS field shall be reset for MTK transport messages when the MSK is updated.

NOTE:
The counter in TS field in MTK transport messages is used to detect replay attacks while the counter in MTK ID field of the EXT payload is used to detect the resendings of the same MTK keys.

******Next change******

6.4.6.1
MSK MIKEY Message Reception

When the MIKEY message arrives at the ME, the processing proceeds following the steps below (basically following section 5.3 of RFC 3830 [9]).

1.
The Extension Payload (EXT) is examined, and if it indicates an MSK delivery protected with MUK, the MUK ID is received by combining IDi and IDr.

2.
The Timestamp Payload is checked, and the message is discarded if the counter in the Timestamp Payload is smaller or equal to the stored replay counter associated with the given MUK (the stored replay counter value is retrieved from MGV-S). 

3.
The Security Policy payload is stored temporarily in the ME if it was present.

4.
The message is transported to MGV-F for further processing, cf. clause 6.5.3.

5.
The MGV-F replies success or failure. In case of success the temporarily stored Security Policy payload is taken into use. Otherwise it is deleted.

6.4.6.2
MTK MIKEY Message Reception

When the MIKEY message arrives at the ME, the processing proceeds following the steps below (basically following section 5.3 of RFC 3830 [9]). 

1.
The Extension Payload (EXT) is examined, and if it indicates an MTK delivery protected with MSK, the MSK ID is extracted from the Extension Payload.

2.
The Timestamp Payload is checked, and the message is discarded if the counter in the Timestamp Payload is smaller or equal to the stored replay counter associated with the given MSK (the stored replay counter value is retrieved from MGV-S). 

3.
If the MTK ID extracted from the Extension payload is less than or equal to the current MTK ID (kept in the ME), the message shall be discarded.

4.
The message is transported to MGV-F for further processing, cf. 6.5.4.

5.
The MGV-F replies success (i.e. sending the MTK and salt if available) or failure.

******Next change******

6.5.3
MSK processing

When the MGV-F receives the MIKEY message, it first determines the type of message by reading the EXT. If the key in the message is an MSK protected by MUK, MGV-F retrieves the MUK identified as specified in clause 6.1.

The integrity of the message is validated and the MSK is extracted from the KEMAC payload as described in section 5 of reference [9] if the validation is successful. The Key Validity data is extracted from the message and stored (in the form of MTK ID interval).


If message validation is successful, then the MGV-F shall update the stored Time Stamp value associated with the corresponding MUK ID in MGV-S with the counter value in the Time Stamp payload.
If the UE receives an MSK and already contains two other MSKs under the same Key Domain ID and Key Group part, then the UE shall delete the older of these two MSKs.

If the MGV-F receives an MSK message, which has the same MSK ID as a stored MSK, the new MSK shall replace the stored MSK and update the Key Validity data. In case the MSK message does not include any key in KEMAC payload, then the Key Validity data shall be updated for the specified MSK.

******End of changes******
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