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Work Item Description

Title

2G GBA: 2G SIM usage in 3GPP GAA framework

1

3GPP Work Area

	
	Radio Access

	X
	Core Network

	X
	Services


2

Linked work items

GAA and Support for subscriber certificates (SEC1-SC) Release 6

3

Justification

GBA is currently based on 3G USIMs and ISIMs, i.e., 3G GBA [TS33.220]. The security level of 3G Authentication and Key Agreement is higher than the 2G SIM authentication. On the other hand, there are more than one billion people with SIMs in their phones and it will take long time to provision UICCs capable of 3G authentication to such a large population. Meanwhile there should be a way to offer services whose authentication is based on GAA also to 2G subscribers. However, if it is possible to choose between 2G and 3G authentication procedures between a particular UE and the BSF, then it should be ensured that the 3G authentication procedure is chosen, because it is more secure. Moreover, the support for 2G GBA should be completely under MNO control. It is therefore proposed to investigate different 2G GBA approaches and choose a 2G GBA of highest security quality. 

Mobile network operators could try first out the success of services without handing out new cards and after successful service usage migrate seamlessly to UICCs. This option leverages the mobile network operators investments into their SIM cards, while still provide easy migration. This could lower the threshold for operators to deploy more sophisticated services that usually would require a UICC from the start. In this way, it might even speed up the process of handing out UICCs to the subscribers.  The initial roll-out phases of services and service success testing would not need to rely on passwords. In addition, the introduction of 2G GBA-based authentication provides a security and operational enhancement for users that rely on SIM. Also, the availability of 2G GBA will allow building services where authentication is performed and managed in an analogous way as using USIM. Please also note that “SIM card level security" is a very vague concept, as long as the protocol in which a SIM card is used is not specified. The protocol wherein the SIM card is used, decides the strength of the security of the whole system. Therefore, any solution adopted for 2G GBA significantly should enhance GSM security to address the known GSM vulnerabilities.
It should be noted that the work outlined in this WID does not require any change to the existing SIM specifications, in particular GBA_U as in 3G will not be included in 2G GBA.

4

Objective

This work item will specify how 2G SIMs can be used in 3GPP GBA framework securely. The support for 2G GBA is completely under MNO control, i.e., the BSF would be configurable either to allow or to disallow 2G GBA. 
This feature is a candidate for early implementation.
5

Service Aspects

2G GBA can be of benefit to:

- Services that are HTTP based and that are secured using HTTPS

- Services that utilize Liberty Alliance protocols, since the Liberty Alliance Identity Provider   can use GBA credentials for user authentication in Single Sign On or for web services

- Location services that use OMA SUPL

- Services that use OMA common security enablers

The introduction of usage of 2G SIM cards for GBA allows testing of service acceptance by the user without large investments. The solution shall provide a clear migration path for the introduction of UICC that makes roll-out and transition easy and smooth.

6

MMI-Aspects



None identified

7

Charging Aspects



None

8

Security Aspects

This is a security work item. Since 2G GBA is based on SIM security the 2G GBA feature should be considered as a separate feature then 3G GBA and operators can choose to use this feature or to connect to operators who deploy 2G GBA or not.
9
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	X
	
	X
	

	No
	X
	
	X
	
	

	Don't know
	
	
	
	
	X
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Expected Output and Time scale (to be updated at each plenary) 

	New specifications

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TR

33.9xx
	Early implementation of 2G GBA
	SA3
	
	SA#30 
	SA#30
	

	
	
	
	
	
	
	

	Affected existing specifications

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	TS 33.220 (R7)
	
	Addition of 2G GBA
	SA#30
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Work item rapporteur(s)

Silke Holtmanns (Nokia)
12

Work item leadership

TSG SA WG3

13

Supporting Companies

Nokia, Siemens, Rogers Wireless, BT, Vodafone, CMCC

14

Classification of the WI (if known)

	
	Feature (go to 14a)

	X
	Building Block (go to 14b)

	
	Work Task (go to 14c)


14a
The WI is a Feature: List of building blocks under this feature

(list of Work Items identified as building blocks)

14b
The WI is a Building Block: parent Feature 

SEC1-SC (GAA and support for subscriber certificates)

14c
The WI is a Work Task: parent Building Block

(one Work Item identified as a building block)

