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	Reason for change:
(

	With the current specification, when the network switches a talker from a voice group call channel to a dedicated channel, ciphering on the dedicated channel will be started by the network by means of a cipher mode control procedure. 

The MS may however start to transmit speech frames as soon as it has seized the new channel. This means that for a short interval, until receipt of the CIPHER MODE COMMAND, the MS will send unciphered speech in uplink direction.

In order to prevent possible security attacks based on knowledge of unciphered speech frames, it is proposed to specify for voice group calls that the network starts the ciphering with the individual ciphering key during handover from the voice group channel to the dedicated channel by including a cipher mode setting IE in the assignment command or handover command.
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F.3.2
Signalling information required for the voice group call uplink access in the anchor MSC (normal case, subsequent talker on dedicated channel)
Figure F.3.2-1 shows how the MS and the BSC determine the Cipher Key Sequence Number (CKSN) and Ciphering algorithm to use when the VGCS talker is switched to a dedicated channel. The main points are:
-
The MS reads the CKSN and the individual cipher key Kc from the USIM and passes the value to the BSC via the TALKER INDICATION Message

-
The CKSN is passed from the BSC to the MSC via the UPLINK REQUEST CONFIRMATION message (within Layer 3 information).

-
The MS and BSC are informed of the ciphering algorithm identity in the ASSIGNMENT COMMAND message.
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NOTE 1: 
In this case the MSC decided to transfer the subsequent talker to a dedicated channel. The MSC includes the individual cipher key Kc indicated in the Talker Indication message with CKSN.
NOTE 2: 
Upon reception of the ASSIGNMENT CMD message which transfers the MS from the group call channel to a dedicated channel, the MS starts transmission and reception on the dedicated channel in ciphered mode, using the ciphering algorithm indicated in the cipher mode setting and using the individual cipher key Kc.
NOTE 3:
The network configuration has to take care that ciphering is applied to a dedicated channel belonging to a ciphered VGCS Channel.

Figure F.3.2-1: Signalling information required for the voice group call uplink access
in the anchor MSC (normal case, subsequent talker on dedicated channel)
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