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1. Introduction

As a result of a discussion about using SIM cards for the so-called Generic Bootstrapping Architecture (2G GBA) at SA#28, the following was decided by SA#28, according to the draft official report v005: “TSG SA asked SA WG1 to decide which services could be secured with SIM card level security.” But SA3 found in their discussions during SA3#39 that “SIM card level security” was an ill-defined concept, as long as the protocol in which a SIM card was used was not specified, therefore the question to SA1 was also ill-defined. SA3 hopes to be able to assist SA1 in clarifying this concept by sending this LS. SA3 would also like to share with SA1 the current state of discussion in SA3.

It is well known that the vast majority of mobile subscribers using 3GPP-specified systems is still equipped with SIM cards, and that the distribution of USIMs is currently much lower than anticipated some time ago. While the replacements of SIMs by USIMs is certainly to be encouraged for security reasons, it is a commercial fact that this replacement will take a considerable time and may not even be mainly driven by security considerations. Some operators have therefore expressed the desire to be able to use their large base of SIM cards to not only allow access to CS and PS services, but also to 3GPP and OMA applications. A SIM-based Generic Bootstrapping Architecture would allow them to use GBA-based services, like OMA Location Service, etc. It would therefore be useful to have a SIM-based GBA (2G GBA) solution, provided that there is reasonable protection against well-known attacks on GSM security.
3GPP2 also recently made the step to support their legacy security module (R-UIM) for GBA based on service requirements. During the SA3#38 meeting it was decided that SA3 works on the technical solution. 

2. Service Aspects

SA3 would like SA1 to confirm the need of offering GBA-based services also to users with GBA enabled handset and 2G SIM cards. Services that can use GBA are:

· HTTP based services that are secured using HTTPS

· Liberty Alliance Identity Provider can use GBA credentials for user authentication in Single Sign On or for Web Service access

· Location services that use OMA SUPL

· Services that use OMA common security enablers

The decision to allow SIM cards to be used for access 3G GBA-based services lies with the user’s home operator. If he has concerns about the security level, or want to restrict the range of services a user can access based on SIM-card authentication, then 2G GBA can be restricted to certain services or usage prohibited.

SA3 has identified technical security implementations for the SIM-based Generic Bootstrapping Architecture that do not require any changes to the SIM card specifications. SA3 will progress on the technical work and the final acceptance will be pending upon SA1 decision for the need to support such use cases.
3. Security Considerations

SA3 discussed the security of the proposed solutions. Several solutions for 2G GBA solution were discussed  which if agreed would significantly limits the exposure to GSM weaknesses by using strong additional security measures. In this way, it makes access to applications based on 2G GBA considerably more secure than access to CS or PS services in GSM. The remaining risks recognised are described as follows:

The most serious source of vulnerability of current GSM is the encryption algorithm A5/2. A5/2 shall be removed from GSM networks by the end of 2006 and shall not be implemented on Release 7 UEs. This has already been agreed in 3GPP and GSMA, independent of any considerations on 2G GBA. On the other hand, the use of 2G GBA requires a Release 7 UE. But when the user uses a Release 7 UE, then A5/2 is not an issue. SA3 would like to mention that there is a residual risk which may arise in case a subscriber to the 2G GBA feature inserts his SIM card in an old UE implementing A5/2, and this old UE then becomes subject to a man-in-the-middle attack involving a false GSM base station, while the attacker is involved in a 2G GBA protocol run. It is doubtful, however, whether this attack is of great practical relevance.

Another vulnerability that was considered by SA3 is that of cloning a SIM card made possible by the use of the insecure A3/A8 algorithm COMP128. But operators have long been advised to replace this algorithm by an available, more secure algorithm, and will be even more strongly encouraged to do so for SIMs of 2G GBA subscribers. If SIM card cloning did happen then the risk may be higher due to the increased difficulty to detect the fraud on GBA services (2G or 3G GBA) by the current fraud detection systems. The usage of GBA might make the smartcards more valuable and make them more attractive for the fraudsters. In addition, it was mentioned by some that 2G GBA may cause operators to delay a replacement of SIMs by the more secure USIMs. But if an operator does not bother to change COMP128 in a SIM card, in spite of the obvious vulnerability of this algorithm, then this operator is very unlikely to replace a SIM by a USIM for security reasons. Furthermore, the risk of efficient attacks on COMP128 is limited in practice through the requirement of physical possession of the SIM. SA3 agreed that the risk of SIM cloning is minimized by the use of a secure A3/A8.
It is acknowledged that the presence of malware on the ME could harm the security but there is no indication that the 2G GBA introduces additional risks. Some expressed concern that 2G GBA might introduce additional security risk but it was not clearly identified at this time. 
All the other known attacks to GSM do not seem practically relevant for the  2G GBA solutions that are being more closely considered by SA3. SA3 believes that the 2G GBA solution would provide reasonable protection against well-known attacks on GSM security and possible other attacks by using strong additional security measures. The solution could actually help to improve the overall security situation for operators which have not yet migrated from SIMs to USIMs, as the alternatives for securing application access would likely be based on procedures much less secure than 2G GBA, such as password-based procedures or GSM procedures without mitigation of known attacks.

4. Actions:

To SA1 group.

ACTION: 


Clarify if SA1 sees a need for offering GBA-based services to users with 2G SIM cards. 

5. Date of Next TSG-SA3 Meetings:

SA3#40
12th September – 15th September 2005
Portoroz, Slovenia
