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1
Introduction

Registration status update procedure at authentication failure in TS 33.203 is discussed in the following discussion paper. Clarifications are proposed in the attached CR.
2
Discussion
2.1
Registration status
According to TS 23.008 v6.5.0 §3.2.1, there are 3 possible registration status for a public user identity : registered, not registered and unregistered.

The following definitions are given in TS 29.228 §3.1 :
"Not Registered State: User is not Registered and has no S-CSCF assigned."

"Registered State: User is Registered at the request of the user and has an S-CSCF assigned."

"Unregistered State: User is not Registered but has a serving S-CSCF assigned to execute Unregistered state services as a consequence of a terminating call or there is an S-CSCF keeping the user profile stored."

"Authentication pending flag: A flag that indicates that the authentication of a public identity - private identity pair is pending and waiting for confirmation."

1. In TS 33.203 §6.1.1, only one registration flag is considered to handle both the registration state and the authentication pending flag: "The registration flag is stored in the HSS together with the S‑CSCF name and user identity, and is used to indicate whether a particular IMPU of the user is unregistered or registered at a particular S‑CSCF or if the initial registration at a particular S‑CSCF is pending." No modification is proposed in the CR on that point.
2. In TS 33.203 §6.1.2.2 and §6.1.2.3, unregistered is used in place of not registered . Modifications are proposed in the attached CR.

2.2
Registration status update at authentication failure
TS 33.203

It seems that there are inconsistencies in TS 33.203 in the way user registration status is updated at authentication failure.
At the end of §6.1.1 in TS 33.203, it is stated :
" It should be noted that the UE initiated re-registration opens up a potential denial-of-service attack. That is, an attacker could try to register an already registered IMPU and respond with an incorrect authentication response in order to make the HN de-register the IMPU. For this reason a subscriber should not be de-registered if it fails an authentication. It shall be defined by the policy of the operator when successfully registered IMPU(s) are to be de-registered."

In TS 33.203 §6.1.2.2 "Network authentication failure" (which also applies to §6.1.2.1 "User authentication failure"), it is stated :
"Upon receiving SM9, which includes the cause of authentication failure, the S‑CSCF shall set the registration-flag in the HSS to unregistered, if the IMPU is not currently registered. To set the flag the S‑CSCF sends in CM3 a Cx-Put to the HSS. If the IMPU is currently registered, the S‑CSCF does not update the registration flag.

	CM3:

Cx-AV-Put(IMPI, Clear S‑CSCF name)


"
1. It seems that the S-CSCF does not send the CM3 message in case the IMPU is currently registered. To confirm.
2. It is proposed in the attached CR to clarify section §6.1.1 in TS 33.203 to indicate that a subscriber shall not be de-registered if it fails an authentication. 
TS 24.229 and TS 29.228
TS 24.229 v6.6.0 § 5.4.1.2.3 states :
"In the case that the REGISTER request, which was supposed to carry the response to the challenge, contains no authentication challenge response and no AUTS parameters indicating that the MAC parameter was invalid in the challenge, the S-CSCF shall:

-
respond with a 403 (Forbidden) response to the UE. The S-CSCF shall not update the registration state of the subscriber.

NOTE 2:
If the UE was registered before, it stays registered until the registration expiration time expires."
"NOTE 5:
If the timer reg-await-auth expires, the S-CSCF will consider the authentication to have failed. If the public user identity was already registered, the S-CSCF will leave it as registered described in 3GPP TS 33.203 [19]."
TS 29.228 v6.5.1 section §6.1.2.1 is not fully aligned with TS 33.203 as this specification describes the case when the message S-CSCF registration/deregistration notification request is sent by the S-CSCF to the HSS at authentication failure even if the user registration status is "Registered" which should not happen:
"If it indicates AUTHENTICATION_FAILURE or AUTHENTICATION_TIMEOUT, the HSS shall check the registration state for the Public User Identity in the request. For the Public User Identity;-

-
if the registration state of the Public User Identity is Registered, the HSS shall check if the Public User Identity is currently registered with one or more Private User Identities. 

-
If the Public User Identity is currently registered with only one Private User Identity, the HSS shall set the registration state of the Public User Identity to Not Registered and clear the S-CSCF name associated with the Public User Identity. 

-
If the Public User Identity is currently registered with more than one Private User Identity, the HSS shall keep the registration state of the Public User Identity as Registered and retain the S-CSCF name associated with the Public User Identity.

-
if the registration state of the Public User Identity is Unregistered, the HSS shall set the registration state of the Public User Identity to Not Registered and clear the S-CSCF name associated with the Public User Identity.

If the Public User Identity’s authentication pending flag which is specific for the Private User Identity is set, the HSS shall clear it. The Result-Code shall be set to DIAMETER_SUCCESS."

3
Proposal
If SA3 agree on the above understanding, it is proposed to approve the attached CR.



