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	Reason for change:
(

	As defined in Stage 3, the I-CSCF(THIG) shall apply topology hiding to all headers which reveal topology information, such as Via, Route, Record-Route, Service-Route. The Stage 2 definition of Topology hiding defines that it applies to S-CSCF addresses, S-CSCF capabilities and network capabilities. This is inconsistent with the stage 3 implementation:

· Not only S-CSCF address is contained in these headers but all the entities addresses of the operator network contained in these headers (e.g. P-CSCF address).

· S-CSCF and network capabilities hiding/encryption is not defined.

According TS 24.229 § 5.3.3:

"The I-CSCF(THIG) shall apply topology hiding to all headers which reveal topology information, such as Via, Route, Record-Route, Service-Route."

" Upon receiving an outgoing request/response from the hiding network the I-CSCF(THIG) shall perform the encryption for topology hiding purposes, i.e. the I-CSCF(THIG) shall …:"

"6)
form one valid entry for the specific header out of the resulting NAI, e.g. prepend "SIP/2.0/UDP" for Via headers or "sip:" for Route and Record-Route headers.

NOTE 1:
Even if consecutive entries of the same network in a specific header are encrypted, they will result in only one encrypted header entry. For example:

Via: SIP/2.0/UDP icscf1_s.home1.net;lr, 

 SIP/2.0/UDP Token(
SIP/2.0/UDP scscf1.home1.net;lr, 








SIP/2.0/UDP pcscf1.home1.net;lr)@home1.net;











tokenized-by=home1.net, 


 SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

NOTE 2:
If multiple entries of the same network are within the same type of headers, but they are not consecutive, then these entries will be tokenized to different strings. For example:

Route:
sip:icscf1_s.home1.net;lr, 





sip:Token(sip:scscf1.home1.net;lr)@home1.net;tokenized-by=home1.net,





sip:as1.foreign.net;lr, 





sip:Token(sip:scscf1.home1.net;lr, 







  sip:pcscf1.home1.net;lr)@home1.net;tokenized-by=home1.net, 





sip:[5555::aaa:bbb:ccc:ddd]"

In these examples, the I-CSCF1 of the home1 network encryptes the addresses of S-CSCF1 and P-CSCF1.

	
	

	Summary of change:
(

	Correction in section 5.2: The I‑CSCF shall have the capability to encrypt the addresses of all the entities of the operator network in SIP Via, Record-Route, Route and Path headers and then decrypt the addresses when handling the response to a request.
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5.2
Network topology hiding

The operational details of an operator's network are sensitive business information that operators are reluctant to share with their competitors. While there may be situations (partnerships or other business relations) where the sharing of such information is appropriate, the possibility should exist for an operator to determine whether or not the internals of its network need to be hidden.

It shall be possible to hide the network topology from other operators, which includes the hiding of the number of S‑CSCFs, the capabilities of the S‑CSCFs and the capability of the network.

The I‑CSCF shall have the capability to encrypt the addresses of all the entities of the operator network in SIP Via, Record-Route, Route and Path headers and then decrypt the addresses when handling the response to a request. The P‑CSCF may receive routing information that is encrypted but the P‑CSCF will not have the key to decrypt this information.

The mechanism shall support the scenario that different I‑CSCFs in the HN may encrypt and decrypt the addresses of all the entities of the operator network.
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