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1.
Introduction

The Access Security Review Technical Report  states in its scope that it “comprises an analysis of the potential vulnerabilities and vulnerabilities coming from the use of GSM security context and threats coming from the re-use (transfer) of a security context between GSM and UMTS (and other access networks) in the absence of particular security features such as strong encryption algorithms, network authentication, key separation, etc. Interaction between GERAN/UTRAN/other access during hand-over is also to be considered.”

The starting point for the review was the published attacks on A5/2 that exploit:

· The limited key size. 

· The lack of protection for the algorithm negotiation protocol. 

· The limited scope of the ciphering i.e. between the MS and the BTS leading to correlated clear speech and the cipher keys being available to a potential attacker. 

However, when the work on “Generic Access to A/Gb interface” was initiated (TS 43.318) it was realized that:

· We could not necessarily rely on the local link security alone e.g. Bluetooth, WEP, WPA etc due to lack of control over the configuration of this security – The access point is in the customer premises and under their control. 

· The use of the A/5 algorithms may have been confined to “GSM operators” and for use for GSM air interface only.

· The use of the existing mechanisms in a fixed environment may have increased the scope for exploitation of the identified vulnerabilities. 

As a result, a completely independent security solution, based on an IPSec tunnel, for protecting the complete GSM protocol was developed. However, it was recognized that the key management scheme would need to make use of the HSS and USIM/SIM already deployed by mobile operators, for it to be acceptable in the market. 

Since support for the Generic Access to A/Gb security solution, may already be provided in future handset designs and in an operators core network, it is suggested that and enhancement based on this solution should be considered. Instead of switching back to “GSM” air interface security on it own, when the handset reverts to be mobile network connection, it invokes IP transport with IPSec as an additional security mechanism. It is recognised that the following issues may be difficult to resolve and will need to be subject to detailed feasibility study.  

· The use of the IP Stack for transporting GSM protocols when the connection is not via ADSL or Bluetooth WiFi  (impact on BS handover etc)    

· Whether the same security association is used or a new one negotiated, will be part of the feasibility study.

· If and how certificates are provisioned on the GANC and how revocation is handled

It is suggested that this is an option for operators to support for their own subscribers in their own network, that support their subscribers in visited networks should be a second priority and support for inbound roamers from other networks the third priority. 
2.
Basis of enhancement 

 
The Generic Access Network functional architecture is illustrated in figure 1 below
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Figure 1: GAN functional architecture

The main features of the GAN architecture are:

1. New entities, and entities with enhanced functionality: 

· Mobile Station (MS)

· Generic Access Network Controller (GANC). The GANC appears to the core network as a GERAN Base Station Subsystem (BSS). It includes a Security Gateway (SEGW) that terminates secure remote access tunnels from the MS, providing mutual authentication, encryption and data integrity for signalling, voice and data traffic.

2. A Generic IP Access network provides connectivity between the MS and the GANC. The IP transport connection extends from the GANC to the MS. A single interface, the Up interface, is defined between the GANC and the MS.

3. Co-existence with the GSM/GPRS Radio Access Network (GERAN) and interconnection with the Core Network (CN) via the standardized interfaces defined for GERAN A/Gb mode:

a. A-interface for circuit switched services as defined in 3GPP TS 48.008

b. Gb-interface for packet switched services as defined in 3GPP TS 48.018

c. Lb-interface for supporting location services as defined in 3GPP TS 43.059
4. Transaction control (e.g. CC, SM) and user services are provided by the core network (e.g. MSC/VLR and the SGSN/GGSN).

5. Use of AAA server over the Wm interface as defined by 3GPP TS 29.234. The AAA server is used to authenticate the MS when it sets up a secure tunnel. Note that only a subset of the Wm functionalities is required for the GAN application. As a minimum the GANC-SEGW shall support the Wm authentication procedures.

Indication of support for PS Services and of support for DTM is provided through appropriate signalling to the MS.

GAN supports security mechanisms at different levels and interfaces as depicted below:
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Figure 2: GAN Security Mechanisms

1. The security mechanisms over the Up interface protect signalling, voice and data traffic flows between the MS and the GANC from unauthorized use, data manipulation and eavesdropping; i.e., authentication, encryption and data integrity mechanisms are supported.

2. Authentication of the subscriber by the core network occurs between the MSC/VLR or SGSN and the MS and is transparent to the GANC – however, there is a cryptographic binding between the MS-CN authentication and the MS-GANC authentication to prevent man in the middle attacks. GPRS ciphering is the standard LLC layer ciphering that operates between the MS and the SGSN. These mechanisms are out of scope of the present document.

3. Additional application level security mechanisms may be employed in the PS domain to secure the end-to-end communication between the MS and the application server. For example, the MS may run the HTTP protocol over an SSL session for secure web access. 

All signalling traffic and user-plane traffic sent between MS and GANC over the Up interface is protected by an IPsec tunnel between the MS and GANC-SEGW, that provides mutual authentication (using SIM credentials), encryption and data integrity using the same mechanisms as specified in 3GPP TS 33.234.
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 Figure 3: Use of IPSec

Since support for the Generic Access to A/Gb security solution may already be provided in future handset designs and in an operators core network, it is suggested that instead of switching back to “GSM” air interface security on it own, when the handset reverts to be mobile network connection, it invokes an IPSec session as an additional security mechanism. The use of the IP Stack and whether the same security association is used or a new one negotiated will be part of the feasibility study. It is suggested that this is an option for operators to support for their own subscribers in their own network, that support their subscribers in visited networks should be a second priority and support for inbound roamers from other networks the third priority. An outline of the concept is shown below. 
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 Figure 4: Use of GANC to enhance air interface security 

Figure 5: IPSec tunnelling of GSM protocol [image: image5.wmf]Broadband 
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3
Conclusions 

Since support for the Generic Access to A/Gb security solution may already be provided in future handset designs and in an operators core network, it is suggested that instead of switching back to “GSM” air interface security on it own, when the handset reverts to be mobile network connection, it invokes IP transport with IPSec as an additional security mechanism. The use of the IP Stack and whether the same security association is used or a new one negotiated will be part of the feasibility study. It is recognized that this aspect may be complex but it is proposed that the option to study this be included in the Access Security Review on the basis that this is an option for operators to support for their own subscribers in their own network, and that support their subscribers in visited networks and support for inbound roamers from other networks are of lower priority. 

A Pseudo CR to the current version of the TR follows:
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10
Overview of Possible Enhancements

Editor’s note: This section will discuss protection mechanism to counter the identified risks. Note that the list given below is by no means exhaustive and an evaluation of which proposals are to be recommended are TBD.

 The following security enhancements for A/Gb mode are so far identified: 

1) Protection against algorithm negotiation bidding down and disablement attacks.

2) Ensure that the use of 3G AKA (i.e. UMTS security context) is always possible when USIM is available so as to provide re-play protection (session key freshness)

3) Providing key separation.

4) Protection against access signalling modification.

5) Enlarging the GERAN A/Gb encryption algorithms key size e.g. 128 bit. 

6) Protection against new ‘access’ network security feature downgrade attacks. 

7) Providing a solution based on Generic Access to A/Gb interface  (TS 43.318) [28]
11
Feasibility Study

11.3
Providing key separation.

This feature ensures that a session key can only be used within a particular context.[27] The benefit is that a retrieved session key cannot be reused outside of the defined context (e.g. retrieved within GSM and reused within WLAN, retrieved by A5/1 vulnerability and reused within A5/3). This context can be for instance on access domain level or algorithm level. Special-RAND structure could provide access domain level key separation by a specific flag. Cryptographic wise key separation (by session key pre-processing in core or access network and mobile) may require the feature (6). It needs further study to find out whether RAND is not overloaded with all sorts of flags and the random part becomes too short, if all many different key separation cases are to be supported.

Ensuring 3G AKA (2) ensures time-constrained session key separation such that a successful weak algorithm attack has only a limited time-window in the sense that the cipher key retrieved by the attacker cannot be used indefinitely as 3G authentication vectors cannot be re-used and become invalid when the next authentication run occurs. Could be enhanced with re-authentication when a UE moves between networks (network access type wise key separation). But re-authentication after handover is technically difficult to achieve and, although permitted by current specifications, has never been tested.

11.7 Providing a solution based on Generic Access to A/Gb interface  (TS 43.318)
When the work on Generic Access to A/Gb interface was initiated (TS 43.318) it was realized that:

· We could not necessarily rely on the local link security alone e.g. Bluetooth, WEP, WPA etc due to lack of control over the configuration of this security – The access point is in the customer premises and under their control. 

· The use of the A/5 algorithms may have been confined to “GSM operators” and for use for GSM air interface only.

· The use of the existing mechanisms in a fixed environment may have increased the scope for exploitation of the identified vulnerabilities. 

As a result, a completely independent security solution based on an IPSec tunnel for protecting the complete GSM protocol was developed. However, it was recognized that the key management scheme would need to make use of the HSS and UICC SIM already deployed by mobile operators, for it to be acceptable in the market. 

Since support for the Generic Access to A/Gb security solution may already be provided in future handset designs and in an operators core network, it is suggested that and enhancement based on this solution should be considered. Instead of switching back to “GSM” air interface security on it own, when the handset reverts to be mobile network connection, it invokes IP transport with IPSec as an additional security mechanism. It is recognised that the following issues may be difficult to resolve and will need to be subject to detailed feasibility study.   
· The use of the IP Stack for transporting GSM protocols when the connection is not via ADSL or Bluetooth WiFi  (impact on BS handover etc)    

· Whether the same security association is used or a new one negotiated, will be part of the feasibility study.

· If and how certificates are provisioned on the GANC and how revocation is handled
This would be an option for operators to support for their own subscribers in their own network,( support their subscribers in visited networks should be a second priority and support for inbound roamers from other networks the third priority.) 
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