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1 Introduction

In SA#38 the WID on IMS Security Extensions was approved (S3-050320). It was noted there that the broadband access provider might not have access to a smart card ISIM. TISPAN has a different approach to legacy terminals as 3GPP. This is, for example visible in their statement in S3-050232 “TISPAN NGN Release 1 priority is for securing IMS for a fixed network, and is independent of any discussion of what mobile operators may or may not mandate for interconnection to their IMS services i.e. the fixed operator has a commercial relationship with the customer, and deploys terminal, network, IMS service and HSS. In this case, we cannot necessarily rely on having a smart card ISIM to implement the security mechanisms.” The following three user identification principles are under discussion in TISPAN:
· Username / Password solution

· Line Authentication

· Soft-ISIM

· Smart card ISIM 

It is assumed that an operator has to support a smart card ISIM-based authentication in his IMS system. TISPAN discussed in 04bTD109, 05TD175, 05bTD073, 06TD270, 06bTD073 (back-to-back user agent), TD21r, TS25, TD26 (of the joint TISPAN and 3GPP workshop) and 06TD363 different solution approaches and requirements for user authentication. In SA#28 it was agreed (SP-050395) that 3GPP security level should not be compromised. This discussion paper focuses on the user authentication part done via a device that is typically a desktop or a laptop. We outline impacts of different approaches to this issue. In the split terminal scenario a smart card ISIM is present, therefore we consider this as smart card based ISIM authentication solution.

2 Impacts

2.1 Username / Password

Username and passwords are usually written down and quite often easily forgotten. The posting of these kind of credentials to mailing lists, sending of username / password through unprotected channels or storage in unsecured folders are common occurrences. Such a solution has the following disadvantages:

· The username / password solution offers the lowest kind of security and usability level. 

· A simple username / password implementation doesn’t offer any kind of migration path toward higher level of security. 

· Without AKA and IPSec there is no network authentication and protection against hijack of the connection.

· A username / password authentication approach would also imply that an operator has to support ISIM-based authentication and a different interface / API for username / password authentication. 

The username / password approach does offer the following advantages.

· Username / password authentication is a well-accepted user authentication method that is cheap and easy to deploy and might offer a sufficient level of security for some use cases.

2.2 Line Authentication

A fixed network provider can use the line identification to authenticate a user. This has impacts on the possible use cases:

· Per line there is only one paying entity or additional authentication parameters needed.

· Visitors and separately paying home members are not supported e.g. older children with own bill.

· If a user has badly configured WLAN router for his home and line authentication is used, then this might result in accidental or fraudulent usage of IMS system by others.

· An operator having fixed and mobile network would have to support two different interfaces.

The line identification method has some advantages for the fixed network providers. 

· Easy to implement and maintain.

· Line authentication might be useful for first-time credential enrolment authentication.

2.3 Soft-ISIM

A Soft-ISIM is a software component simulating the necessary data required to perform authentication towards an IMS system. Utilizing OMA-DRM methods or using device internal security mechanisms  (e.g. Symbian Platform Security) can secure the Soft-ISIM. There are some risks related to this approach:

· Lower level of security then smart card ISIM.

· Cloning of Soft-ISIM easier then for smart card ISIM.

· Operators that offer both mobile and fixed access to their IMS system have a “security mix”.

An operator knows if he provided a Soft-ISIM to a user or a smart card ISIM by looking at the IMPI, therefore he is still under control of the risk and can disallow Soft-ISIM usage.  If an user accesses the IMS system via fixed and mobile network, then one approach can be giving another IMPI for the Soft-ISIM. An operator might scale the risk by allowing only non-expensive IMS services to be used with Soft-ISIM. In the roaming scenario an indication should be transferred, if the home network of the subscriber allows Soft-ISIM or not.  Currently only smart card based ISIM user can roam.

The Soft-ISIM approach has the following advantages:

· Migration path from software based to hardware based ISIM easy, no need to support two different interfaces for transition phase.

· Operators providing fixed and mobile access to their IMS system would only need one interface support from the backend. Same backend-system for broadband access user and mobile users.

· Laptop users can use “IMS roaming” for private or work related travel.

· Low value or low revenue services would not require expensive smart card.

· Support of flexible roll-out or small-step plans

2.4 Smart card ISIM 

A security solution with that builds on a smart card ISIM has the following advantages:

· High level of security

· No migration path required 

TISPAN needs a security solution for terminals that have no smart card ISIM. Existing PCs, PDAs and other devices are targeted to be integrated, without investment into hardware and software the integration of smart card ISIMs is not possible. If 3GPP does not provide them with a satisfactory approach, then they will design a solution that creates the following risks:

· Different approaches must be supported from the backend for TISPAN solution and 3GPP ISIM solution

· Possible low security solution might compromise 3GPP IMS security approach

· No migration path possible without major change, this might result in the fact that broadband access operators “get stuck” with a low security solution for a very long time

· Maintenance and coordination of divided IMS security solution very difficult

3 Conclusion

3GPP aims at the highest security level, but practical impacts must be considered. If 3GPP does not provide a security solution for terminals without access to smart card ISIM e.g. PC or laptops, then other solutions are likely to appear. The risks a diverging solution introduces which endanger the whole 3GPP IMS security concept and might require different backend systems. 3GPP SA3 should include Soft-ISIM in their studies for a solution with special considerations to operators deploying both fixed and mobile access to their IMS system and easy way to migrate to smart card ISIM.
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