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3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply.

For the definitions of MBMS User Service refer to TS 22.246 [5].
HDR = the general MIKEY HeaDeR.

IMPI = In the context of current specification IMSI is used in the format of IMPI as specified in GBA, cf. TS 33.220 [6].
KEMAC = A payload included in the MIKEY message, which contains a set of encrypted sub-payloads and a MAC.

MBMS download session: See TS 26.346 [13].

MBMS streaming session: See TS 26.346 [13].

MRK = MBMS Request Key: This key is to authenticate the UE to the BM-SC when performing key requests etc.
MSK = MBMS Service Key: The MBMS Service key that is securely transferred (using the key MUK) from the BM-SC towards the UE. The MSK is not used directly to protect the MBMS User Service data (see MTK).

MTK = MBMS Traffic Key: A key that is obtained by the UICC or ME by calling a decryption function MGV-F with the MSK. The key MTK is used to decrypt the received MBMS data on the ME.

MUK = MBMS User Key: The MBMS user individual key that is used by the BM-SC to protect the point to point transfer of MSK's to the UE.

NOTE:
The keys MSK and MUK may be stored within the UICC or the ME depending on the UICC capabilities.

Salt key = a random or pseudo-random string used to protect against some off-line pre-computation attacks on the underlying security protocol.

SEQl = Lower limit of the MTK ID sequence number interval: Last accepted MTK ID sequence number interval stored within MGV-S. The original value of SEQl is delivered in the key validity data field of MSK messages.

SEQp = The MTK ID, which is received in a MIKEY packet.

SEQu = Upper limit of the MTK ID sequence number interval, which is delivered in the key validity data field of MSK messages.
****** NEXT CHANGE *******

6.1
Using GBA for MBMS

TS 33.220 [6] (Generic Bootstrapping Architecture) is used to agree keys that are needed to run an MBMS user service.

Before a user can access an MBMS User service, the UE needs to share GBA-keys with the BM-SC. If no valid GBA-keys are available at the UE, the UE shall perform a GBA run with the BSF of the home network as described within TS 33.220 [6]. The BM-SC will act as a NAF (Network Application Function) according to TS 33.220 [6].
Along with the GBA-keys the BSF shall send the IMPI of the user to the BM-SC. When the UE has bootstrapped, it will use a new B-TID over the Ua reference point. The IMPI is used in the BM-SC to bind the old and the new B-TID together.
The MSKs for an MBMS User service shall be stored on either the UICC if the UICC is capable of MBMS key management or the ME if the UICC is not capable of MBMS key management.

Storing the MSKs on the UICC requires a UICC that contains the MBMS management functions.

As a result of a GBA_U run, the BM-SC will share a key Ks_ext_NAF with the ME and share a key Ks_int_NAF with the UICC. This key Ks_int_NAF is used by the BM-SC and the UICC as the key MUK (MBMS User Key) to protect MSK (MBMS Service Key) deliveries to the UICC as described within clause 6.3. The key Ks_ext_NAF is used as the key MRK (MBMS Request Key) within the protocols as described within clause 6.2.

A run of GBA_ME results in the BM-SC sharing a key Ks_NAF with the ME. Both the BM-SC and the ME use the key Ks_NAF as MUK. The key MRK is derived from the key Ks_NAF by the BM-SC and the ME as specified in Annex F of this specification. The key MUK is used to protect MSK deliveries to the ME as described within clause 6.3. The key MRK is used to authenticate the UE towards the BM-SC within the protocols as described within clause 6.2.
The MUK is identified by the combination of B‑TID and NAF‑ID and the MRK is defined by B‑TID, where B‑TID and NAF‑ID are defined as specified in TS 33.220 [6].

In the UE two different MUKs, i.e. the last generated and the last successfully used, are used to guarantee that the UE and the BM-SC share always one MUK. The last generated MUK is replaced immediately after when a new MUK is generated and the last successfully used MUK is updated after the successful reception of the MIKEY message, which is protected using the last generated MUK. The usage of MUKs is described within clause 6.3.

For ME based key management:

-
All MBMS keys (MUK, MRK, MSK and MTK) shall be deleted from the ME when a different UICC is inserted. Therefore the ME needs to store in non-volatile memory the last inserted UICC-identity to be able to compare that with the used UICC-identity at UICC insertion and power on.

-
All MBMS keys (MRK, MSK and MTK) may be deleted from the ME when the ME is powered down. If the ME does not delete the MBMS keys at power down then the MBMS keys need to be stored in non-volatile memory. The ME should store the MUKs in non-volatile memory in order to be able to authenticate the first MIKEY message of a push solicited pull procedure (see clause 6.3.2.2.4).

NOTE:
If the ME deletes the MSK at power down, then the MBMS client would need to request MSK to the BM-SC and may need to run GBA to reconvene an MBMS session.

****** NEXT CHANGE *******

6.2.1.3
HTTP digest authentication

When the UE initiates an HTTP procedure towards the BM-SC, HTTP digest authentication as defined in RFC 2617 [8] shall be used for mutual authentication. HTTP digest is run between BM-SC and ME. The MBMS authentication procedure is based on the general user authentication procedure over Ua interface that is specified in clause "Procedures using the bootstrapped Security Association" in TS 33.220 [6]. The BM-SC will act as a NAF according to TS 33.220 [6]. Along with the GBA-keys the BSF shall send the IMPI of the user to the BM-SC. The details of HTTP digest authentication are specified in clause 5.2 of TS 24.109 [18]

The following adaptations apply to HTTP digest:

-
the B-TID as specified in TS 33.220 [6] is used as username;

-
MRK (MBMS Request Key) is used as password;

All HTTP procedures within this specification including the associated delivery procedures in TS 26.346 [13] shall be integrity protected with HTTP digest as specified in this clause.

****** NEXT CHANGE *******

H.2.1
Successful MSK request procedure

The signalling flow in figure H.2.1‑1 describes the message exchange between UE and BM-SC when UE wants to request MSK.
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Figure H.2.1‑1: Successful MSK request procedure.

1.
Initial MSK request  (UE to BM-SC) - see example in table H.2.1‑1


The UE sends an HTTP request to the BM-SC containing a MSK request.

Table H.2.1‑1: MSK request (UE to BM-SC)

	POST /bmsc.home1.net/keymanagement?requesttype=msk-request HTTP/1.1

Host: bmsc.home1.net:1234

Content-Type: application/vnd.3gpp.mbms-msk+xml

Content-Length: (...)

User-Agent: MBMSAgent; Release-6 3gpp-gba

Date: Thu, 08 Jan 2004 10:50:35 GMT

Accept: */*

Referrer: http://bmsc.home1.net:1234/service

<MSK request BLOB>




Request-URI:
The Request-URI (the URI that follows the method name, "POST", in the first line) indicates the resource of this POST request. The Request-URI contains the parameter "requesttype" which is set to "msk-request" to indicate to the BM-SC the desired request type, i.e. UE requests for one or several MSKs.

Host:
Specifies the Internet host and port number of the BM-SC, obtained from the original URI given by referring resource.

Content-Type:
Contains the media type "application/vnd.3gpp.mbms-msk+xml", i.e. MSK request.

Content-Length:
Indicates the size of the entity-body, in decimal number of OCTETs, sent to the recipient.

User-Agent:
Contains information about the user agent originating the request and it shall include the static string "3gpp-gba" to indicate to the application server (i.e. NAF) that the UE supports 3GPP-bootstrapping based authentication.

Date:
Represents the date and time at which the message was originated.

Accept:
Media types which are acceptable for the response.

Referrer:
Allows the user agent to specify the address (URI) of the resource from which the URI for the BM-SC was obtained.

NOTE 1:
This step is used to trigger the GBA-based authentication between the UE and the BM-SC.

2.
401 Unauthorized response (BM-SC to UE) - see example in table H.2.1‑2


Upon receiving an HTTP request that contains static string "3gpp-gba" in the User-Agent header the BM-SC responds with HTTP response code 401 "Unauthorized" which contains a WWW Authenticate header. The header instructs the UE to use HTTP Digest Authentication with a bootstrapped security association.

Table H.2.1‑2: 401 Unauthorized response (BM-SC to UE)

	HTTP/1.1 401 Unauthorized

Server: Apache/1.3.22 (Unix) mod_perl/1.27

Date: Thu, 08 Jan 2004 10:50:35 GMT

WWW-Authenticate: Digest realm="3GPP-bootstrapping@bmsc.home1.net", nonce="6629fae49393a05397450978507c4ef1", algorithm=MD5, qop="auth,auth-int", opaque="5ccc069c403ebaf9f0171e9517f30e41"


Server:
Contains information about the software used by the origin server (BM-SC).

Date:
Represents the date and time at which the message was originated.

WWW-Authenticate:
The BM-SC challenges the user. The header instructs the UE to use HTTP Digest Authentication with a bootstrapped security association.


The options for the quality of protection (qop) attribute is by default "auth-int" meaning that the payload of the following HTTP requests and responses should be integrity protected.


The realm attribute contains two parts delimited by "@" sign. The first part is a constant string "3GPP-bootstrapping" instructing the UE to use a bootstrapped security association. The second part is the hostname of the server (i.e. FQDN of the BM-SC).

3.
Generation of NAF specific keys at UE

The UE verifies that the second part of the realm attribute does correspond to the server it is talking to.


UE derives the NAF specific key material as specified in TS 33.220 [6]. UE further derives MBMS specific key material MRK and MUK as specified in clause 6.1.

NOTE 2:
If UE does not have a bootstrapped security association available, it will obtain one by running bootstrapping procedure over Ub interface.

4.
Authenticated MSK request (UE to BM-SC) - see example in table H.2.1‑3


UE generates the HTTP request by calculating the Authorization header values using the bootstrapping transaction identifier B-TID it received from the BSF as the username and the MRK (base64 encoded) as the password, and sends the request to BM-SC.

Table H.2.1‑3: Authenticated enrolment request (UE to BM-SC)

	POST /bmsc.home1.net/keymanagement?requesttype=msk-request HTTP/1.1

Host: bm.sc.home1.net:1234

Content-Type: application/vnd.3gpp.mbms-msk+xml

Content-Length: (...)

User-Agent: MBMSAgent; Release-6 3gpp-gba

Date: Thu, 08 Jan 2004 10:50:35 GMT

Accept: */*

Referer: http://bmsc.home1.net:1234/service

Authorization: Digest username="(B-TID)", realm="3GPP-bootstrapping@bmsc.home1.net", nonce="a6332ffd2d234==", uri="/bmsc.home1.net/keymanagement?requesttype=msk-request”, qop=auth-int, nc=00000001, cnonce="6629fae49393a05397450978507c4ef1", response="6629fae49393a05397450978507c4ef1", opaque="5ccc069c403ebaf9f0171e9517f30e41", algorithm=MD5

<MSK request BLOB>




Authorization:
This carries the response to the authentication challenge received in step 2 along with the username, the realm, the nonce, the URI, the qop, the NC, the cnonce, the response, the opaque, and the algorithm.


The qop attribute is set to "auth-int" by default.

NOTE 3:
If step 1 was a POST request then this request would also be a POST request and contain the same client payload in the HTTP request as was carried in step 1.

5.
Zn: NAF specific key procedure

BM-SC retrieves the NAF specific key material and IMPI of the user. BM-SC further derives MBMS specific key material MRK and MUK as specified in clause 6.1.


For detailed signalling flows see TS 29.109 [18].

Table H.2.1‑4: Bootstrapping authentication information procedure (BM-SC to BSF)

	Message source and destination
	Zn Information element name
	Information Source in GET
	Description

	NAF to BSF
	B-TID
	Authorization
	The bootstrapping transaction identifier is encoded in the username field according to the Authorization protocol.


6.
Authentication and certificate generation at BM-SC

BM-SC verifies the Authorization header by using the bootstrapping transaction identifier B-TID and the key MRK. BM-SC calculates the corresponding digest values using MRK, and compares the calculated values with the received values in the Authorization header.


The BM-SC also verifies that the hostname (i.e. its FQDN) in the realm attribute matches its own.


If the verification succeeds, the incoming client-payload request is taken in for further processing. The BM-SC continues processing of the MSK request according to its internal policies. The BM-SC verifies that the subscriber is allowed to receive the particular MSK(s) indicated in the MSK request by checking the BM-SC Membership function.

7.
Response indicating success (BM-SC to UE) - see example in table H.2.1‑5


The BM-SC sends 200 OK response to the UE to indicate the success of the authentication and the MSK request. The BM-SC generates a HTTP response. The BM-SC can use key MRK derived from NAF key material to integrity protect and authenticate the response.

NOTE 5:
The requested MSK keys are not delivered within the MSK request procedure. They are delivered with a separate MIKEY procedure, see clause 6.3.2.3.

Table H.2.1‑5: Successful HTTP response (BM-SC to UE)

	HTTP/1.1 200 OK

Server: Apache/1.3.22 (Unix) mod_perl/1.27

Authentication-Info: qop=auth-int, rspauth="6629fae49394a05397450978507c4ef1", cnonce="6629fae49393a05397450978507c4ef1", nc=00000001

Date: Thu, 08 Jan 2004 10:50:35 GMT

Expires: Fri, 09 Jan 2004 10:50:36 GMT




Authentication-Info:
This carries the protection.

Expires:
Gives the date/time after which the response is considered stale.

8.
Authentication at UE

The UE receives the response and verifies the Authentication-Info header. If the verification succeeds, the UE can regard the MSK request procedure as successful.
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