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*** NEXT CHANGE ***

5.7
Simultaneous access control

The home network operator needs to be aware of how the user is accessing the WLAN network. If the user is making the SIM or UICC card available for several devices that have WLAN access capabilities, the home network operator may decide, at any time, to allow or bar t he access of two or more network devices simultaneously. 

WLAN direct IP access

The control of simultaneous sessions in WLAN direct IP access can be performed, under some circumstances, using the MAC address of the user’s device. 

After a number of successful authentications, if a subsequent authentication attempt is being performed by another device, the MAC address will be different and the AAA server will be able to detect it. However, this mechanism has some limitations. One of them is that if the two devices are accessing two different WLAN access points (assuming that a WLAN access point has a independent control of MAC address space), the MAC address of one of them can be spoofed and made equal to the other one. This is a fraud situation the home network should avoid. However, it may happen that the user is accessing other WLAN access point and a pre-authentication is performed in this new access point. In this case there is no fraud attempt. Then, in this situation (same MAC addresses, different WLAN radio networks) the AAA server should check if there is a AAA accounting start message sent from WLAN AN after the authentication procedure completes. If there is such accounting start message and the number of simultaneous sessions for the subscriber has already been reached, it is considered to be a fraud attempt and the AAA server should send a message to WLAN AN to stop this simultaneous session.

WLAN 3GPP IP access

The control of simultaneous sessions in WLAN 3GPP IP access has to be performed in a different way than in WLAN direct IP access as in this case the MAC addresses cannot be trusted by the home network and may not be available.

The user gets connected to the 3GPP network using the W-APNs. When a W-APN is activated by the user, an IKEv2 exchange will be initiated and, if successful, an IKE SA and an IPsec SA will be established.

The IKEv2 procedure is authenticated using EAP SIM or EAP AKA, so the AAA server has to be contacted in order to perform this authentication. Then the AAA server will be aware of the fact that a new W-APN is going to be activated.

The mechanism to control simultaneous sessions is to limit the number of W-APNs to be activated by the user and control the number of IKEv2 security associations per W-APN. The home operator shall configure, by subscription, the Maximum Number of IKE SAs per W-APN. With this mechanism, it is ensured that only as many devices as defined by the Maximum Number make use of the same subscription to access the 3GPP network, because each device will have to activate a W-APN (and use a different IKE SA and IPsec SA).

One IKE SA allows to establish multiple IPsec Sas.To protect applications with different QoS classes, there should be separate IPsec SA for different QoS classes. Since TS23.107 defines 4 UMTS QoS classes [44], 4 IPsec SAs under one IKE SA shall be allowed. To avoid session interruptions when the first IPsec SA for a certain QoS reaches the end of its lifetime, re-keying is needed. Implementations shall correctly handle this re-keying, even though this may temporarily raise the number of IPsec SAs over the defined limit.

*** END OF CHANGE ***
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