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1 Introduction

SA4 is in S4-050245 [1] and S4-AHP210 [4] considering locating the FEC layer between the UDP layer and the application layer in the protocol stack to achieve more efficient coding of bundled streams. From the applications point of view this can be viewed as a more reliable UDP transport protocol. This solution potentially introduces new threats to the system. In S4-AHP245 [3] comments to this proposal were put forward, some of which was related to security. 

S4-AHP210 and S4-AHP245 are attached for information.

2. Analysis

2.1 Protection of data in the current solution

In the current solution the FEC is applied at a layer above SRTP in the protocol stack. This has the advantage that the FEC data is protected by SRTP, both when it comes to integrity and confidentiality. Since the FEC is applied to the clear-text, it is essential that the FEC data is confidentiality protected. The integrity protection stops an attacker from manipulating the stream by modifying the FEC data (although this is also made difficult by the fact that the FEC data is already encrypted).

2.2 Protection of data when FEC is applied below application layer

In the case the FEC protection is applied below SRTP (as specified in S4-AHP210) the FEC is applied to the encrypted and integrity protected data. The FEC stream itself is then sent unprotected to the receivers (but the FEC is applied to already encrypted and integrity protected data as already said).

2.2.1 Modifying attacks

Since the FEC stream is not integrity protected an attacker could modify the FEC data. This could be done (although it is difficult in practice as noted in [3]) in such a way that valid SRTP packets are reconstructed by the FEC layer and are being passed to the SRTP layer.  The FEC used by SA4 works so that if there are no lost packets, the FEC code will not be used. This means that an attacker first would have to create packet loss in the RTP stream, and simultaneously modify the FEC packets.

But this the effect of this attack is the same as inserting malicious SRTP packets in the stream. Hence it does not increase the chances of an attacker being able to insert forged media in a stream.

It should be noted that causing packet loss and modifying the FEC data is a complex and difficult task, and it would be much easier to just perform radio jamming to achieve the same (or even a stronger) DoS effect.

2.2.2 Eavesdropping attacks

The FEC stream is not confidentiality protected. On the other hand, since the FEC is applied to SRTP packets, the media is encrypted. This means that it is impossible to gain any information from the FEC stream that cannot already be gained by observing the SRTP packets.

2.3 Additional benefits for MTK delivery

Since the FEC is introduced as a shim between the UDP layer and the application layer, any application running on top of UDP will enjoy the reliability added by the FEC. This solves another problem for MBMS security, namely, the reliability of MTK delivery. As currently specified in TS 33.246 [2] the reliability of MTK delivery is not really considered. There is only a hint at repetition schemes. Repetition schemes are a crude mechanism to achieve reliability compared to FEC schemes. If the FEC is applied between UDP and application layer, the MTK delivery will be as reliable as the stream delivery.

The same reasoning as in 2.2.1 and 2.2.2 can be applied to show that by adding FEC protection below MIKEY will no degrade the security of the MIKEY protocol.

The proposed FEC mechanism was commented in SA4 ad hoc in [3] and some of the statements there are especially worth commenting.

MIKEY packets should not be protected in the FEC bundle. Only RTP and RTCP

 packets belong to the bundled user services should be protected in the FEC bundle.
These requirements are nowhere to be found in 3GPP documents, and it is less complex to have one reliability mechanism for both MIKEY and SRT(C)P than two separate ones.

It is further said in [3] that

If a common KEY is used to authenticate/decrypt all of the streams, then the 

MIKEY packet may be repeated four times so that there is high chance of 

receiving at least one of them.

Unfortunately, the same key cannot be used for all streams, as this is prohibited by SRTP. Also, the reason that the repetition scheme is present currently in TS 33.246[1] is that there is no underlying FEC protection for MIKEY. If there was, that could be re-used.

3 Conclusion and proposal

It is concluded that the media security is not seriously decreased if the FEC is applied below SRTP. Hence we propose that SA3 sends an LS to SA4 notifying them our view on their work described in S4-050245 [1] and S4-AHP210 [4].

4 References

[1] S4-50245, “Liaison Statement on stream bundling for MBMS”, 3GPP 

[2] TS 33.246, “MBMS security”, 3GPP

[3] S4-AHP245, “Comments on S4-AHP210 and an alternative proposal for MBMS FEC Streaming Framework to support Stream Bundling”, 3GPP

[4] S4-AHP210, “Proposal for FEC protection of multiple bundled streams in the streaming delivery method”, 3GPP







































3GPP


